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WorkOS Elixir Library
    

Note: this an experimental SDK and breaking changes may occur. We don't recommend using this in production since we can't guarantee its stability.

The WorkOS library for Elixir provides convenient access to the WorkOS API from applications written in Elixir.
Documentation
See the API Reference for Elixir usage examples.
Installation
Add this package to the list of dependencies in your mix.exs file:
def deps do
  [{:workos, "~> 0.2.0"}]
end
The hex package can be found here: https://hex.pm/packages/workos
Configuration
The WorkOS API relies on two configuration parameters, the client_id and the api_key. There are two ways to configure these values with this package.
Recommended Method
In your config/config.exs file you can set the :client_id and :api_key scoped to :workos to be used globally by default across the SDK:
config :workos,
  client_id: "project_12345"
  api_key: "sk_12345",
Ideally, you should use environment variables to store protected keys like your :api_key like so:
config :workos,
  client_id: System.get_env("WORKOS_CLIENT_ID"),
  api_key: System.get_env("WORKOS_API_KEY")
Opts Method
Alternatively, you can override or avoid using these globally configured variables by passing a :api_key or :client_id directly to SDK methods via the optional opts parameter available on all methods:
WorkOS.SSO.get_authorization_url(%{
  connection: "<Connection ID>",
  redirect_uri: "https://workos.com"
}, [
  client_id: "project_12345",
  api_key: "sk_12345"
])
This is great if you need to switch client IDs on the fly.
SDK Versioning
For our SDKs WorkOS follows a Semantic Versioning process where all releases will have a version X.Y.Z (like 1.0.0) pattern wherein Z would be a bug fix (I.e. 1.0.1), Y would be a minor release (1.1.0) and X would be a major release (2.0.0). We permit any breaking changes to only be released in major versions and strongly recommend reading changelogs before making any major version upgrades.
More Information
	Single Sign-On Guide
	Directory Sync Guide
	Admin Portal Guide
	Magic Link Guide
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Provides core API communication and data processing functionality.
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Processes the HTTP response
Converts non-200 responses (400+ status code) into error tuples
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The Audit Logs module provides convenience methods for working with the
WorkOS Audit Logs platform. You'll need a valid API key.
See https://workos.com/docs/audit-logs
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          Create an Audit Log Event.
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Create an Audit Log Event.

  
  parameters

  
  Parameters


	params (map)	organization (string) The unique ID of the Organization
that the event is associated with.
	event (map) The Audit Log event




  
  examples

  
  Examples


iex> WorkOS.AuditLogs.create_event(%{
...>  organization: "org_123",
...>  event: %{
...>    action: "user.signed_in",
...>    occurred_at: "2022-09-08T19:46:03.435Z",
...>    version: 1,
...>    actor: %{
...>      id: "user_TF4C5938",
...>      type: "user",
...>      name: "Jon Smith",
...>      metadata: %{
...>        role: "admin"
...>      }
...>    },
...>    targets: [
...>      %{
...>        id: "user_98432YHF",
...>        type: "user",
...>        name: "Jon Smith"
...>      },
...>      %{
...>        id: "team_J8YASKA2",
...>        type: "team",
...>        metadata: %{
...>          owner: "user_01GBTCQ2"
...>        }
...>      }
...>    ],
...>    context: %{
...>      location: "New York, NY",
...>      user_agent: "Chrome/104.0.0"
...>    },
...>    metadata: %{
...>      extra: "data"
...>    }
...>  }
...> })

{:ok, nil}
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Create an Export of Audit Log Events.

  
  parameters

  
  Parameters


	params (map)	organization (string) The unique ID of the Organization
that the event is associated with.
	range_start (string) ISO-8601 value for start of the export range.
	range_end (string) ISO-8601 value for end of the export range.
	actions (list of strings) List of actions to filter against.
	actors (list of strings) List of actors to filter against.
	targets (list of strings) List of targets to filter against.




  
  examples

  
  Examples


  iex> WorkOS.AuditLogs.create_export(%{
  ...>  organization: "org_123",
  ...>  range_start: "2022-09-08T19:46:03.435Z",
  ...>  range_end: "2022-09-08T19:46:03.435Z",
  ...>  actions: ["user.signed_in"],
  ...>  actors: ["user_01GBTCQ2"],
  ...>  targets: ["user_01GBTCQ2"]
  ...> })
  ok: %{
"object": "audit_log_export",
"id": "audit_log_export_01GBZK5MP7TD1YCFQHFR22180V",
"state": "ready",
"url": "https://exports.audit-logs.com/audit-log-exports/export.csv",
"created_at": "2022-09-02T17:14:57.094Z",
"updated_at": "2022-09-02T17:14:57.094Z"
  }
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Retrieve an Export of Audit Log Events.

  
  parameters

  
  Parameters


	id (string) The unique ID of the Audit Log Export.


  
  examples

  
  Examples


  iex> WorkOS.AuditLogs.get_export("audit_log_export_01GBZK5MP7TD1YCFQHFR22180V")
  ok: %{
"object": "audit_log_export",
"id": "audit_log_export_01GBZK5MP7TD1YCFQHFR22180V",
"state": "ready",
"url": "https://exports.audit-logs.com/audit-log-exports/export.csv",
"created_at": "2022-09-02T17:14:57.094Z",
"updated_at": "2022-09-02T17:14:57.094Z"
  }
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The Directory Sync module provides convenience methods for working with the
WorkOS Directory Sync platform. You'll need a valid API key and to have
created a Directory Sync connection on your WorkOS dashboard.
@see https://docs.workos.com/directory-sync/overview
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Delete the directory with the given ID.

  
  parameters

  
  Parameters


	directory (string) the id of the directory to delete


  
  example

  
  Example


WorkOS.DirectorySync.delete_directory("directory_12345")
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Retrieve the directory with the given ID.

  
  parameters

  
  Parameters


	directory (string) the id of the directory to retrieve


  
  example

  
  Example


WorkOS.DirectorySync.get_directory("directory_12345")
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Retrieve the directory group with the given ID.

  
  parameters

  
  Parameters


	group (string) the id of the group to retrieve


  
  example

  
  Example


WorkOS.DirectorySync.get_group("directory_group_12345")
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Retrieve the directory group with the given ID.

  
  parameters

  
  Parameters


	user (string) the id of the user to retrieve


  
  example

  
  Example


WorkOS.DirectorySync.get_user("directory_user_12345")
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Retrieve directories.

  
  parameters

  
  Parameters


	params (map)	domain (string) the id of the domain to list directories for
	search (string) the keyword to search directories for
	limit (number - optional) Upper limit on the number of objects to return, between 1 and 100. The default value is 10
	before (string - optional) An object ID that defines your place in the list
	after (string - optional) An object ID that defines your place in the list
	order ("asc" or "desc" - optional) Supported values are "asc" and "desc" for ascending and descending order respectively
	organization_id (string) the id of the organization to list directories for




  
  example

  
  Example


WorkOS.DirectorySync.list_directories(%{domain: "workos.com"})
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Retrieve directory groups.

  
  parameters

  
  Parameters


	params (map)	directory (string) the id of the directory to list groups for
	user (string) the id of the user to list groups for
	limit (number - optional) Upper limit on the number of objects to return, between 1 and 100. The default value is 10
	before (string - optional) An object ID that defines your place in the list
	after (string - optional) An object ID that defines your place in the list
	order ("asc" or "desc" - optional) Supported values are "asc" and "desc" for ascending and descending order respectively
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WorkOS.DirectorySync.list_groups(%{directory: "directory_12345"})
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Retrieve directory users.

  
  parameters

  
  Parameters


	params (map)	directory (string) the id of the directory to list users for
	group (string) the id of the group to list users for
	limit (number - optional) Upper limit on the number of objects to return, between 1 and 100. The default value is 10
	before (string - optional) An object ID that defines your place in the list
	after (string - optional) An object ID that defines your place in the list
	order ("asc" or "desc" - optional) Supported values are "asc" and "desc" for ascending and descending order respectively




  
  example

  
  Example


WorkOS.DirectorySync.list_users(%{directory: "directory_12345"})

  


        

      



  

    
WorkOS.MFA 
    



      
The MFA module provides convenience methods for working with the
WorkOS MFA platform. You'll need a valid API key.
See https://workos.com/docs/mfa
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Creates a Challenge for an Authentication Factor.

  
  parameters

  
  Parameters


	params (map)	authentication_factor_id (string) The unique ID of the Authentication Factor to be challenged.
	sms_template (string) Optional template for SMS messages. Only applicable for sms Factors.
Use the {{code}} token to inject the one-time code into the message. E.g., Your Foo Corp one-time code is {{code}}.




  
  examples

  
  Examples


iex> WorkOS.MFA.challenge_factor(%{
...>  authentication_factor_id: "auth_factor_01FVYZ5QM8N98T9ME5BCB2BBMJ",
...> })

{:ok, %{
  "object": "authentication_challenge",
  "id": "auth_challenge_01FVYZWQTZQ5VB6BC5MPG2EYC5",
  "created_at": "2022-02-15T15:26:53.274Z",
  "updated_at": "2022-02-15T15:26:53.274Z",
  "expires_at": "2022-02-15T15:36:53.279Z",
  "authentication_factor_id": "auth_factor_01FVYZ5QM8N98T9ME5BCB2BBMJ"
}}

iex> WorkOS.MFA.challenge_factor(%{
...>  authentication_factor_id: "auth_factor_01FVYZ5QM8N98T9ME5BCB2BBMJ",
...>  sms_template: "Your Foo Corp one-time code is {{code}}"
...> })

{:ok, %{
  "object": "authentication_challenge",
  "id": "auth_challenge_01FVYZWQTZQ5VB6BC5MPG2EYC5",
  "created_at": "2022-02-15T15:26:53.274Z",
  "updated_at": "2022-02-15T15:26:53.274Z",
  "expires_at": "2022-02-15T15:36:53.279Z",
  "authentication_factor_id": "auth_factor_01FVYZ5QM8N98T9ME5BCB2BBMJ"
}}
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Deletes an Authentication Factor.

  
  parameters

  
  Parameters


	id (string) The unique ID of the Authentication Factor to delete.


  
  examples

  
  Examples


iex > WorkOS.MFA.delete_factor("auth_factor_01FVYZ5QM8N98T9ME5BCB2BBMJ")

  



    

  
    
      
      Link to this function
    
    enroll_factor(params, opts \\ [])


      
       
       View Source
     


  


  

Enrolls an Authentication Factor to be used as an additional factor of authentication. The returned ID should be used to create an authentication Challenge.

  
  parameters

  
  Parameters


	params (map)	type (string) The type of factor you wish to enroll. Must be one of 'totp' or 'sms'.
	totp_issuer (string) An identifier for the organization issuing the challenge.
Should be the name of your application or company. Required when type is totp.
	totp_user (string) An identifier for the user. Used by authenticator apps to label connections. Required when type is totp.
	phone_number (string) A valid phone number for an SMS-enabled device. Required when type is sms.




  
  examples

  
  Examples


iex> WorkOS.MFA.enroll_factor(%{
...>  type: "totp",
...>  totp_issuer: "Foo Corp",
...>  totp_user: "user_01GBTCQ2"
...> })

{:ok, %{
  object: "authentication_factor",
  id: "auth_factor_01FVYZ5QM8N98T9ME5BCB2BBMJ",
  created_at: "2022-02-15T15:14:19.392Z",
  updated_at: "2022-02-15T15:14:19.392Z",
  type: "totp",
  totp: %{
    qr_code: "data:image/png;base64,{base64EncodedPng}",
    secret: "NAGCCFS3EYRB422HNAKAKY3XDUORMSRF",
    "uri": "otpauth://totp/FooCorp:user_01GB"
  }
}}

iex> WorkOS.MFA.enroll_factor(%{
...>  type: "sms",
...>  phone_number: "+15555555555"
...> })

{:ok, %{
  object: "authentication_factor",
  id: "auth_factor_01FVYZ5QM8N98T9ME5BCB2BBMJ",
  created_at: "2022-02-15T15:14:19.392Z",
  updated_at: "2022-02-15T15:14:19.392Z",
  type: "sms",
  sms: %{
    phone_number: "+15555555555"
  }
}}
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Gets an Authentication Factor.

  
  parameters

  
  Parameters


	id (string) The unique ID of the Authentication Factor to retrieve.


  
  examples

  
  Examples


iex > WorkOS.MFA.get_factor("auth_factor_01FVYZ5QM8N98T9ME5BCB2BBMJ")

  {:ok, %{
    "object": "authentication_factor",
    "id": "auth_factor_01FVYZ5QM8N98T9ME5BCB2BBMJ",
    "created_at": "2022-02-15T15:14:19.392Z",
    "updated_at": "2022-02-15T15:14:19.392Z",
    "type": "totp",
    "totp": {
      "qr_code": "data:image/png;base64,{base64EncodedPng}",
      "secret": "NAGCCFS3EYRB422HNAKAKY3XDUORMSRF",
      "uri": "otpauth://totp/FooCorp:alan.turing@foo-corp.com?secret=NAGCCFS3EYRB422HNAKAKY3XDUORMSRF&issuer=FooCorp"
    }
  }
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Verify Authentication Challenge.

  
  parameters

  
  Parameters


	params (map)	authentication_challenge_id (string) The unique ID of the Authentication Challenge to be verified.
	code (string) The 6-digit code to be verified.




  
  examples

  
  Examples


iex > WorkOS.MFA.verify_challenge(%{
... >  authentication_challenge_id: "auth_challenge_01FVYZWQTZQ5VB6BC5MPG2EYC5",
... >  code: "123456"
... > })

{:ok, %{
  "challenge": %{
    "object": "authentication_challenge",
    "id": "auth_challenge_01FVYZWQTZQ5VB6BC5MPG2EYC5",
    "created_at": "2022-02-15T15:26:53.274Z",
    "updated_at": "2022-02-15T15:26:53.274Z",
    "expires_at": "2022-02-15T15:36:53.279Z",
    "authentication_factor_id": "auth_factor_01FVYZ5QM8N98T9ME5BCB2BBMJ",
  },
  "valid": true
}}
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The Organizations module provides resource methods for working with Organizations
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          Create an organization
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          Delete an organization
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          Get an organization
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Create an organization

  
  parameters

  
  Parameters


	params (map)	name (string) A unique, descriptive name for the organization
	allow_profiles_outside_organization (boolean - optional) Whether the Connections within this Organization should allow Profiles that do not have a domain that is set
	domains (array of strings - optional) List of domains that belong to the organization




  
  example

  
  Example


WorkOS.Organizations.create_organization(%{
  domains: ["workos.com"],
  name: "WorkOS"
})
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Delete an organization

  
  parameters

  
  Parameters


	organization_id (string) the id of the organization to delete


  
  example

  
  Example


WorkOS.Organizations.delete_organization("organization_12345")

  



    

  
    
      
      Link to this function
    
    get_organization(organization, opts \\ [])


      
       
       View Source
     


  


  

Get an organization

  
  parameters

  
  Parameters


	organization_id (string) the id of the organization to update


  
  example

  
  Example


WorkOS.Organizations.get_organization(organization="org_123")
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List organizations

  
  parameters

  
  Parameters


	params (map)	domains (array of strings - optional) List of domains that belong to the organization
	limit (number - optional) Upper limit on the number of objects to return, between 1 and 100. The default value is 10
	before (string - optional) An object ID that defines your place in the list
	after (string - optional) An object ID that defines your place in the list
	order ("asc" or "desc" - optional) Supported values are "asc" and "desc" for ascending and descending order respectively




  
  example

  
  Example


WorkOS.Organizations.list_organizations()
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Update an organization

  
  parameters

  
  Parameters


	organization (string) The ID of the organization to update
	params (map)	name (string) Name of organization
	allow_profiles_outside_organization (boolean - optional) Whether the Connections within this Organization should allow Profiles that do not have a domain that is set
	domains (array of strings - optional) List of domains that belong to the organization




  
  example

  
  Example


WorkOS.Organizations.update_organization(organization="organization_12345", %{
  domains: ["workos.com"],
  name: "WorkOS"
})

  


        

      



  

    
WorkOS.Passwordless 
    



      
The Passwordless module provides convenience methods for working with
passwordless sessions including the WorkOS Magic Link. You'll need a valid
API key.
@see https://workos.com/docs/sso/configuring-magic-link

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          create_session(params, opts \\ [])

        


          Create a Passwordless Session.



      


      
        
          send_session(session_id, opts \\ [])

        


          Send a Passwordless Session via email.



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    create_session(params, opts \\ [])


      
       
       View Source
     


  


  

Create a Passwordless Session.

  
  parameters

  
  Parameters


	params (map)	email (string) The email of the user to authenticate.
	state (string) Optional parameter that the redirect URI
received from WorkOS will contain. The state parameter can be used to
encode arbitrary information to help restore application state between
redirects.
	type (string) The type of Passwordless Session to
create. Currently, the only supported value is 'MagicLink'.
	redirect_uri (string) The URI where users are directed
after completing the authentication step. Must match a
configured redirect URI on your WorkOS dashboard.




  
  example

  
  Example


WorkOS.Passwordless.create_session(%{
  email: "example@workos.com",
  redirect_uri: "https://workos.com/passwordless"
})

  



    

  
    
      
      Link to this function
    
    send_session(session_id, opts \\ [])


      
       
       View Source
     


  


  

Send a Passwordless Session via email.

  
  parameters

  
  Parameters


	session_id (string) The unique identifier of the
Passwordless Session to send an email for.


  
  example

  
  Example


WorkOS.Passwordless.send_session("passwordless_session_12345")

  


        

      



  

    
WorkOS.Portal 
    



      
The Portal module provides resource methods for working with the Admin
Portal product
@see https://workos.com/docs/admin-portal/guide
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      Functions
    


      
        
          generate_link(params, opts \\ [])

        


          Generate a link to grant access to an organization's Admin Portal
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      Link to this function
    
    generate_link(params, opts \\ [])


      
       
       View Source
     


  


  

Generate a link to grant access to an organization's Admin Portal

  
  parameters

  
  Parameters


	params (map)	intent (string) The access scope for the generated Admin Portal
link. Valid values are: ["sso", "dsync", "audit_logs", "log_streams"]
	organization (string) The ID of the organization the Admin
Portal link will be generated for.
	return_url (string) The URL that the end user will be redirected to upon
exiting the generated Admin Portal. If none is provided, the default
redirect link set in your WorkOS Dashboard will be used.
	success_url (string) he URL to which WorkOS will redirect users to upon
successfully setting up Single Sign On or Directory Sync.




  
  example

  
  Example


WorkOS.Portal.generate_link(%{
  intent: "sso",
  organization: "org_1234"
})

  


        

      



  

    
WorkOS.SSO 
    



      
The SSO module provides convenience methods for working with the WorkOS
SSO platform. You'll need a valid API key, a client ID, and to have
created an SSO connection on your WorkOS dashboard.
@see https://docs.workos.com/sso/overview
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          Summary
        


  
    
      Functions
    


      
        
          delete_connection(connection, opts \\ [])

        


          Delete a connection



      


      
        
          get_authorization_url(params, opts \\ [])

        


          Generate an Oauth2 authorization URL where your users will
authenticate using the configured SSO Identity Provider.



      


      
        
          get_connection(connection, opts \\ [])

        


          Get a connection



      


      
        
          get_profile(access_token, opts \\ [])

        


          Fetch the user profile details with an access token.



      


      
        
          get_profile_and_token(code, opts \\ [])

        


          Fetch the user profile details and access token for the authenticated SSO user using the code passed to your Redirect URI.



      


      
        
          list_connections(params \\ %{}, opts \\ [])

        


          List connections



      


  


      


      
        
          
            
            Anchor for this section
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      Link to this function
    
    delete_connection(connection, opts \\ [])


      
       
       View Source
     


  


  

Delete a connection

  
  parameters

  
  Parameters


	connection (string) the ID of the connection to delete


  
  example

  
  Example


WorkOS.SSO.delete_connection("conn_12345")

  



    

  
    
      
      Link to this function
    
    get_authorization_url(params, opts \\ [])


      
       
       View Source
     


  


  

Generate an Oauth2 authorization URL where your users will
authenticate using the configured SSO Identity Provider.

  
  parameters

  
  Parameters


	params (map)	domain (string) The domain for the relevant SSO Connection
configured on your WorkOS dashboard. One of provider, domain,
connection, or organization is required.
The domain is deprecated.
	provider (string) A provider name for an Identity Provider
configured on your WorkOS dashboard. Only 'GoogleOAuth' and
'MicrosoftOAuth' are supported.
	connection (string) Unique identifier for a WorkOS Connection
	organization (string) Unique identifier for a WorkOS Organization
	client_id (string) Client ID for a WorkOS Environment. This
value can be found in the WorkOS dashboard.
	redirect_uri (string) The URI where users are directed
after completing the authentication step. Must match a
configured redirect URI on your WorkOS dashboard.
	state (string) An aribtrary state object
that is preserved and available to the client in the response.
	domain_hint (string) Used to pre-fill domain field when
authenticating with MicrosoftOAuth
	login_hint (string) Used to prefill the username/email field
when authenticating with GoogleOAuth or OpenID Connect




  
  example

  
  Example


WorkOS.SSO.get_authorization_url(%{
  connection: "conn_123",
  client_id: "project_01DG5TGK363GRVXP3ZS40WNGEZ",
  redirect_uri: "https://workos.com/callback"
})

  



    

  
    
      
      Link to this function
    
    get_connection(connection, opts \\ [])


      
       
       View Source
     


  


  

Get a connection

  
  parameters

  
  Parameters


	connection (string) The ID of the connection to retrieve


  
  example

  
  Example


WorkOS.SSO.get_connection(connection="conn_123")

  



    

  
    
      
      Link to this function
    
    get_profile(access_token, opts \\ [])


      
       
       View Source
     


  


  

Fetch the user profile details with an access token.

  
  parameters

  
  Parameters


	access_token (string) An access token that can be exchanged for a user profile


  
  example

  
  Example


WorkOS.SSO.get_profile("12345")

  



    

  
    
      
      Link to this function
    
    get_profile_and_token(code, opts \\ [])


      
       
       View Source
     


  


  

Fetch the user profile details and access token for the authenticated SSO user using the code passed to your Redirect URI.

  
  parameters

  
  Parameters


	code (string) The authorization code provided in the callback URL


  
  example

  
  Example


WorkOS.SSO.get_profile_and_token("12345")

  



    

    

  
    
      
      Link to this function
    
    list_connections(params \\ %{}, opts \\ [])


      
       
       View Source
     


  


  

List connections

  
  parameters

  
  Parameters


	params (map)	connection_type (string - optional) Authentication service provider descriptor
	domain (string - optional) The domain of the connection to be retrieved
	organization_id (string - optional) The id of the organization of the connections to be retrieved
	limit (number - optional) Upper limit on the number of objects to return, between 1 and 100. The default value is 10
	before (string - optional) An object ID that defines your place in the list
	after (string - optional) An object ID that defines your place in the list
	order ("asc" or "desc" - optional) Supported values are "asc" and "desc" for ascending and descending order respectively




  
  example

  
  Example


WorkOS.SSO.list_connections()

  


        

      



  

    
WorkOS.Webhooks 
    



      
The Webhooks module provides convenience methods for working with WorkOS webhooks.
Creates a WorkOS Webhook Event from the webhook's payload if signature is valid.
See https://workos.com/docs/webhooks
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      Functions
    


      
        
          construct_event(payload, sigHeader, secret, tolerance \\ 180)

        


          Verify webhook payload and return an event.
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      Link to this function
    
    construct_event(payload, sigHeader, secret, tolerance \\ 180)


      
       
       View Source
     


  


  

      

          @spec construct_event(
  payload :: String.t(),
  sigHeader :: String.t(),
  secret :: String.t(),
  tolerance :: pos_integer()
) :: {:ok, payload :: map()} | {:error, message :: String.t()}


      


Verify webhook payload and return an event.
payload is the raw, unparsed content body sent by WorkOS, which can be
retrieved with Plug.Conn.read_body/2, Note that Plug.Parsers will read
and discard the body, so you must implement a custom body reader if the
plug is located earlier in the pipeline.
sigHeader is the value of workos-signature header, which can be fetched
with Plug.Conn.get_req_header/2, i.e. Plug.Conn.get_req_header(conn, "workos-signature").
secret is your webhook endpoint's secret from the WorkOS Dashboard.
tolerance is the allowed deviation in seconds from the current system time
to the timestamp found in signature. Defaults to 180 seconds (3 minutes).
WorkOS API reference:
https://workos.com/docs/webhooks/securing-your-webhook-endpoint/validating-events-are-from-workos

  
  example-plug-in-your-consuming-application-which-places-the-constructed

  
  Example plug in your consuming application which places the constructed


   event in the conn assigns
defmodule MyAppWeb.WorkOSWebhooksPlug do
  @behaviour Plug
  alias Plug.Conn
  def init(config), do: config
  # Match on any requests from workos, i.e. the Endpoint URL configured in
  # the WorkOS Dashboard, adjust @requestpath as appropriate
  @request_path "/webhooks/workos"
  def call(%{request_path: @request_path} = conn, ) do
signing_secret = Application.get_env(:workos, :webhook_signing_secret)
[worksos_signature] = Conn.get_req_header(conn, "workos-signature")

with {:ok, body, _} <- Conn.read_body(conn),
     {:ok, workos_event} <-
       WorkOS.Webhooks.construct_event(body, worksos_signature, signing_secret) do
  Conn.assign(conn, :workos_event, workos_event)
else
  {:error, error} ->
    conn
    |> Conn.send_resp(:bad_request, error.message)
    |> Conn.halt()
end
  end
  def call(conn, _), do: conn
end
As per the aforementioned note about Plug.Parsers the above plug would need to
precede these in Endpoint.ex ... i.e.
defmodule MyAppWeb.Endpoint do
  ...
  ...
  plug Plug.Telemetry, event_prefix: [:phoenix, :endpoint]
  plug MyAppWeb.WorkOSWebhooksPlug
  plug Plug.Parsers,
  parsers: [:urlencoded, :multipart, :json],
  pass: ["/"],
  json_decoder: Phoenix.json_library()
  ...
  ...

  


        

      



  

    
WorkOS.Webhooks.Event 
    



      
Module to represent a webhook event
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          new(payload)
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      Link to this function
    
    new(payload)


      
       
       View Source
     


  


  

      

          @spec new(payload :: String.t()) :: WorkOS.Webhooks.Event
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