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NervesHubUserAPI
[image: CircleCI]
[image: Hex version]
This is a library for interacting with a NervesHub website programmatically.
See NervesHubCLI for using it
with mix.
Devices do not use this library to connect to a NervesHub server. See
NervesHubLink for the reference client.
Installation
The package can be installed
by adding nerves_hub_user_api to your list of dependencies in mix.exs:
def deps do
  [
    {:nerves_hub_user_api, "~> 0.8.0"}
  ]
end
The docs can be found at HexDocs.
Environment variables
NervesHubUserAPI may be configured using environment variables to simplify
automation. Environment variables take precedence over configuration. The
following variables are available:
	NERVES_HUB_HOST - NervesHub API endpoint IP address or hostname (defaults to
api.nerves-hub.org)
	NERVES_HUB_PORT - NervesHub API endpoint port (defaults to 443)
	NERVES_LOG_DISABLE_PROGRESS_BAR - Set to disable the progress bar on file
transfers

Configuration
NervesHubUserAPI may also be configured in the config.exs. It supports the
following keys:
	host - NervesHub API endpoint address (defaults to api.nerves-hub.org)
	port - NervesHub API endpoint port (defaults to 443)
	ca_store - A module that exposes a single function ca_certs that returns
certs as a list of DER encoded binaries. (Defaults to NervesHubCAStore)




  

Changelog
0.8.0
	Breaking Changes	This release includes a change to how CA certificates are used in the connection
to NervesHub. If you are connecting to the publicly hosted https://nerves-hub.org,
then no changes are required.
If you are manually supplying :ca_certs config value to connect to another instance
of NervesHub, then you will need to update you config following the new instructions
for Configuration in the README



v0.7.1
	New features	Allow description when registering CA Certificate with
NervesHubUserAPI.CACertificate.create/4 (thanks @brianberlin !! :tada:)



v0.7.0
	Deprecations	NervesHubUserAPI.Device.cert_list/4 has been moved to
NervesHubUserAPI.DeviceCertificate.list/4
	NervesHubUserAPI.Device.cert_sign/5 has been moved to
NervesHubUserAPI.DeviceCertificate.sign/5


	New features	Added NervesHubUserAPI.DeviceCertificate.create/5 for import an existing
trusted certificate for a device.
	Added NervesHubUserAPI.DeviceCertificate.delete/5 for deleting certificates
from a device.


	Bug fixes	URI encode all parameters being used in the URL of the API requests.



v0.6.0
Backwards incompatible changes:
The NervesHubUserAPI.Device and NervesHubUserAPI.DeviceCertificate endpoints
have moved to include product as part of its path.
It used to be
/orgs/:org_name/devices*
They have moved to:
/orgs/:org_name/products/:product_name/devices*
v0.5.0
	New features	Added support managing user roles for organizations and products.	OrgUser add / update / remove / list
	ProductUser add / update / remove / list





v0.4.1
	New features	Support deleting devices via the API



v0.4.0
Backwards incompatible changes:
Renamed the project nerves_hub_user_api
Changed configuration settings from api_host and api_port back to host and
port. You will need to update these your settings and the application name
in yourconfig.exs file.
v0.3.0
Backwards incompatible changes:
For clarity, the application config settings host and port were renamed to
api_host and api_port. If you're using your own NervesHub instance, you will
need to update your config.exs.
v0.2.0
	Enhancements	Added NervesHubCore.Device.list/2



v0.1.0
Initial release
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      Link to this type
    
    role()


      
       
       View Source
     


  


  

      Specs

      

          role() :: :admin | :delete | :write | :read
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      Link to this type
    
    t()
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      Specs

      

          t() :: %NervesHubUserAPI.Auth{
  cert: X509.Certificate.t(),
  key: X509.PrivateKey.t()
}
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      Link to this function
    
    new(opts)


      
       
       View Source
     


  


  

      Specs

      

          new(keyword() | map()) :: t()
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CA certificates
Path: /orgs/:org_name/ca_certificates
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    create(org_name, cert_pem, auth, description \\ nil)

  


    Adds a new CA certificate to NervesHub. The certificate passed should be
pem encoded binary and not a path to the cert file.






  
    delete(org_name, serial, auth)

  


    Removes the CA certificate with the specified serial number from NervesHub.






  
    list(org_name, auth)

  


    List all ca certificates for an organization
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      Link to this function
    
    create(org_name, cert_pem, auth, description \\ nil)


      
       
       View Source
     


  


  

      Specs

      

          create(String.t(), String.t(), NervesHubUserAPI.Auth.t(), String.t() | nil) ::
  {:error, any()} | {:ok, any()}


      


Adds a new CA certificate to NervesHub. The certificate passed should be
pem encoded binary and not a path to the cert file.
Verb: POST
Path: /orgs/:org_name/ca_certificates

  



  
    
      
      Link to this function
    
    delete(org_name, serial, auth)


      
       
       View Source
     


  


  

      Specs

      

          delete(String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Removes the CA certificate with the specified serial number from NervesHub.
Verb: DELETE
Path: /orgs/:org_name/ca_certificates/:serial

  



  
    
      
      Link to this function
    
    list(org_name, auth)


      
       
       View Source
     


  


  

      Specs

      

          list(String.t(), NervesHubUserAPI.Auth.t()) :: {:error, any()} | {:ok, any()}


      


List all ca certificates for an organization
Verb: GET
Path: /orgs/:org_name/ca_certificates
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Manage NervesHub deployments
Path: /orgs/:org_name/products/:product_name/deployments
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    create(org_name, product_name, name, firmware_uuid, version, tags, auth)

  


    Create a new deployment.






  
    list(org_name, product_name, auth)

  


    List all deployments for a product.






  
    update(org_name, product_name, deployment_name, params, auth)

  


    Update an existing deployment.
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      Link to this function
    
    create(org_name, product_name, name, firmware_uuid, version, tags, auth)


      
       
       View Source
     


  


  

      Specs

      

          create(
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  [String.t()],
  NervesHubUserAPI.Auth.t()
) :: {:error, any()} | {:ok, any()}


      


Create a new deployment.
Verb: POST
Path: /orgs/:org_name/products/:product_name/deployments

  



  
    
      
      Link to this function
    
    list(org_name, product_name, auth)


      
       
       View Source
     


  


  

      Specs

      

          list(String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


List all deployments for a product.
Verb: GET
Path: /orgs/:org_name/products/:product_name/deployments

  



  
    
      
      Link to this function
    
    update(org_name, product_name, deployment_name, params, auth)


      
       
       View Source
     


  


  

      Specs

      

          update(String.t(), String.t(), String.t(), map(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Update an existing deployment.
Verb: PUT
Path: /orgs/:org_name/products/:product_name/deployments/:depolyment_name
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Manage NervesHub devices
Path: /orgs/:org_name/products/:product_name/devices
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    auth(org_name, product_name, cert_pem, auth)

  


    Check authentication status for device certificate.






  
    cert_list(org_name, product_name, device_identifier, auth)

      deprecated

  





  
    cert_sign(org_name, product_name, device_identifier, csr, auth)

      deprecated

  





  
    create(org_name, product_name, identifier, description, tags, auth)

  


    Create a new device.






  
    delete(org_name, product_name, device_identifier, auth)

  


    Delete an existing device.






  
    list(org_name, product_name, auth)

  


    List all devices.






  
    update(org_name, product_name, device_identifier, params, auth)

  


    Update an existing device.
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      Link to this function
    
    auth(org_name, product_name, cert_pem, auth)


      
       
       View Source
     


  


  

      Specs

      

          auth(String.t(), String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Check authentication status for device certificate.
Verb: POST
Path: /orgs/:org_name/products/:product_name/devices/auth

  



  
    
      
      Link to this function
    
    cert_list(org_name, product_name, device_identifier, auth)
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      This function is deprecated. use NervesHubUserAPI.DeviceCertificate.list/4 instead.
    


  


  



  
    
      
      Link to this function
    
    cert_sign(org_name, product_name, device_identifier, csr, auth)


      
       
       View Source
     


  


    
      This function is deprecated. use NervesHubUserAPI.DeviceCertificate.sign/5 instead.
    


  


  



  
    
      
      Link to this function
    
    create(org_name, product_name, identifier, description, tags, auth)


      
       
       View Source
     


  


  

      Specs

      

          create(
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  [String.t()],
  NervesHubUserAPI.Auth.t()
) :: {:error, any()} | {:ok, any()}


      


Create a new device.
Verb: POST
Path: /orgs/:org_name/products/:product_name/devices

  



  
    
      
      Link to this function
    
    delete(org_name, product_name, device_identifier, auth)


      
       
       View Source
     


  


  

      Specs

      

          delete(String.t(), String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Delete an existing device.
Verb: DELETE
Path: /orgs/:org_name/products/:product_name/devices/:device_identifer

  



  
    
      
      Link to this function
    
    list(org_name, product_name, auth)


      
       
       View Source
     


  


  

      Specs

      

          list(String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


List all devices.
Verb: GET
Path: /orgs/:org_name/products/:product_name/devices

  



  
    
      
      Link to this function
    
    update(org_name, product_name, device_identifier, params, auth)


      
       
       View Source
     


  


  

      Specs

      

          update(String.t(), String.t(), String.t(), map(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Update an existing device.
Verb: PUT
Path: /orgs/:org_name/products/:product_name/devices/:device_identifier
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Manage NervesHub device certificates
Path: /orgs/:org_name/products/:product_name/devices/:device_identifier/certificates
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    create(org_name, product_name, device_identifier, pem, auth)

  


    Upload a trusted certificate for a device.






  
    delete(org_name, product_name, device_identifier, serial, auth)

  


    Removes the Device certificate with the specified serial number from NervesHub.






  
    list(org_name, product_name, device_identifier, auth)

  


    List certificates for a device.






  
    path(org_name, product_name, device_identifier, serial)

  





  
    sign(org_name, product_name, device_identifier, csr, auth)

  


    Sign a new certificate signing request for a device.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    create(org_name, product_name, device_identifier, pem, auth)


      
       
       View Source
     


  


  

      Specs

      

          create(
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  NervesHubUserAPI.Auth.t()
) :: {:error, any()} | {:ok, any()}


      


Upload a trusted certificate for a device.
Verb: POST
Path: /orgs/:org_name/products/:product_name/devices/:device_identifier/certificates

  



  
    
      
      Link to this function
    
    delete(org_name, product_name, device_identifier, serial, auth)


      
       
       View Source
     


  


  

      Specs

      

          delete(
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  NervesHubUserAPI.Auth.t()
) :: {:error, any()} | {:ok, any()}


      


Removes the Device certificate with the specified serial number from NervesHub.
Verb: DELETE
Path: /orgs/:org_name/products/:product_name/devices/:device_identifier/certificates/:serial

  



  
    
      
      Link to this function
    
    list(org_name, product_name, device_identifier, auth)


      
       
       View Source
     


  


  

      Specs

      

          list(String.t(), String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


List certificates for a device.
Verb: GET
Path: /orgs/:org_name/products/:product_name/devices/:device_identifier/certificates

  



  
    
      
      Link to this function
    
    path(org_name, product_name, device_identifier, serial)


      
       
       View Source
     


  


  

      Specs

      

          path(String.t(), String.t(), String.t(), String.t()) :: String.t()


      



  



  
    
      
      Link to this function
    
    sign(org_name, product_name, device_identifier, csr, auth)


      
       
       View Source
     


  


  

      Specs

      

          sign(String.t(), String.t(), String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Sign a new certificate signing request for a device.
Verb: POST
Path: /orgs/:org_name/products/:product_name/devices/:device_identifier/certificates/sign
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Manage Firmware on NervesHub
Path: /orgs/:org_name/products/:product_name/firmwares
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    create(org_name, product_name, tar, ttl \\ nil, auth)

  


    Add signed firmware NervesHub.






  
    delete(org_name, product_name, uuid, auth)

  


    Delete existing firmware by uuid.






  
    list(org_name, product_name, auth)

  


    List firmware for a product.
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      Link to this function
    
    create(org_name, product_name, tar, ttl \\ nil, auth)


      
       
       View Source
     


  


  

      Specs

      

          create(
  String.t(),
  String.t(),
  String.t(),
  non_neg_integer() | nil,
  NervesHubUserAPI.Auth.t()
) :: {:error, any()} | {:ok, any()}


      


Add signed firmware NervesHub.
Verb: POST
Path: /orgs/:org_name/products/:product_name/firmwares

  



  
    
      
      Link to this function
    
    delete(org_name, product_name, uuid, auth)


      
       
       View Source
     


  


  

      Specs

      

          delete(String.t(), String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Delete existing firmware by uuid.
Verb: DELETE
Path: /orgs/:org_name/products/:product_name/firmwares/:uuid

  



  
    
      
      Link to this function
    
    list(org_name, product_name, auth)


      
       
       View Source
     


  


  

      Specs

      

          list(String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


List firmware for a product.
Verb: GET
Path: /orgs/:org_name/products/:product_name/firmwares

  


        

      



  

    
NervesHubUserAPI.Key
    



      
Manages firmware signing keys
Path: /orgs/:org_name/keys
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    create(org_name, key_name, key, auth)

  


    Add a public firmware signing key.






  
    delete(org_name, key_name, auth)

  


    Delete a firmware signing key.






  
    list(org_name, auth)

  


    List all keys for an org.
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      Link to this function
    
    create(org_name, key_name, key, auth)


      
       
       View Source
     


  


  

      Specs

      

          create(String.t(), String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Add a public firmware signing key.
Verb: POST
Path: /orgs/:org_name/keys

  



  
    
      
      Link to this function
    
    delete(org_name, key_name, auth)


      
       
       View Source
     


  


  

      Specs

      

          delete(String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Delete a firmware signing key.
Verb: DELETE
Path: /orgs/:org_name/keys/:key_name

  



  
    
      
      Link to this function
    
    list(org_name, auth)


      
       
       View Source
     


  


  

      Specs

      

          list(String.t(), NervesHubUserAPI.Auth.t()) :: {:error, any()} | {:ok, any()}


      


List all keys for an org.
Verb: GET
Path: /orgs/:org_name/keys
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Manage OrgUsers on NervesHub
Path: /orgs/:org_name/users
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    role()

  





  


  
    
      Functions
    


  
    add(org_name, username, role, auth)

  


    Add a user to the org with a role.






  
    list(org_name, auth)

  


    List all users for an org.






  
    path(org)

  





  
    remove(org_name, username, auth)

  


    Remove a user from the org.






  
    update(org_name, username, role, auth)

  


    Update an existing org user's role.
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      Link to this type
    
    role()


      
       
       View Source
     


  


  

      Specs

      

          role() :: :admin | :delete | :write | :read


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    add(org_name, username, role, auth)


      
       
       View Source
     


  


  

      Specs

      

          add(String.t(), String.t(), NervesHubUserAPI.role(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Add a user to the org with a role.
Verb: POST
Path: /orgs/:org_name/users

  



  
    
      
      Link to this function
    
    list(org_name, auth)


      
       
       View Source
     


  


  

      Specs

      

          list(String.t(), NervesHubUserAPI.Auth.t()) :: {:error, any()} | {:ok, any()}


      


List all users for an org.
Verb: GET
Path: /orgs/:org_name/users

  



  
    
      
      Link to this function
    
    path(org)


      
       
       View Source
     


  


  

      Specs

      

          path(String.t()) :: String.t()


      



  



  
    
      
      Link to this function
    
    remove(org_name, username, auth)


      
       
       View Source
     


  


  

      Specs

      

          remove(String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Remove a user from the org.
Verb: DELETE
Path: /orgs/:org_name/users/:username

  



  
    
      
      Link to this function
    
    update(org_name, username, role, auth)


      
       
       View Source
     


  


  

      Specs

      

          update(
  String.t(),
  String.t(),
  NervesHubUserAPI.role(),
  NervesHubUserAPI.Auth.t()
) :: {:error, any()} | {:ok, any()}


      


Update an existing org user's role.
Verb: PUT
Path: /orgs/:org_name/users/:username
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Manage products on NervesHub
Path: /orgs/:org_name/products
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    create(org_name, product_name, auth)

  


    Create a new product.






  
    delete(org_name, product_name, auth)

  


    Delete an existing product.






  
    list(org_name, auth)

  


    List all products for an org.






  
    update(org_name, product_name, params, auth)

  


    Update parameters of an existing product.
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      Link to this function
    
    create(org_name, product_name, auth)


      
       
       View Source
     


  


  

      Specs

      

          create(String.t(), any(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Create a new product.
Verb: POST
Path: /orgs/:org_name/products

  



  
    
      
      Link to this function
    
    delete(org_name, product_name, auth)


      
       
       View Source
     


  


  

      Specs

      

          delete(String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Delete an existing product.
Verb: DELETE
Path: /orgs/:org_name/products/:product_name

  



  
    
      
      Link to this function
    
    list(org_name, auth)


      
       
       View Source
     


  


  

      Specs

      

          list(String.t(), NervesHubUserAPI.Auth.t()) :: {:error, any()} | {:ok, any()}


      


List all products for an org.
Verb: GET
Path: /orgs/:org_name/products

  



  
    
      
      Link to this function
    
    update(org_name, product_name, params, auth)


      
       
       View Source
     


  


  

      Specs

      

          update(String.t(), String.t(), map(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Update parameters of an existing product.
Verb: PUT
Path: /orgs/:org_name/products/:product_name

  


        

      



  

    
NervesHubUserAPI.ProductUser
    



      
Manage ProductUsers on NervesHub
Path: /orgs/:org_name/products/:product_name/users
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      Functions
    


  
    add(org_name, username, role, auth)

  





  
    add(org_name, product_name, username, role, auth)

  


    Add a user to the org with a role.






  
    list(org_name, product_name, auth)

  


    List all users for a product.






  
    path(org, product)

  





  
    remove(org_name, product_name, username, auth)

  


    Remove a user from the product.






  
    update(org_name, product_name, username, role, auth)

  


    Update an existing org user's role.
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      Link to this function
    
    add(org_name, username, role, auth)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    add(org_name, product_name, username, role, auth)


      
       
       View Source
     


  


  

      Specs

      

          add(
  String.t(),
  String.t(),
  String.t(),
  NervesHubUserAPI.role(),
  NervesHubUserAPI.Auth.t()
) :: {:error, any()} | {:ok, any()}


      


Add a user to the org with a role.
Verb: POST
Path: /orgs/:org_name/product/:product_name/users

  



  
    
      
      Link to this function
    
    list(org_name, product_name, auth)


      
       
       View Source
     


  


  

      Specs

      

          list(String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


List all users for a product.
Verb: GET
Path: /orgs/:org_name/product/:product_name/users

  



  
    
      
      Link to this function
    
    path(org, product)


      
       
       View Source
     


  


  

      Specs

      

          path(String.t(), String.t()) :: String.t()


      



  



  
    
      
      Link to this function
    
    remove(org_name, product_name, username, auth)


      
       
       View Source
     


  


  

      Specs

      

          remove(String.t(), String.t(), String.t(), NervesHubUserAPI.Auth.t()) ::
  {:error, any()} | {:ok, any()}


      


Remove a user from the product.
Verb: DELETE
Path: /orgs/:org_name/product/:product_name/users/:username

  



  
    
      
      Link to this function
    
    update(org_name, product_name, username, role, auth)


      
       
       View Source
     


  


  

      Specs

      

          update(
  String.t(),
  String.t(),
  String.t(),
  NervesHubUserAPI.role(),
  NervesHubUserAPI.Auth.t()
) :: {:error, any()} | {:ok, any()}


      


Update an existing org user's role.
Verb: PUT
Path: /orgs/:org_name/product/:product_name/users/:username

  


        

      



  

    
NervesHubUserAPI.User
    



      
Manage NervesHub users
Path: /users

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    auth(email, password)

  


    Validate authentication of an existing user.






  
    me(auth)

  


    Returns information about the user.






  
    register(username, email, password)

  


    Register a new user.






  
    sign(email, password, csr, description)

  


    Sign a user certificate for an existing user.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    auth(email, password)


      
       
       View Source
     


  


  

      Specs

      

          auth(String.t(), String.t()) :: {:error, any()} | {:ok, any()}


      


Validate authentication of an existing user.
Verb: POST
Path: /users/auth

  



  
    
      
      Link to this function
    
    me(auth)


      
       
       View Source
     


  


  

      Specs

      

          me(NervesHubUserAPI.Auth.t()) :: {:error, any()} | {:ok, any()}


      


Returns information about the user.
Verb: GET
Path: /users/me

  



  
    
      
      Link to this function
    
    register(username, email, password)


      
       
       View Source
     


  


  

      Specs

      

          register(String.t(), String.t(), String.t()) :: {:error, any()} | {:ok, any()}


      


Register a new user.
Verb: POST
Path: /users/register

  



  
    
      
      Link to this function
    
    sign(email, password, csr, description)


      
       
       View Source
     


  


  

      Specs

      

          sign(String.t(), String.t(), String.t(), String.t()) ::
  {:error, any()} | {:ok, any()}


      


Sign a user certificate for an existing user.
Verb: POST
Path: /users/sign
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