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An Elixir library for LTI 1.3 Platforms and Tools.
This library implements the Learning Tools Interoperability (LTI) 1.3 Specification for Tool and Platform integrations in Elixir. You can use this library to develop an LTI 1.3 Tool or Platform (or both). The data persistence layer is "pluggable" and can be configured according to the Data Providers section below.
Installation
The package can be installed by adding lti_1p3 to your list of dependencies in mix.exs:
def deps do
  [
    {:lti_1p3, "~> 0.4.5"}
  ]
end
Documentation can be found at https://hexdocs.pm/lti_1p3.
Getting Started
Config
Add the following to config/config.exs:
use Mix.Config

# ... existing config

config :lti_1p3,
  provider: Lti_1p3.DataProviders.MemoryProvider

# ... import_config

The provider configured here is the default in-memory persistence provider which means any registrations or deployments created will be lost when your app is stopped or restarted. To persist data across restarts you will need to specify a durable provider such as the EctoProvider or implement a custom data provider using the DataProvider behavior. Refer to the Data Providers section below for more details.
Jwk
Whether you are planning on implementing a tool or a platform, you must create and expose a public Jwk regardless. This Jwk should be available from an endpoint to be used by the other party for verification of tokens which were signed using the private key counterpart. Note that both tool and platform will have their own separate and distinct Jwks, however if your app happens to be both a tool and platform you can simply reuse the same Jwk for both. NEVER expose or share the private key which is generated by this function. The security of the LTI handshake depends on it's secrecy.
# Create an active Jwk. Typically this is done once at startup, in a database seed script
# or when keys are rotated by the tool. This will be reused across registration creations
%{private_key: private_key} = Lti_1p3.KeyGenerator.generate_key_pair()
{:ok, jwk} = Lti_1p3.create_jwk(%Lti_1p3.Jwk{
  pem: private_key,
  typ: "JWT",
  alg: "RS256",
  kid: "some-unique-kid",
  active: true,
})
Create an endpoint to expose all public Jwks. For example, using a Phoenix controller:
defmodule MyAppWeb.LtiController do
  use MyAppWeb, :controller

  ...

  def jwks(conn, _params) do
    keys = Lti_1p3.get_all_public_keys()

    conn
    |> json(keys)
  end

  ...

end
If you are using Phoenix, don't forget to add the endpoint to your router.ex:
    get "/.well-known/jwks.json", LtiController, :jwks
These keys can be considered site-wide metadata and as such can reside in the .well-known path per RFC 5785.
LTI 1.3 Tool Example
If you are unfamiliar with LTI 1.3, please refer to the the LTI 1.3 Launch Overview.
Before a launch can be performed, a platform must be registered with your tool by creating a Jwk, Registration and Deployment. A Registration represents the details provided by a platform administrator. For the simplest case, if your tool only needs to integrate with a single platform this can be hard coded in at startup or in a simple database seed script. For the more common case, if your tool needs to support multiple runtime-configurable platform integrations, this registration process will most likely be implemented in something more akin to a web form, such as using a Phoenix controller.
# this jwk is the same jwk we generated in the section above
{:ok, jwk} = Lti_1p3.get_active_jwk()

# Create a Registration, Details are typically provided by the platform administrator for this registration.
{:ok, registration} = Lti_1p3.Tool.create_registration(%Lti_1p3.Tool.Registration{
  issuer: "https://platform.example.edu",
  client_id: "1000000000001",
  key_set_url: "https://platform.example.edu/.well-known/jwks.json",
  auth_token_url: "https://platform.example.edu/access_tokens",
  auth_login_url: "https://platform.example.edu/authorize_redirect",
  auth_server: "https://platform.example.edu/oauth2/aud/token",
  tool_jwk_id: jwk.id,
})

# Create a Deployment. Essentially this a unique identifier for a specific registration launch point,
# for which there can be many for a single registration. This will also typically be provided by a
# platform administrator.
{:ok, _deployment} = Lti_1p3.Tool.create_deployment(%Lti_1p3.Tool.Deployment{
  deployment_id: "some-deployment-id",
  registration_id: registration.id,
})
Your tool implementation will need to have 2 tool-specific endpoints for handling LTI requests. The first will be a login endpoint, which will issue a login request back to the platform. The second will be a launch endpoint, which will validate the lti launch details and if successful, display the resource. The details of both of these steps is outlined in the LTI 1.3 Launch Overview. You will need to provide both of these endpoint urls to the platform as part of their registration process for your tool.
The first endpoint, login, uses the Lti_1p3.Tool.OidcLogin module to validate the request and return a state key and redirect_uri. For example:
defmodule MyAppWeb.LtiController do
  use MyAppWeb, :controller

  def login(conn, params) do
    case Lti_1p3.OidcLogin.oidc_login_redirect_url(params) do
      {:ok, state, redirect_url} ->
        conn
        |> put_session("state", state)
        |> redirect(external: redirect_url)

      {:error, %{reason: :invalid_registration, msg: _msg, issuer: issuer, client_id: client_id}} ->
        handle_invalid_registration(conn, issuer, client_id)

      {:error, %{reason: _reason, msg: msg}} ->
        render(conn, "lti_error.html", msg: msg)
    end
  end

  ...

end
Notice how the returned state is stored in the session so that it can be used later in the launch request. The user is then redirected to the returned redirect_url. In the case where an error is returned, a map with the reason code, error message, and any additional data associated with the specific error is returned and can be handled accordingly.
The second endpoint, launch, uses the Lti_1p3.Tool.LaunchValidation module to validate the launch and extract the lti claims. For example:
defmodule MyAppWeb.LtiController do
  use MyAppWeb, :controller

  ...

  def launch(conn, params) do
    session_state = Plug.Conn.get_session(conn, "state")
    case Lti_1p3.Tool.LaunchValidation.validate(params, session_state) do
      {:ok, claims} ->
        handle_valid_lti_1p3_launch(conn, claims)

      {:error, %{reason: :invalid_registration, msg: _msg, issuer: issuer, client_id: client_id}} ->
        handle_invalid_registration(conn, issuer, client_id)

      {:error, %{reason: :invalid_deployment, msg: _msg, registration_id: registration_id, deployment_id: deployment_id}} ->
        handle_invalid_deployment(conn, registration_id, deployment_id)

      {:error, %{reason: _reason, msg: msg}} ->
        render(conn, "lti_error.html", reason: msg)
    end
  end

  ...

end
If successful, validate returns the LTI claims from the request.
If you are using Phoenix, don't forget to add these endpoints to your router.ex. The LTI 1.3 specification says the login request can be sent as either a GET or POST, so we must support both methods.
    post "/login", LtiController, :login
    get "/login", LtiController, :login
    post "/launch", LtiController, :launch
Additional Note:
As modern browsers continue to limit the ability of iFrames to set cookies from within a page from another domain (which is typically how an LTI resource is displayed on a platform by default) it becomes more unreliable to use cookie-based session storage for things like state and lti_1p3_sub key. If you run into issues related to session data not being stored consistently across requests, please verify that the cookie is actually being set in the browser and also try initiating the launch into a new tab instead of in an iframe.

LTI 1.3 Platform Example
If you are unfamiliar with LTI 1.3, please refer to the the LTI 1.3 Launch Overview.
Before your platform can initiate a launch request, you must first create a Platform Instance with the details provided by the tool publisher or developer. A platform instance represents an integration with a specific tool and can be created using the Lti_1p3.Platform module. Typically a platform will provide some sort of web form to create these for every tool the platform will launch into.
{:ok, platform_instance} = Lti_1p3.Platform.create_platform_instance(%PlatformInstance{
  name: "Some Example Tool",
  target_link_uri: "https://tool.example.edu/launch",
  client_id: "1000000000001",
  login_url: "https://tool.example.edu/login",
  keyset_url: "https://tool.example.edu/.well-known/jwks.json",
  redirect_uris: "https://tool.example.edu/launch",
})
The choice of client_id here is somewhat arbitrary and can simply be an incrementing integer or guid-based. The only constraint is that it must be unique. This client_id will be provided to the tool as part of it's configuration details.
Your platform implementation will need to have an authorize_redirect endpoint for handling platform-specific LTI requests which will verify the current user logged in is the same user who initiated the request using the login_hint and then use the Lti_1p3.AuthorizationRedirect module to authorize the LTI details by verifying the LTI details provided by the tool and if successful, render a form that will post the final LTI request and params to the tool. For example:
defmodule MyAppWeb.LtiController do
  use MyAppWeb, :controller

  ...

  def authorize_redirect(conn, params) do
    issuer = "https://platform.example.edu"
    deployment_id = "some-deployment-id"

    # current user can be any map or struct that has an id: %{id: user_id}
    current_user = conn.assigns[:current_user]

    case Lti_1p3.AuthorizationRedirect.authorize_redirect(params, current_user, issuer, deployment_id) do
      {:ok, redirect_uri, state, id_token} ->
        conn
        |> render("post_redirect.html", redirect_uri: redirect_uri, state: state, id_token: id_token)

      {:error, %{reason: _reason, msg: msg}} ->
          render(conn, "lti_error.html", reason: msg)
    end
  end
end
Example of post_redirect.html, a self-submitting POST form with state and id_token containing the final LTI params:
<!DOCTYPE html>
<html lang="en">
  <head>
    <title>You are being redirected...</title>
  </head>
  <body>
    <div>You are being redirected...</div>
    <form name="post_redirect" action="<%= @redirect_uri %>" method="post">
      <input type="hidden" name="state" value="<%= @state %>" />
      <input type="hidden" name="id_token" value="<%= @id_token %>" />

      <noscript>
        <input type="submit" value="Click here to continue" />
      </noscript>
    </form>

    <script type="text/javascript">
      window.onload = function () {
        document.getElementsByName("post_redirect")[0].style.display = "none";
        document.forms["post_redirect"].submit();
      };
    </script>
  </body>
</html>
Data Providers
Data providers are implementations of the DataProvider behavior which provide data persistance for the library. In most cases, the non-durable MemoryProvider or persistent EctoProvider will be sufficient.
Existing Data Providers
	Name	Module	Description
	Memory Provider (Default)	Lti_1p3.DataProviders.MemoryProvider	An Elixir agent-based, non-durable in-memory store
	Ecto Provider	Lti_1p3.DataProviders.EctoProvider	An Ecto-based, persistent store (External Dependency: https://github.com/Simon-Initiative/lti_1p3_ecto_provider)

To use a specific data provider, simply install the provider dependency and set the module you would like to use as your provider in config.config.ex.
use Mix.Config

# ... existing config

config :lti_1p3,
  provider: Lti_1p3.DataProviders.EctoProvider

# ... import_config
Custom Data Provider
Depending on your persistence setup, you may want to implement your own custom data provider using the DataProvider behavior which can also be set in config/config.ex.
use Mix.Config

# ... existing config

config :lti_1p3,
  provider: MyApp.DataProviders.CustomProvider

# ... import_config
Full LTI 1.3 Implementation Example
This library was built for the purposes of supporting the Open Learning Initiative's next generation learning platform, Torus. For a complete implementation of all the concepts discussed here and usage of this library, take a look at the open source repository on Github, specifically lti_controller.ex.
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LTI 1.3 Launch Overview (Platform & Tool)
This is a summary of the LTI 1.3 handshake outlined in the IMS Security Framework 1.0 Specification (5.1 Platform-Originating Messages) geared toward elixir developers who wish to implement LTI 1.3 in their apps. This page assumes that both the tool and platform have been registered with each other.
Remember that registering requires a tool and platform to store important details about each other, such as:
Example tool details registered with the platform:
client_id: "1000000000001"
keyset_url: "https://tool.example.edu/.well-known/jwks.json"
oidc_login_url: "https://tool.example.edu/login"
redirect_uris: "https://tool.example.edu/launch"
target_link_ui: "https://tool.example.edu/launch"
Example platform details registered with the tool:
issuer: "https://platform.example.edu"
client_id: "1000000000001"
key_set_url: "https://platform.example.edu/.well-known/jwks.json"
auth_token_url: "https://platform.example.edu/access_tokens"
auth_login_url: "https://platform.example.edu/authorize_redirect"
This registration process happens out-of-band before the LTI launch itself can be performed. Typically this information is exchanged between two parties through some external form of communication (e.g. email) or automatic registration and approval process.
LTI 1.3 Process
[image: LTI 1.3 Launch Flow]
Step 1: Third-party Initiated Login
https://www.imsglobal.org/spec/security/v1p0/#step-1-third-party-initiated-login
An LTI launch begins with a form submission (GET or POST) from a platform webpage. The platform crafts the form using the pre-registered tool configuration and platform details. The form can either target the current window by default or an iframe embedded in the page. For example, this form will target the iframe below it:
controller.ex
launch_params = %{
  # client_id must match the value registered with the tool 
  client_id: "1000000000001",

  # issuer value associated with the plaform
  iss: "https://platform.example.edu",

  # tool OIDC login path, the destination this request will be sent to
  oidc_login_url: "https://tool.example.edu/login",

  # the location of the requested LTI resource
  target_link_uri: "https://tool.example.edu/launch",

  # unique token used later by the platform to associate the request with this user session
  login_hint: "ac5cdc6e-1dd2-97f2-e2c8-0d4236e9b092",
}

render(conn, "lti_launch.html", launch_params: launch_params)
lti_launch.html.eex
<form action="<%= @launch_params.oidc_login_url %>" method="post" target="tool_content">
    <input type="hidden" name="iss" id="iss" value="<%= @launch_params.iss %>">
    <input type="hidden" name="login_hint" id="login_hint" value="<%= @launch_params.login_hint %>">
    <input type="hidden" name="client_id" id="client_id" value="<%= @launch_params.client_id %>">
    <input type="hidden" name="target_link_uri" id="target_link_uri" value="<%= @launch_params.target_link_uri %>">

    <button type="submit">
        Launch LTI 1.3 Tool
    </button>
</form>

<iframe src="about:blank" name="tool_content" title="Tool Content"></iframe>
When a user clicks the "Launch LTI 1.3 Tool" button the form request will be sent to the tool's OIDC login endpoint and the LTI 1.3 handshake will begin.
Step 2: Authentication Request
https://www.imsglobal.org/spec/security/v1p0/#step-2-authentication-request
When the request is recieved, the tool will validate the issuer and client_id match the registered platform, validate the login_hint param is present and issue a redirect to the platform's OIDC (OpenID Connect) endpoint to authenticate the user.
If validation is successful, the tool will craft the OIDC request with the following parameters:
%{
  # OIDC and LTI 1.3 required params
  "scope" => "openid",
  "response_type" => "id_token",
  "response_mode" => "form_post",
  "prompt" => "none",

  # client_id that was given by POST params, also associated with the platform registration
  "client_id" => "some-client-id",

  # the tool url to redirect back to after successful login
  "redirect_uri" => "some-redirect_uri",

  # unique token associated with this request and used later to prevent CSRF
  "state" => "some-unique-token",

  # unique identifier cached by the platform to prevent replay attacks
  "nonce" => "some-unique-nonce",

  # opaque string used by the platform to validate the user session associated with the request
  "login_hint" => "some-login-hint",
}
For example, the final request using GET to the platform will look something like:
GET /authorize_redirect?scope=openid&response_type=id_token&... etc.
Step 3: Authentication Response
https://www.imsglobal.org/spec/security/v1p0/#step-3-authentication-response
The platform will recieve the authorize_redirect request from the tool and it will validate the required OIDC params are present, validate the login_hint is associated with the current user session, validate the client_id is associated with a registered tool, validate the redirect_url matches one of the registered urls, and finally validate the nonce has not been used before. If valid, the platform will issue one final POST request to the tool's specified redirect_uri with the recieved state token and an id_token JWT containing the LTI 1.3 claims such as user details, context info, and any other LTI specific or custom claims that may be supported by the platform.
Here is an example of the LTI params within the id_token JWT. Full example resource link request.
%{
  # security claims
  "iss" => "https://platform.example.edu",
  "sub" => "a6d5c443-1f51-4783-ba1a-7686ffe3b54a",
  "aud" => ["962fa4d8-bcbf-49a0-94b2-2de05ad274af"],
  "exp" => 1510185728,
  "iat" => 1510185228,
  "azp" => "962fa4d8-bcbf-49a0-94b2-2de05ad274af",
  "nonce" => "fc5fdc6d-5dd6-47f4-b2c9-5d1216e9b771",

  # user details claims
  "name" => "Ms Jane Marie Doe",
  "given_name" => "Jane",
  "family_name" => "Doe",
  "middle_name" => "Marie",
  "picture" => "https://platform.example.edu/jane.jpg",
  "email" => "jane@platform.example.edu",
  "locale" => "en-US",

  # LTI claims
  "https://purl.imsglobal.org/spec/lti/claim/deployment_id":
    "07940580-b309-415e-a37c-914d387c1150",
  "https://purl.imsglobal.org/spec/lti/claim/message_type" => "LtiResourceLinkRequest",
  "https://purl.imsglobal.org/spec/lti/claim/version" => "1.3.0",
  "https://purl.imsglobal.org/spec/lti/claim/roles" => [
    "http://purl.imsglobal.org/vocab/lis/v2/institution/person#Student",
    "http://purl.imsglobal.org/vocab/lis/v2/membership#Learner",
    "http://purl.imsglobal.org/vocab/lis/v2/membership#Mentor"
  ],
  "https://purl.imsglobal.org/spec/lti/claim/role_scope_mentor" => [
    "fad5fb29-a91c-770-3c110-1e687120efd9",
    "5d7373de-c76c-e2b-01214-69e487e2bd33",
    "d779cfd4-bc7b-019-9bf1a-04bf1915d4d0"
  ],
  "https://purl.imsglobal.org/spec/lti/claim/context" => {
      "id" => "c1d887f0-a1a3-4bca-ae25-c375edcc131a",
      "label" => "ECON 1010",
      "title" => "Economics as a Social Science",
      "type" => ["http://purl.imsglobal.org/vocab/lis/v2/course#CourseOffering"]
  },
  "https://purl.imsglobal.org/spec/lti/claim/resource_link" => {
      "id" => "200d101f-2c14-434a-a0f3-57c2a42369fd",
      "description" => "Assignment to introduce who you are",
      "title" => "Introduction Assignment"
  },
  "https://purl.imsglobal.org/spec/lti/claim/tool_platform" => {
      "guid" => "ex/48bbb541-ce55-456e-8b7d-ebc59a38d435",
      "contact_email" => "support@platform.example.edu",
      "description" => "An Example Tool Platform",
      "name" => "Example Tool Platform",
      "url" => "https://platform.example.edu",
      "product_family_code" => "ExamplePlatformVendor-Product",
      "version" => "1.0"
  },
  "https://purl.imsglobal.org/spec/lti/claim/target_link_uri":
      "https://tool.example.com/lti/48320/ruix8782rs",
  "https://purl.imsglobal.org/spec/lti/claim/launch_presentation" => {
      "document_target" => "iframe",
      "height" => 320,
      "width" => 240,
      "return_url" => "https://platform.example.edu/terms/201601/courses/7/sections/1/resources/2"
  },
  "https://purl.imsglobal.org/spec/lti/claim/lis" => {
      "person_sourcedid" => "example.edu:71ee7e42-f6d2-414a-80db-b69ac2defd4",
      "course_offering_sourcedid" => "example.edu:SI182-F16",
      "course_section_sourcedid" => "example.edu:SI182-001-F16"
  },

  # additional custom claims
  "https://purl.imsglobal.org/spec/lti/claim/custom" => {
    "xstart" => "2017-04-21T01:00:00Z",
    "request_url" => "https://tool.com/link/123"
  },

  # additional extensions claims
  "http://www.ExamplePlatformVendor.com/session" => {
      "id" => "89023sj890dju080"
  }
}
These params are encoded and signed as a JWT using RSA256 and the platform's private JWK, which can later be verfied by the tool using the platforms publicly accessible JWK.
This redirect POST can be accomplished by rendering an html form and (if enabled) using javascript to submit on the user's behalf.
<!doctype html>
<html lang="en">
    <head>
        <title>You are being redirected...</title>
    </head>
    <body>
      <div>
          You are being redirected...
      </div>
        <form name="post_redirect" action="<%= @redirect_uri %>" method="post">
            <input type="hidden" name="state" value="<%= @state %>">
            <input type="hidden" name="id_token" value="<%= @id_token %>">

            <noscript>
              <input type="submit" value="Click here to continue">
            </noscript>
        </form>

        <script type="text/javascript">
          window.onload=function(){
            document.getElementsByName('post_redirect')[0].style.display = 'none';
            document.forms["post_redirect"].submit();
          }
        </script>
    </body>
</html>
Step 4: Resource is displayed
https://www.imsglobal.org/spec/security/v1p0/#step-4-resource-is-displayed
Finally, if all validations have passed and the launch was successful, the LTI 1.3 resource will be displayed in the user's browser.
References and Useful Links
	Learning Tools Interoperability Core Specification - http://www.imsglobal.org/spec/lti/v1p3/
	IMS Security Framework - https://www.imsglobal.org/spec/security/v1p0
	Canvas Platform Implementaion (authentication_controller.rb) - https://github.com/instructure/canvas-lms/blob/master/app/controllers/lti/ims/authentication_controller.rb
	IMS PHP Tool Library https://github.com/IMSGlobal/lti-1-3-php-library
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If not found, it'll fall back to the given default value which is nil if not specified.



      


      
        
          http_client!()

        


          Retrieves the http_client module from the config, or raises an exception.



      


      
        
          provider!()

        


          Retrieves the provider module from the config, or raises an exception.



      


      
        
          user!()

        


          Retrieves the user schema module from the config, or raises an exception.



      


  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    config()



  


  

      

          @type config() :: Keyword.t()


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    default_config()



  


  

      

          @spec default_config() :: config()


      


Gets the default configurations lti_1p3

  



  
    
      
      Link to this function
    
    env_config()



  


  

      

          @spec env_config() :: config()


      


Gets the environment configuration for key :lti_1p3 in app's environment

  



    

  
    
      
      Link to this function
    
    get(key, default \\ nil)



  


  

Gets the key value from the configuration.
If not found, it'll fall back to the given default value which is nil if not specified.

  



  
    
      
      Link to this function
    
    http_client!()



  


  

      

          @spec http_client!() :: atom()


      


Retrieves the http_client module from the config, or raises an exception.

  



  
    
      
      Link to this function
    
    provider!()



  


  

      

          @spec provider!() :: atom()


      


Retrieves the provider module from the config, or raises an exception.

  



  
    
      
      Link to this function
    
    user!()



  


  

      

          @spec user!() :: atom()


      


Retrieves the user schema module from the config, or raises an exception.

  


        

      



  

    
Lti_1p3.DataProvider behaviour
    




      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


      
        
          create_jwk(%Lti_1p3.Jwk{})

        


          Creates a new jwk.



      


      
        
          create_nonce(%Lti_1p3.Nonce{})

        


          Creates a new nonce.



      


      
        
          delete_expired_nonces(arg1)

        


          Deletes all expired nonces older than the provided ttl_sec. If no ttl_sec is provided,
the default value should be 86_400 seconds (1 day).



      


      
        
          get_active_jwk()

        


          Gets the active jwk. If there are more than one, this should return the latest.



      


      
        
          get_all_jwks()

        


          Gets a list of all jwks.



      


      
        
          get_nonce(t, arg2)

        


          Gets a nonce with the given value and optional domain.



      


  


      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    create_jwk(%Lti_1p3.Jwk{})



  


  

      

          @callback create_jwk(%Lti_1p3.Jwk{
  active: term(),
  alg: term(),
  id: term(),
  kid: term(),
  pem: term(),
  typ: term()
}) ::
  {:ok,
   %Lti_1p3.Jwk{
     active: term(),
     alg: term(),
     id: term(),
     kid: term(),
     pem: term(),
     typ: term()
   }}
  | {:error, Lti_1p3.DataProviderError.t()}


      


Creates a new jwk.

  
  examples

  
  Examples


iex> create_jwk(%Jwk{})
{:ok, %Jwk{}}
iex> create_jwk(%Jwk{})
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this callback
    
    create_nonce(%Lti_1p3.Nonce{})



  


  

      

          @callback create_nonce(%Lti_1p3.Nonce{domain: term(), id: term(), value: term()}) ::
  {:ok, %Lti_1p3.Nonce{domain: term(), id: term(), value: term()}}
  | {:error, Lti_1p3.DataProviderError.t()}


      


Creates a new nonce.

  
  examples

  
  Examples


iex> create_nonce(%Nonce{})
{:ok, %Nonce{}}
iex> create_nonce(%Nonce{})
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this callback
    
    delete_expired_nonces(arg1)



  


  

      

          @callback delete_expired_nonces(integer() | nil) :: any()


      


Deletes all expired nonces older than the provided ttl_sec. If no ttl_sec is provided,
the default value should be 86_400 seconds (1 day).

  
  examples

  
  Examples


iex> delete_expired_nonces(ttl_sec)

  



  
    
      
      Link to this callback
    
    get_active_jwk()



  


  

      

          @callback get_active_jwk() ::
  {:ok,
   %Lti_1p3.Jwk{
     active: term(),
     alg: term(),
     id: term(),
     kid: term(),
     pem: term(),
     typ: term()
   }}
  | {:error, Lti_1p3.DataProviderError.t()}


      


Gets the active jwk. If there are more than one, this should return the latest.

  
  examples

  
  Examples


iex> get_active_jwk()
{:ok, %Jwk{}}
iex> get_active_jwk()
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this callback
    
    get_all_jwks()



  


  

      

          @callback get_all_jwks() :: [
  %Lti_1p3.Jwk{
    active: term(),
    alg: term(),
    id: term(),
    kid: term(),
    pem: term(),
    typ: term()
  }
]


      


Gets a list of all jwks.

  
  examples

  
  Examples


iex> get_all_jwks()
[%Jwk{}]

  



  
    
      
      Link to this callback
    
    get_nonce(t, arg2)



  


  

      

          @callback get_nonce(String.t(), String.t() | nil) ::
  %Lti_1p3.Nonce{domain: term(), id: term(), value: term()} | nil


      


Gets a nonce with the given value and optional domain.

  
  examples

  
  Examples


iex> get_nonce(value, domain)
%Nonce{}
iex> get_nonce(value, domain)
nil

  


        

      



  

    
Lti_1p3.DataProviderError 
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      Types
    


      
        
          error_reason()

        


      


      
        
          t()

        


      


  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    error_reason()



  


  

      

          @type error_reason() :: :unique_constraint_violation | :not_found | :unknown


      



  



  
    
      
      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.DataProviderError{msg: String.t(), reason: error_reason()}


      



  


        

      



  

    
Lti_1p3.DataProviders.MemoryProvider 
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          Summary
        


  
    
      Functions
    


      
        
          child_spec(init_arg)

        


          Returns a specification to start this module under a supervisor.



      


      
        
          nonce_key(map)

        


      


      
        
          start_link(initial_state)

        


      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    child_spec(init_arg)



  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
      Link to this function
    
    nonce_key(map)



  


  


  



  
    
      
      Link to this function
    
    start_link(initial_state)



  


  


  


        

      



  

    
Lti_1p3.JokenConfig 
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          Summary
        


  
    
      Functions
    


      
        
          generate_and_sign!(extra_claims \\ %{}, key \\ __default_signer__())

        


          Same as generate_and_sign/2 but raises if error



      


      
        
          generate_and_sign(extra_claims \\ %{}, key \\ __default_signer__())

        


          Combines generate_claims/1 and encode_and_sign/2



      


      
        
          verify_and_validate!(bearer_token, key \\ __default_signer__(), context \\ %{})

        


          Same as verify_and_validate/2 but raises if error



      


      
        
          verify_and_validate(bearer_token, key \\ __default_signer__(), context \\ %{})

        


          Combines verify/2 and validate/1



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


    

    

  
    
      
      Link to this function
    
    generate_and_sign!(extra_claims \\ %{}, key \\ __default_signer__())



  


  

      

          @spec generate_and_sign!(Joken.claims(), Joken.signer_arg()) ::
  Joken.bearer_token() | no_return()


      


Same as generate_and_sign/2 but raises if error

  



    

    

  
    
      
      Link to this function
    
    generate_and_sign(extra_claims \\ %{}, key \\ __default_signer__())



  


  

      

          @spec generate_and_sign(Joken.claims(), Joken.signer_arg()) ::
  {:ok, Joken.bearer_token(), Joken.claims()} | {:error, Joken.error_reason()}


      


Combines generate_claims/1 and encode_and_sign/2

  



    

    

  
    
      
      Link to this function
    
    verify_and_validate!(bearer_token, key \\ __default_signer__(), context \\ %{})



  


  

      

          @spec verify_and_validate!(Joken.bearer_token(), Joken.signer_arg(), term()) ::
  Joken.claims() | no_return()


      


Same as verify_and_validate/2 but raises if error

  



    

    

  
    
      
      Link to this function
    
    verify_and_validate(bearer_token, key \\ __default_signer__(), context \\ %{})



  


  

      

          @spec verify_and_validate(Joken.bearer_token(), Joken.signer_arg(), term()) ::
  {:ok, Joken.claims()} | {:error, Joken.error_reason()}


      


Combines verify/2 and validate/1

  


        

      



  

    
Lti_1p3.Jwk 
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      Types
    


      
        
          t()
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Types
        

        


  
    
      
      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Jwk{
  active: boolean(),
  alg: String.t(),
  id: integer(),
  kid: String.t(),
  pem: String.t(),
  typ: String.t()
}


      



  


        

      



  

    
Lti_1p3.KeyGenerator 
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      Functions
    


      
        
          generate_key_pair()

        


          Generates RSA public and private key pair to validate between Tool and the Platform



      


      
        
          passphrase(len \\ 256)

        


          Create a random passphrase of size given (defaults to 256)
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Functions
        

        


  
    
      
      Link to this function
    
    generate_key_pair()



  


  

Generates RSA public and private key pair to validate between Tool and the Platform

  
  examples

  
  Examples


  iex> generate_key_pair()
  %{public_key: "...", private_key: "...", key_id: "..."}

  



    

  
    
      
      Link to this function
    
    passphrase(len \\ 256)



  


  

Create a random passphrase of size given (defaults to 256)

  


        

      



  

    
Lti_1p3.Nonce 
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          Summary
        


  
    
      Types
    


      
        
          t()
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Types
        

        


  
    
      
      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Nonce{domain: String.t(), id: integer(), value: String.t()}


      



  


        

      



  

    
Lti_1p3.Nonces 
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      Functions
    


      
        
          cleanup_nonce_store()

        


          Removes all nonces older than the configured @max_nonce_ttl_sec value



      


      
        
          create_nonce(value, domain \\ nil)

        


          Creates a nonce. Returns a error if the nonce already exists



      


      
        
          get_nonce(id)

        


          Gets a single nonce.
Returns nil if the Nonce does not exist.
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Functions
        

        


  
    
      
      Link to this function
    
    cleanup_nonce_store()



  


  

Removes all nonces older than the configured @max_nonce_ttl_sec value

  



    

  
    
      
      Link to this function
    
    create_nonce(value, domain \\ nil)



  


  

Creates a nonce. Returns a error if the nonce already exists

  
  examples

  
  Examples


iex> create_nonce("value", "domain")
{:ok, %Nonce{}}
iex> create_nonce("value", "domain")
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this function
    
    get_nonce(id)



  


  

Gets a single nonce.
Returns nil if the Nonce does not exist.

  
  examples

  
  Examples


iex> get_nonce(123)
%Nonce{}
iex> get_nonce(456)
nil

  


        

      



  

    
Lti_1p3.Platform 
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      Functions
    


      
        
          create_platform_instance(platform_instance)

        


          Creates a new platform instance.
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Functions
        

        


  
    
      
      Link to this function
    
    create_platform_instance(platform_instance)



  


  

Creates a new platform instance.

  
  examples

  
  Examples


iex> create_platform_instance(platform_instance)
{:ok, %Lti_1p3.Platform.PlatformInstance{}}
iex> create_platform_instance(platform_instance)
{:error, %Lti_1p3.DataProviderError{}}

  


        

      



  

    
Lti_1p3.Platform.AuthorizationRedirect 
    




      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


      
        
          params()

        


      


      
        
          user()

        


      


  


  
    
      Functions
    


      
        
          authorize_redirect(params, current_user, issuer, deployment_id)

        


          Validates an authentication response and returns the state and platform lti params in a signed id_token signed if successful.
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Types
        

        


  
    
      
      Link to this type
    
    params()



  


  

      

          @type params() :: %{state: binary(), id_token: binary()}


      



  



  
    
      
      Link to this type
    
    user()



  


  

      

          @type user() :: %{id: integer()}
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Functions
        

        


  
    
      
      Link to this function
    
    authorize_redirect(params, current_user, issuer, deployment_id)



  


  

      

          @spec authorize_redirect(params(), user(), binary(), binary()) ::
  {:ok, binary(), binary(), binary()}
  | {:error,
     %{optional(atom()) => any(), :reason => atom(), :msg => String.t()}}


      


Validates an authentication response and returns the state and platform lti params in a signed id_token signed if successful.

  


        

      



  

    
Lti_1p3.Platform.LoginHint 
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          t()
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Platform.LoginHint{
  context: String.t(),
  id: integer(),
  session_user_id: String.t(),
  value: String.t()
}


      



  


        

      



  

    
Lti_1p3.Platform.LoginHints 
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          cleanup_login_hint_store()

        


          Removes all login_hints older than the configured login_hint_ttl_sec value



      


      
        
          create_login_hint(session_user_id, context \\ nil)

        


          Creates a login_hint for a user.



      


      
        
          get_login_hint_by_value(value)

        


          Gets a single login_hint by value
Returns nil if the LoginHint does not exist.
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      Link to this function
    
    cleanup_login_hint_store()



  


  

Removes all login_hints older than the configured login_hint_ttl_sec value

  



    

  
    
      
      Link to this function
    
    create_login_hint(session_user_id, context \\ nil)



  


  

Creates a login_hint for a user.

  
  examples

  
  Examples


iex> create_login_hint(session_user_id)
{:ok, %LoginHint{}}
iex> create_login_hint(session_user_id)
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this function
    
    get_login_hint_by_value(value)



  


  

Gets a single login_hint by value
Returns nil if the LoginHint does not exist.

  
  examples

  
  Examples


iex> get_login_hint(123)
%LoginHint{}
iex> get_login_hint(456)
nil

  


        

      



  

    
Lti_1p3.Platform.PlatformInstance 
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          t()
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Platform.PlatformInstance{
  client_id: String.t(),
  custom_params: String.t(),
  description: String.t(),
  id: integer(),
  keyset_url: String.t(),
  login_url: String.t(),
  name: String.t(),
  redirect_uris: String.t(),
  target_link_uri: String.t()
}


      



  


        

      



  

    
Lti_1p3.PlatformDataProvider behaviour
    




      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


      
        
          create_login_hint(%Lti_1p3.Platform.LoginHint{})

        


          Creates a new login hint.



      


      
        
          create_platform_instance(%Lti_1p3.Platform.PlatformInstance{})

        


          Creates a new platform instance.



      


      
        
          delete_expired_login_hints(arg1)

        


          Deletes all expired login hints older than the provided ttl_sec. If no ttl_sec is provided,
the default value should be 86_400 seconds (1 day).



      


      
        
          get_login_hint_by_value(t)

        


          Gets a login hint associated with the given value.



      


      
        
          get_platform_instance_by_client_id(t)

        


          Gets a platform instance associated with the given client_id.
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      Link to this callback
    
    create_login_hint(%Lti_1p3.Platform.LoginHint{})



  


  

      

          @callback create_login_hint(%Lti_1p3.Platform.LoginHint{
  context: term(),
  id: term(),
  session_user_id: term(),
  value: term()
}) ::
  {:ok,
   %Lti_1p3.Platform.LoginHint{
     context: term(),
     id: term(),
     session_user_id: term(),
     value: term()
   }}
  | {:error, DataProviderError.t()}


      


Creates a new login hint.

  
  examples

  
  Examples


iex> create_login_hint(%LoginHint{})
{:ok, %LoginHint{}}
iex> create_login_hint(%LoginHint{})
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this callback
    
    create_platform_instance(%Lti_1p3.Platform.PlatformInstance{})



  


  

      

          @callback create_platform_instance(%Lti_1p3.Platform.PlatformInstance{
  client_id: term(),
  custom_params: term(),
  description: term(),
  id: term(),
  keyset_url: term(),
  login_url: term(),
  name: term(),
  redirect_uris: term(),
  target_link_uri: term()
}) ::
  {:ok,
   %Lti_1p3.Platform.PlatformInstance{
     client_id: term(),
     custom_params: term(),
     description: term(),
     id: term(),
     keyset_url: term(),
     login_url: term(),
     name: term(),
     redirect_uris: term(),
     target_link_uri: term()
   }}
  | {:error, DataProviderError.t()}


      


Creates a new platform instance.

  
  examples

  
  Examples


iex> create_platform_instance(%PlatformInstance{})
{:ok, %PlatformInstance{}}
iex> create_platform_instance(%PlatformInstance{})
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this callback
    
    delete_expired_login_hints(arg1)



  


  

      

          @callback delete_expired_login_hints(integer() | nil) :: any()


      


Deletes all expired login hints older than the provided ttl_sec. If no ttl_sec is provided,
the default value should be 86_400 seconds (1 day).

  
  examples

  
  Examples


iex> delete_expired_login_hints(ttl_sec)

  



  
    
      
      Link to this callback
    
    get_login_hint_by_value(t)



  


  

      

          @callback get_login_hint_by_value(String.t()) ::
  %Lti_1p3.Platform.LoginHint{
    context: term(),
    id: term(),
    session_user_id: term(),
    value: term()
  }
  | nil


      


Gets a login hint associated with the given value.

  
  examples

  
  Examples


iex> get_login_hint_by_value(value)
%LoginHint{}
iex> get_login_hint_by_value(value)
nil

  



  
    
      
      Link to this callback
    
    get_platform_instance_by_client_id(t)



  


  

      

          @callback get_platform_instance_by_client_id(String.t()) ::
  %Lti_1p3.Platform.PlatformInstance{
    client_id: term(),
    custom_params: term(),
    description: term(),
    id: term(),
    keyset_url: term(),
    login_url: term(),
    name: term(),
    redirect_uris: term(),
    target_link_uri: term()
  }
  | nil


      


Gets a platform instance associated with the given client_id.

  
  examples

  
  Examples


iex> get_platform_instance_by_client_id(client_id)
%PlatformInstance{}
iex> get_platform_instance_by_client_id(client_id)
nil
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      Functions
    


      
        
          create_deployment(deployment)

        


          Creates a new deployment.



      


      
        
          create_registration(registration)

        


          Creates a new registration.



      


      
        
          get_registration_by_issuer_client_id(issuer, client_id)

        


          Gets the registration with the given issuer and client_id.



      


      
        
          get_registration_deployment(issuer, client_id, deployment_id)

        


          Gets the registration and deployment associated with the given issuer, client_id and deployment_id.
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Functions
        

        


  
    
      
      Link to this function
    
    create_deployment(deployment)



  


  

Creates a new deployment.

  
  examples

  
  Examples


iex> create_deployment(deployment)
{:ok, %Lti_1p3.Tool.Deployment{}}
iex> create_deployment(deployment)
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this function
    
    create_registration(registration)



  


  

Creates a new registration.

  
  examples

  
  Examples


iex> create_registration(registration)
{:ok, %Lti_1p3.Tool.Registration{}}
iex> create_registration(registration)
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this function
    
    get_registration_by_issuer_client_id(issuer, client_id)



  


  

Gets the registration with the given issuer and client_id.

  
  examples

  
  Examples


iex> get_registration_by_issuer_client_id(issuer, client_id)
%Registration{}
iex> get_registration_by_issuer_client_id(issuer, client_id)
nil

  



  
    
      
      Link to this function
    
    get_registration_deployment(issuer, client_id, deployment_id)



  


  

Gets the registration and deployment associated with the given issuer, client_id and deployment_id.

  
  examples

  
  Examples


iex> get_registration_deployment(issuer, client_id, deployment_id)
{%Registration{}, %Deployment{}}
iex> get_registration_deployment(issuer, client_id, deployment_id)
{nil, nil}
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          t()
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Tool.ContextRole{id: integer(), uri: String.t()}


      



  


        

      



  

    
Lti_1p3.Tool.ContextRoles 
    




      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          contains_role?(roles, role)

        


          Returns true if a list of roles contains a given role



      


      
        
          get_highest_role(roles)

        


          Returns the highest level role from a list of roles. This function assumes roles have an
ordinality which is defined by list_roles()



      


      
        
          get_role(arg1)

        


          Returns a role from a given atom if it is valid, otherwise returns nil



      


      
        
          get_role_by_uri(arg1)

        


          Returns a role from a given uri if it is valid, otherwise returns nil



      


      
        
          get_roles_by_uris(uris)

        


          Returns all valid roles from a list of uris



      


      
        
          has_role?(user, context, role)

        


          Returns true if a user has a given role



      


      
        
          has_roles?(user, context, roles, atom)

        


          Returns true if a user has any of the given roles



      


      
        
          list_roles()

        


      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    contains_role?(roles, role)



  


  

      

          @spec contains_role?([Lti_1p3.Tool.ContextRole.t()], Lti_1p3.Tool.ContextRole.t()) ::
  boolean()


      


Returns true if a list of roles contains a given role

  



  
    
      
      Link to this function
    
    get_highest_role(roles)



  


  

      

          @spec get_highest_role([Lti_1p3.Tool.ContextRole.t()]) :: Lti_1p3.Tool.ContextRole.t()


      


Returns the highest level role from a list of roles. This function assumes roles have an
ordinality which is defined by list_roles()

  



  
    
      
      Link to this function
    
    get_role(arg1)



  


  

Returns a role from a given atom if it is valid, otherwise returns nil

  



  
    
      
      Link to this function
    
    get_role_by_uri(arg1)



  


  

Returns a role from a given uri if it is valid, otherwise returns nil

  



  
    
      
      Link to this function
    
    get_roles_by_uris(uris)



  


  

      

          @spec get_roles_by_uris([String.t()]) :: [Lti_1p3.Tool.ContextRole.t()]


      


Returns all valid roles from a list of uris

  



  
    
      
      Link to this function
    
    has_role?(user, context, role)



  


  

      

          @spec has_role?(Lti_1p3.Tool.Lti_1p3_User.t(), any(), Lti_1p3.Tool.ContextRole.t()) ::
  boolean()


      


Returns true if a user has a given role

  



  
    
      
      Link to this function
    
    has_roles?(user, context, roles, atom)



  


  

      

          @spec has_roles?(
  Lti_1p3.Tool.Lti_1p3_User.t(),
  any(),
  [Lti_1p3.Tool.ContextRole.t()],
  :any
) :: boolean()


          @spec has_roles?(
  Lti_1p3.Tool.Lti_1p3_User.t(),
  any(),
  [Lti_1p3.Tool.ContextRole.t()],
  :all
) :: boolean()


      


Returns true if a user has any of the given roles

  



  
    
      
      Link to this function
    
    list_roles()
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Tool.Deployment{
  deployment_id: String.t(),
  id: integer(),
  registration_id: integer()
}
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          validate_opts()
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          validate(params, session_state, opts \\ [])

        


          Validates an incoming LTI 1.3 launch and returns the claims if successful.
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      Link to this type
    
    params()



  


  

      

          @type params() :: %{state: binary(), id_token: binary()}


      



  



  
    
      
      Link to this type
    
    validate_opts()



  


  

      

          @type validate_opts() :: []
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      Link to this function
    
    validate(params, session_state, opts \\ [])



  


  

Validates an incoming LTI 1.3 launch and returns the claims if successful.

  


        

      



  

    
Lti_1p3.Tool.Lti_1p3_User protocol
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          t()

        


      


  


  
    
      Functions
    


      
        
          get_context_roles(user, context)

        


          Returns all context roles for a given user and context.



      


      
        
          get_platform_roles(user)

        


          Returns all platform roles for a given user
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      Link to this type
    
    t()



  


  

      

          @type t() :: term()
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      Link to this function
    
    get_context_roles(user, context)



  


  

Returns all context roles for a given user and context.
The context here is determined by the actual implementation needs and is intended to
give the implementation a unique context for which a user has roles, such as a course section identifier.
If your tool supports more than one LMS platform, this context data must uniquely identify the specific
context across all platforms, for example, using a combination of the issuer, client_id and and context_id

  
  examples

  
  Examples


iex> get_platform_roles(%Lti_1p3.Tool.Lti_1p3_User{}, "issuer-client_id-context_id")
[%ContextRole{}]

  



  
    
      
      Link to this function
    
    get_platform_roles(user)



  


  

Returns all platform roles for a given user

  
  examples

  
  Examples


iex> get_platform_roles(%Lti_1p3.Tool.Lti_1p3_User{})
[%PlatformRole{}]

  


        

      



  

    
Lti_1p3.Tool.MessageValidator protocol
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          t()

        


      


  


  
    
      Functions
    


      
        
          can_validate(jwt_body)

        


      


      
        
          validate(jwt_body)
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      Link to this type
    
    t()



  


  

      

          @type t() :: term()
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      Link to this function
    
    can_validate(jwt_body)



  


  

      

          @spec can_validate(any()) :: boolean()


      



  



  
    
      
      Link to this function
    
    validate(jwt_body)



  


  

      

          @spec validate(any()) :: {:ok} | {:error, String.t()}


      



  


        

      



  

    
Lti_1p3.Tool.MessageValidators.ResourceMessageValidator 
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          can_validate(jwt_body)

        


          Callback implementation for Lti_1p3.Tool.MessageValidator.can_validate/1.



      


      
        
          validate(jwt_body)

        


          Callback implementation for Lti_1p3.Tool.MessageValidator.validate/1.
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      Link to this function
    
    can_validate(jwt_body)



  


  

Callback implementation for Lti_1p3.Tool.MessageValidator.can_validate/1.

  



  
    
      
      Link to this function
    
    validate(jwt_body)



  


  

Callback implementation for Lti_1p3.Tool.MessageValidator.validate/1.
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          oidc_login_redirect_url(params)
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      Link to this function
    
    oidc_login_redirect_url(params)
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Tool.PlatformRole{id: integer(), uri: String.t()}


      



  


        

      



  

    
Lti_1p3.Tool.PlatformRoles 
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          Summary
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          contains_role?(roles, role)

        


          Returns true if a list of roles contains a given role



      


      
        
          get_highest_role(roles)

        


          Returns the highest level role from a list of roles. This function assumes roles have an
ordinality which is defined by list_roles()



      


      
        
          get_role(arg1)

        


          Returns a role from a given atom if it is valid, otherwise returns nil



      


      
        
          get_role_by_uri(arg1)

        


          Returns a role from a given uri if it is valid, otherwise returns nil



      


      
        
          get_roles_by_uris(uris)

        


          Returns all valid roles from a list of uris



      


      
        
          has_role?(user, role)

        


          Returns true if a user has a given role



      


      
        
          has_roles?(user, roles, atom)

        


          Returns true if a user has any of the given roles



      


      
        
          list_roles()
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      Link to this function
    
    contains_role?(roles, role)



  


  

      

          @spec contains_role?([Lti_1p3.Tool.PlatformRole.t()], Lti_1p3.Tool.PlatformRole.t()) ::
  boolean()


      


Returns true if a list of roles contains a given role

  



  
    
      
      Link to this function
    
    get_highest_role(roles)



  


  

      

          @spec get_highest_role([Lti_1p3.Tool.PlatformRole.t()]) ::
  Lti_1p3.Tool.PlatformRole.t()


      


Returns the highest level role from a list of roles. This function assumes roles have an
ordinality which is defined by list_roles()

  



  
    
      
      Link to this function
    
    get_role(arg1)



  


  

Returns a role from a given atom if it is valid, otherwise returns nil

  



  
    
      
      Link to this function
    
    get_role_by_uri(arg1)



  


  

Returns a role from a given uri if it is valid, otherwise returns nil

  



  
    
      
      Link to this function
    
    get_roles_by_uris(uris)



  


  

      

          @spec get_roles_by_uris([String.t()]) :: [
  %Lti_1p3.Tool.PlatformRole{id: term(), uri: term()}
]


      


Returns all valid roles from a list of uris

  



  
    
      
      Link to this function
    
    has_role?(user, role)



  


  

      

          @spec has_role?(Lti_1p3.Tool.Lti_1p3_User.t(), Lti_1p3.Tool.PlatformRole.t()) ::
  boolean()


      


Returns true if a user has a given role

  



  
    
      
      Link to this function
    
    has_roles?(user, roles, atom)



  


  

      

          @spec has_roles?(Lti_1p3.Tool.Lti_1p3_User.t(), [Lti_1p3.Tool.PlatformRole.t()], :any) ::
  boolean()


          @spec has_roles?(Lti_1p3.Tool.Lti_1p3_User.t(), [Lti_1p3.Tool.PlatformRole.t()], :all) ::
  boolean()


      


Returns true if a user has any of the given roles

  



  
    
      
      Link to this function
    
    list_roles()
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Tool.Registration{
  auth_login_url: String.t(),
  auth_server: String.t(),
  auth_token_url: String.t(),
  client_id: String.t(),
  id: integer(),
  issuer: String.t(),
  key_set_url: String.t(),
  tool_jwk_id: integer()
}


      



  


        

      



  

    
Lti_1p3.Tool.Services.AGS 
    



      
Implementation of LTI Assignment and Grading Services (AGS) version 2.0.
For information on the standard, see:
https://www.imsglobal.org/spec/lti-ags/v2p0/
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          create_line_item(line_items_service_url, resource_id, score_maximum, label, access_token)

        


          Creates a line item for a resource id. This function returns a line item struct wrapped
in a {:ok, line_item} tuple.  On error, returns a {:error, error} tuple.



      


      
        
          fetch_line_items(line_items_service_url, access_token)

        


      


      
        
          fetch_or_create_line_item(line_items_service_url, resource_id, maximum_score_provider, label, access_token)

        


          Creates a line item for a resource id, if one does not exist.  Whether or not the
line item is created or already exists, this function returns a line item struct wrapped
in a {:ok, line_item} tuple.  On error, returns a {:error, error} tuple.



      


      
        
          get_line_items_url(lti_launch_params, registration \\ %{})

        


          Returns the line items URL from LTI launch params.
If not present returns nil.
If a registration is present, uses the auth server domain + the line items path.



      


      
        
          grade_passback_enabled?(lti_launch_params)

        


          Returns true if grade pass back service is enabled with the necessary scopes. The
necessary scopes are the line item scope to read all line items and create new ones
and the scores scope, to be able to post new scores. Also verifies that the line items
endpoint is present.



      


      
        
          has_scope?(lti_ags_claim, scope_url)

        


          Returns true if the LTI AGS claim has a particular scope url, false if it does not.



      


      
        
          post_score(score, line_item, access_token)

        


          Post a score to an existing line item, using an already acquired access token.



      


      
        
          required_scopes()

        


          Returns the required scopes for the AGS service.



      


      
        
          update_line_item(line_item, changes, access_token)

        


          Updates an existing line item. On success returns
a {:ok, line_item} tuple.  On error, returns a {:error, error} tuple.
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      Link to this function
    
    create_line_item(line_items_service_url, resource_id, score_maximum, label, access_token)



  


  

Creates a line item for a resource id. This function returns a line item struct wrapped
in a {:ok, line_item} tuple.  On error, returns a {:error, error} tuple.

  



  
    
      
      Link to this function
    
    fetch_line_items(line_items_service_url, access_token)



  


  


  



  
    
      
      Link to this function
    
    fetch_or_create_line_item(line_items_service_url, resource_id, maximum_score_provider, label, access_token)



  


  

Creates a line item for a resource id, if one does not exist.  Whether or not the
line item is created or already exists, this function returns a line item struct wrapped
in a {:ok, line_item} tuple.  On error, returns a {:error, error} tuple.

  



    

  
    
      
      Link to this function
    
    get_line_items_url(lti_launch_params, registration \\ %{})



  


  

Returns the line items URL from LTI launch params.
If not present returns nil.
If a registration is present, uses the auth server domain + the line items path.

  



  
    
      
      Link to this function
    
    grade_passback_enabled?(lti_launch_params)



  


  

Returns true if grade pass back service is enabled with the necessary scopes. The
necessary scopes are the line item scope to read all line items and create new ones
and the scores scope, to be able to post new scores. Also verifies that the line items
endpoint is present.

  



  
    
      
      Link to this function
    
    has_scope?(lti_ags_claim, scope_url)



  


  

Returns true if the LTI AGS claim has a particular scope url, false if it does not.

  



  
    
      
      Link to this function
    
    post_score(score, line_item, access_token)



  


  

Post a score to an existing line item, using an already acquired access token.

  



  
    
      
      Link to this function
    
    required_scopes()



  


  

Returns the required scopes for the AGS service.

  



  
    
      
      Link to this function
    
    update_line_item(line_item, changes, access_token)



  


  

Updates an existing line item. On success returns
a {:ok, line_item} tuple.  On error, returns a {:error, error} tuple.
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          parse_resource_id(line_item)

        


      


      
        
          to_resource_id(resource_id)
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Tool.Services.AGS.LineItem{
  id: String.t(),
  label: String.t(),
  resourceId: String.t(),
  scoreMaximum: float()
}
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      Link to this function
    
    parse_resource_id(line_item)



  


  


  



  
    
      
      Link to this function
    
    to_resource_id(resource_id)



  


  


  


        

      



  

    
Lti_1p3.Tool.Services.AGS.Score 
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Tool.Services.AGS.Score{
  activityProgress: String.t(),
  comment: String.t(),
  gradingProgress: String.t(),
  scoreGiven: float(),
  scoreMaximum: float(),
  timestamp: String.t(),
  userId: String.t()
}


      



  


        

      



  

    
Lti_1p3.Tool.Services.AccessToken 
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          t()

        


      


  


  
    
      Functions
    


      
        
          fetch_access_token(map, scopes, host)

        


          Requests an OAuth2 access token. Returns {:ok, %AccessToken{}} on success, {:error, error}
otherwise.
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Tool.Services.AccessToken{
  access_token: String.t(),
  expires_in: integer(),
  scope: String.t(),
  token_type: String.t()
}
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      Link to this function
    
    fetch_access_token(map, scopes, host)



  


  

Requests an OAuth2 access token. Returns {:ok, %AccessToken{}} on success, {:error, error}
otherwise.
As parameters, expects:
	The registration from which an access token is being requested
	A list of scopes being requested
	The host name of this instance of Torus


  
  examples

  
  Examples


iex> fetch_access_token(registration, scopes, host)
{:ok,
  %Lti_1p3.Tool.Services.AccessToken{
    "scope" => "https://purl.imsglobal.org/spec/lti-ags/scope/lineitem",
    "access_token" => "actual_access_token",
    "token_type" => "Bearer",
    "expires_in" => "3600"
  }
}

iex> fetch_access_token(bad_tool)
{:error, "invalid_scope"}
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Implementation of LTI Names and Roles Provisioning Service (NRPS) version 2.0.
For information on the standard, see:
https://www.imsglobal.org/spec/lti-nrps/v2p0
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          fetch_memberships(context_memberships_url, access_token)

        


      


      
        
          get_context_memberships_url(lti_launch_params)

        


          Returns the context memberships URL from LTI launch params. If not present returns nil.



      


      
        
          nrps_enabled?(lti_launch_params)

        


          Returns true if nrps is enabled (that is, to allow a context membership query).



      


      
        
          required_scopes()

        


          Returns the required scopes for the NRPS service.
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      Link to this function
    
    fetch_memberships(context_memberships_url, access_token)



  


  


  



  
    
      
      Link to this function
    
    get_context_memberships_url(lti_launch_params)



  


  

Returns the context memberships URL from LTI launch params. If not present returns nil.

  



  
    
      
      Link to this function
    
    nrps_enabled?(lti_launch_params)



  


  

Returns true if nrps is enabled (that is, to allow a context membership query).

  



  
    
      
      Link to this function
    
    required_scopes()



  


  

Returns the required scopes for the NRPS service.

  


        

      



  

    
Lti_1p3.Tool.Services.NRPS.Membership 
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Lti_1p3.Tool.Services.NRPS.Membership{
  email: String.t(),
  family_name: String.t(),
  given_name: String.t(),
  middle_name: String.t(),
  name: String.t(),
  picture: String.t(),
  roles: [String.t()],
  status: String.t(),
  user_id: String.t()
}
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          create_deployment(%Lti_1p3.Tool.Deployment{})

        


          Creates a new deployment.



      


      
        
          create_registration(%Lti_1p3.Tool.Registration{})

        


          Creates a new registration.



      


      
        
          get_deployment(%Lti_1p3.Tool.Registration{}, t)

        


          Gets the deployment associated with the given registration and deployment_id.



      


      
        
          get_jwk_by_registration(%Lti_1p3.Tool.Registration{})

        


          Gets the jwk associated with the given Registration.



      


      
        
          get_registration_by_issuer_client_id(t, t)

        


          Gets the registration associated with the given issuer and client_id.



      


      
        
          get_registration_deployment(t, t, t)

        


          Gets the registration and deployment associated with the given issuer, client_id and deployment_id.
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      Link to this callback
    
    create_deployment(%Lti_1p3.Tool.Deployment{})



  


  

      

          @callback create_deployment(%Lti_1p3.Tool.Deployment{
  deployment_id: term(),
  id: term(),
  registration_id: term()
}) ::
  {:ok,
   %Lti_1p3.Tool.Deployment{
     deployment_id: term(),
     id: term(),
     registration_id: term()
   }}
  | {:error, DataProviderError.t()}


      


Creates a new deployment.

  
  examples

  
  Examples


iex> create_deployment(%Deployment{})
{:ok, %Deployment{}}
iex> create_deployment(%Deployment{})
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this callback
    
    create_registration(%Lti_1p3.Tool.Registration{})



  


  

      

          @callback create_registration(%Lti_1p3.Tool.Registration{
  auth_login_url: term(),
  auth_server: term(),
  auth_token_url: term(),
  client_id: term(),
  id: term(),
  issuer: term(),
  key_set_url: term(),
  tool_jwk_id: term()
}) ::
  {:ok,
   %Lti_1p3.Tool.Registration{
     auth_login_url: term(),
     auth_server: term(),
     auth_token_url: term(),
     client_id: term(),
     id: term(),
     issuer: term(),
     key_set_url: term(),
     tool_jwk_id: term()
   }}
  | {:error, DataProviderError.t()}


      


Creates a new registration.

  
  examples

  
  Examples


iex> create_registration(%Registration{})
{:ok, %Registration{}}
iex> create_registration(%Registration{})
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this callback
    
    get_deployment(%Lti_1p3.Tool.Registration{}, t)



  


  

      

          @callback get_deployment(
  %Lti_1p3.Tool.Registration{
    auth_login_url: term(),
    auth_server: term(),
    auth_token_url: term(),
    client_id: term(),
    id: term(),
    issuer: term(),
    key_set_url: term(),
    tool_jwk_id: term()
  },
  String.t()
) ::
  %Lti_1p3.Tool.Deployment{
    deployment_id: term(),
    id: term(),
    registration_id: term()
  }
  | nil


      


Gets the deployment associated with the given registration and deployment_id.

  
  examples

  
  Examples


iex> get_deployment(%Registration{}, deployment_id)
%Deployment{}
iex> get_deployment(%Registration{}, deployment_id)
nil

  



  
    
      
      Link to this callback
    
    get_jwk_by_registration(%Lti_1p3.Tool.Registration{})



  


  

      

          @callback get_jwk_by_registration(%Lti_1p3.Tool.Registration{
  auth_login_url: term(),
  auth_server: term(),
  auth_token_url: term(),
  client_id: term(),
  id: term(),
  issuer: term(),
  key_set_url: term(),
  tool_jwk_id: term()
}) ::
  {:ok,
   %Lti_1p3.Jwk{
     active: term(),
     alg: term(),
     id: term(),
     kid: term(),
     pem: term(),
     typ: term()
   }}
  | {:error, DataProviderError.t()}


      


Gets the jwk associated with the given Registration.

  
  examples

  
  Examples


iex> get_jwk_by_registration(%Registration{})
{:ok, %Jwk{}}
iex> get_jwk_by_registration(%Registration{})
{:error, %Lti_1p3.DataProviderError{}}

  



  
    
      
      Link to this callback
    
    get_registration_by_issuer_client_id(t, t)



  


  

      

          @callback get_registration_by_issuer_client_id(String.t(), String.t()) ::
  %Lti_1p3.Tool.Registration{
    auth_login_url: term(),
    auth_server: term(),
    auth_token_url: term(),
    client_id: term(),
    id: term(),
    issuer: term(),
    key_set_url: term(),
    tool_jwk_id: term()
  }
  | nil


      


Gets the registration associated with the given issuer and client_id.

  
  examples

  
  Examples


iex> get_registration_by_issuer_client_id(issuer, client_id)
%Registration{}
iex> get_registration_by_issuer_client_id(issuer, client_id)
nil

  



  
    
      
      Link to this callback
    
    get_registration_deployment(t, t, t)



  


  

      

          @callback get_registration_deployment(String.t(), String.t(), String.t()) ::
  {%Lti_1p3.Tool.Registration{
     auth_login_url: term(),
     auth_server: term(),
     auth_token_url: term(),
     client_id: term(),
     id: term(),
     issuer: term(),
     key_set_url: term(),
     tool_jwk_id: term()
   },
   %Lti_1p3.Tool.Deployment{
     deployment_id: term(),
     id: term(),
     registration_id: term()
   }}
  | nil


      


Gets the registration and deployment associated with the given issuer, client_id and deployment_id.

  
  examples

  
  Examples


iex> get_registration_deployment(issuer, client_id, deployment_id)
{%Registration{}, %Deployment{}}
iex> get_rd_by_deployment_id(issuer, client_id, deployment_id)
{nil, nil}
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