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README
    

[image: Jeff logo]An Elixir implementation of the Open Supervised Device Protocol (OSDP).
Open Supervised Device Protocol
(OSDP) is an access control communications standard developed by the Security
Industry Association (SIA).
The OSDP standard describes the communication interface of one or more
Peripheral Devices (PD) to an Access Control Unit (ACU). The specification
describes the protocol implementation over a two-wire RS-485 multi-drop
serial communication channel.
OSDP Supports the control of components on a PD such as:
	LED
	Buzzer
	Keypad
	Output (GPIOs)
	Input Control (GPIOs)
	Displays
	Device status (tamper, power, etc.)
	Card Reader
	Fingerprint Reader

Example
{:ok, acu} = Jeff.start_acu(serial_port: "/dev/ttyUSB0")
Jeff.add_pd(acu, 0x7F, check_scheme: :crc)
Jeff.id_report(acu, 0x7F)
License
Copyright (C) 2022 SmartRent
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at [http://www.apache.org/licenses/LICENSE-2.0](http://www.apache.org/licenses/LICENSE-2.0)

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.



  

    
CHANGELOG
    

[v0.5.1] - 2023-05-08
Added
	OSDP packet tracing (#39) - Jeff.enable_trace/2 for more details
	Allow specifying timeout for commands (#40)

Fixed
	Removing non-registered devices no longer crashes the ACU process (#38)

[v0.5.0] - 2023-04-06
Breaking Changes
Jeff.ACU.send_command/4 and Jeff.ACU.send_command_oob/4 now return tagged
tuples of {:ok, Jeff.Reply.t()} and {:error, term()} instead of just the
reply struct. You'll need to update you code if you are relying on the returns
of these functions. Likewise, many of the Jeff.* functions were adapted to
return an error tuple when needed.
Added
	Added Input and Output commands and replies (#32)
	Support Manufacturer specific commands/replies (osdp_MFG and osdp_MFGREP) (#33)
	Use tagged tuples for send_command and send_command_oob returns (#36)

Fixed
	Reset communication on sequence number desync (#34)
	Fix request failures to offline devices (#36)

[v0.4.1] - 2022-08-10
Added
	Added :transport_opts option to Jeff.ACU.start_link for passing options
to the underlying transport.

[v0.4.0] - 2022-07-29
Changed
	Capabilities now returns a map. See Jeff.Reply.Capabilities for more info.

Fixed
	Gracefully handle ACU process termination to prevent orphaned Jeff.Transport
and Circuits.UART processes.

[v0.3.2] - 2022-04-13
Added
	Support removal of peripheral devices from ACU bus

[v0.3.1] - 2022-03-31
Changed
	Add controlling_process to ACU start opt type

[v0.3.0] - 2022-03-09
Changed
	Improve documentation and typespecs
	Improve README and docs
	Rename ControlPanel -> ACU

Added
	Add LICENSE info

[v0.2.0] - 2022-02-10
Added
	Send out-of-band commands: send commands to devices not yet registered to the
communication bus loop.
	Check OSDP address: Checks whether address is available to register to a bus.
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Control an Access Control Unit (ACU) and send commands to a Peripheral Device (PD)

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
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          cmd_err()

        


      


      
        
          device_opt()

        


      


      
        
          osdp_address()

        


      


      
        
          vendor_code()

        


      


  


  
    
      Functions
    


      
        
          add_pd(acu, address, opts \\ [])

        


          Register a peripheral device on the ACU communication bus.



      


      
        
          capabilities(acu, address)

        


          Requests the PD to return a list of its functional capabilities, such as the
type and number of input points, outputs points, reader ports, etc.



      


      
        
          disable_trace(acu)

        


          Disable OSDP packet tracing



      


      
        
          enable_trace(acu, opts \\ [])

        


          Enable OSDP packet tracing



      


      
        
          id_report(acu, address)

        


          Requests the return of the PD ID Report.



      


      
        
          input_status(acu, address)

        


          Instructs the PD to reply with an input status report.



      


      
        
          local_status(acu, address)

        


          Instructs the PD to reply with a local status report.



      


      
        
          mfg(acu, address, mfg_command)

        


          Sends a manufacturer-specific command to the PD.



      


      
        
          output_status(acu, address)

        


          Instructs the PD to reply with an output status report.



      


      
        
          remove_pd(acu, address)

        


          Remove a peripheral device from the ACU communication bus.



      


      
        
          set_buzzer(acu, address, params)

        


          Defines commands to a single, monotone audible annunciator (beeper or buzzer)
that may be associated with a reader.



      


      
        
          set_com(acu, address, params)

        


          Sets the PD's communication parameters.



      


      
        
          set_led(acu, address, params)

        


          Controls the LEDs associated with one or more readers.



      


      
        
          start_acu(opts \\ [])

        


          Start an ACU process.



      


  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    acu()


      
       
       View Source
     


  


  

      

          @type acu() :: GenServer.server()


      



  



  
    
      
      Link to this type
    
    cmd_err()


      
       
       View Source
     


  


  

      

          @type cmd_err() :: {:error, :timeout | Jeff.Reply.ErrorCode.t()}


      



  



  
    
      
      Link to this type
    
    device_opt()


      
       
       View Source
     


  


  

      

          @type device_opt() :: Jeff.ACU.device_opt()


      



  



  
    
      
      Link to this type
    
    osdp_address()


      
       
       View Source
     


  


  

      

          @type osdp_address() :: 0..127


      



  



  
    
      
      Link to this type
    
    vendor_code()


      
       
       View Source
     


  


  

      

          @type vendor_code() :: 0..16_777_215


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    add_pd(acu, address, opts \\ [])


      
       
       View Source
     


  


  

      

          @spec add_pd(acu(), osdp_address(), [device_opt()]) :: Jeff.Device.t()


      


Register a peripheral device on the ACU communication bus.

  



  
    
      
      Link to this function
    
    capabilities(acu, address)


      
       
       View Source
     


  


  

      

          @spec capabilities(acu(), osdp_address()) :: Jeff.Reply.Capabilities.t() | cmd_err()


      


Requests the PD to return a list of its functional capabilities, such as the
type and number of input points, outputs points, reader ports, etc.

  



  
    
      
      Link to this function
    
    disable_trace(acu)


      
       
       View Source
     


  


  

      

          @spec disable_trace(acu()) :: :ok | {:error, File.posix()}


      


Disable OSDP packet tracing

  



    

  
    
      
      Link to this function
    
    enable_trace(acu, opts \\ [])


      
       
       View Source
     


  


  

      

          @spec enable_trace(acu(), [Jeff.Tracer.option()]) :: :ok | {:error, File.posix()}


      


Enable OSDP packet tracing
Use log level :debug
Available options:
	:ignore_polls - OSDP polling has to occur at minimum every 200ms which
can be noisy in the logs. When this is set, poll commands and ACK messages
are ignored when tracing. Default true

	:ignore_partials - Partial packets should be rare, but do occur when there
is noise on the lines or during other communication synchronization problems.
This ignores partial, incomplete packets when enabled. Default false

	:ignore_marks - Before sending data, the the line is driven with a 0xFF
byte to mark it for sending. This happens on ACU and PD. This is not always
useful when tracing, so they can be ignored if all the partial bytes are
0xFF. Default true

	:partials_limit - Limit of partial packets to store in a buffer. This is
most typically not used since partials get logged on next valid packet.
However, it protects against cases where valid packets may not be happening
and prevents the partial buffer from growing unbounded. Default 100


Tracing can also be configuraed in the application config with the same
values using the :tracer key:
config :jeff, :tracer,
  enabled: true,
  ignore_polls: true,
  ignore_partials: false,
  ignore_marks: true

  



  
    
      
      Link to this function
    
    id_report(acu, address)


      
       
       View Source
     


  


  

      

          @spec id_report(acu(), osdp_address()) :: Jeff.Reply.IdReport.t() | cmd_err()


      


Requests the return of the PD ID Report.

  



  
    
      
      Link to this function
    
    input_status(acu, address)


      
       
       View Source
     


  


  

      

          @spec input_status(acu(), osdp_address()) :: Jeff.Reply.InputStatus.t() | cmd_err()


      


Instructs the PD to reply with an input status report.

  



  
    
      
      Link to this function
    
    local_status(acu, address)


      
       
       View Source
     


  


  

      

          @spec local_status(acu(), osdp_address()) :: Jeff.Reply.LocalStatus.t() | cmd_err()


      


Instructs the PD to reply with a local status report.

  



  
    
      
      Link to this function
    
    mfg(acu, address, mfg_command)


      
       
       View Source
     


  


  

      

          @spec mfg(acu(), osdp_address(), Jeff.MFG.Encoder.t() | [Jeff.Command.Mfg.param()]) ::
  Jeff.Reply.MfgReply.t() | cmd_err()


      


Sends a manufacturer-specific command to the PD.

  



  
    
      
      Link to this function
    
    output_status(acu, address)


      
       
       View Source
     


  


  

      

          @spec output_status(acu(), osdp_address()) :: Jeff.Reply.OutputStatus.t() | cmd_err()


      


Instructs the PD to reply with an output status report.

  



  
    
      
      Link to this function
    
    remove_pd(acu, address)


      
       
       View Source
     


  


  

      

          @spec remove_pd(acu(), osdp_address()) :: Jeff.Device.t()


      


Remove a peripheral device from the ACU communication bus.

  



  
    
      
      Link to this function
    
    set_buzzer(acu, address, params)


      
       
       View Source
     


  


  

      

          @spec set_buzzer(acu(), osdp_address(), [Jeff.Command.BuzzerSettings.param()]) ::
  Jeff.Reply.ACK | cmd_err()


      


Defines commands to a single, monotone audible annunciator (beeper or buzzer)
that may be associated with a reader.

  



  
    
      
      Link to this function
    
    set_com(acu, address, params)


      
       
       View Source
     


  


  

      

          @spec set_com(acu(), osdp_address(), [Jeff.Command.ComSettings.param()]) ::
  Jeff.Reply.ComData.t() | cmd_err()


      


Sets the PD's communication parameters.

  



  
    
      
      Link to this function
    
    set_led(acu, address, params)


      
       
       View Source
     


  


  

      

          @spec set_led(acu(), osdp_address(), [Jeff.Command.LedSettings.param()]) ::
  Jeff.Reply.ACK | cmd_err()


      


Controls the LEDs associated with one or more readers.

  



    

  
    
      
      Link to this function
    
    start_acu(opts \\ [])


      
       
       View Source
     


  


  

      

          @spec start_acu([Jeff.ACU.start_opt()]) :: GenServer.on_start()


      


Start an ACU process.
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GenServer process for an ACU

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


      
        
          acu()

        


      


      
        
          address_availability()

        


      


      
        
          device_opt()

        


      


      
        
          osdp_address()

        


      


      
        
          start_opt()

        


      


  


  
    
      Functions
    


      
        
          add_device(acu, address, opts \\ [])

        


          Register a peripheral device on the ACU communication bus.



      


      
        
          check_address(acu, address)

        


          Determine if a device is available to be registered on the bus.



      


      
        
          child_spec(init_arg)

        


          Returns a specification to start this module under a supervisor.



      


      
        
          remove_device(acu, address)

        


          Remove a peripheral device from the ACU communication bus.



      


      
        
          send_command(acu, address, name, params \\ [])

        


          Send a command to a peripheral device.



      


      
        
          send_command_oob(acu, address, name, params \\ [])

        


          Send a command to a peripheral device that is not yet registered on the ACU.
Intended to be used for maintenance/diagnostic purposes.



      


      
        
          start_link(opts \\ [])

        


          Start the ACU process.



      


      
        
          state(acu)

        


          Get the state of the ACU



      


  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    acu()


      
       
       View Source
     


  


  

      

          @type acu() :: Jeff.acu()


      



  



  
    
      
      Link to this type
    
    address_availability()


      
       
       View Source
     


  


  

      

          @type address_availability() :: :available | :registered | :timeout | :error


      



  



  
    
      
      Link to this type
    
    device_opt()


      
       
       View Source
     


  


  

      

          @type device_opt() :: {:check_scheme, atom()}


      



  



  
    
      
      Link to this type
    
    osdp_address()


      
       
       View Source
     


  


  

      

          @type osdp_address() :: Jeff.osdp_address()


      



  



  
    
      
      Link to this type
    
    start_opt()


      
       
       View Source
     


  


  

      

          @type start_opt() ::
  {:name, atom()}
  | {:serial_port, String.t()}
  | {:controlling_process, Process.dest()}
  | {:transport_opts, Jeff.Transport.opts()}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    add_device(acu, address, opts \\ [])


      
       
       View Source
     


  


  

      

          @spec add_device(acu(), osdp_address(), [device_opt()]) :: Jeff.Device.t()


      


Register a peripheral device on the ACU communication bus.

  



  
    
      
      Link to this function
    
    check_address(acu, address)


      
       
       View Source
     


  


  

      

          @spec check_address(acu(), osdp_address()) :: address_availability()


      


Determine if a device is available to be registered on the bus.

  



  
    
      
      Link to this function
    
    child_spec(init_arg)


      
       
       View Source
     


  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
      Link to this function
    
    remove_device(acu, address)


      
       
       View Source
     


  


  

      

          @spec remove_device(acu(), osdp_address()) :: Jeff.Device.t()


      


Remove a peripheral device from the ACU communication bus.

  



    

  
    
      
      Link to this function
    
    send_command(acu, address, name, params \\ [])


      
       
       View Source
     


  


  

      

          @spec send_command(acu(), osdp_address(), atom(), keyword()) ::
  {:ok, Jeff.Reply.t()} | {:error, :timeout}


      


Send a command to a peripheral device.

  



    

  
    
      
      Link to this function
    
    send_command_oob(acu, address, name, params \\ [])


      
       
       View Source
     


  


  

      

          @spec send_command_oob(acu(), osdp_address(), atom(), keyword()) ::
  {:ok, Jeff.Reply.t()} | {:error, :timeout | :registered}


      


Send a command to a peripheral device that is not yet registered on the ACU.
Intended to be used for maintenance/diagnostic purposes.

  



    

  
    
      
      Link to this function
    
    start_link(opts \\ [])


      
       
       View Source
     


  


  

      

          @spec start_link([start_opt()]) :: GenServer.on_start()


      


Start the ACU process.

  



  
    
      
      Link to this function
    
    state(acu)


      
       
       View Source
     


  


  

      

          @spec state(acu()) :: Jeff.Bus.t()


      


Get the state of the ACU
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Commands are sent from an ACU to a PD
	Code	Name	Description	Data Type
	0x60	POLL	Poll	-
	0x61	ID	ID Report Request	-
	0x62	CAP	PD Capabilities Request	[Capability]
	0x64	LSTAT	Local Status Report Request	-
	0x65	ISTAT	Input Status Report Request	-
	0x66	OSTAT	Output Status Report Request	-
	0x67	RSTAT	Reader Status Report Request	-
	0x68	OUT	Output Control Command	OutputSettings
	0x69	LED	Reader Led Control Command	LedSettings
	0x6A	BUZ	Reader Buzzer Control Command	BuzzerSettings
	0x6B	TEXT	Text Output Command	TextSettings
	0x6E	COMSET	PD Communication Config Command	ComSettings
	0x73	BIOREAD	Scan and Send Biometric Data	Requested Return Format
	0x74	BIOMATCH	Scan and Match Biometric Template	Biometric Template
	0x75	KEYSET	Encryption Key Set Command	EncryptionKey
	0x76	CHLNG	Challenge/Secure Session Init Request	ChallengeData
	0x77	SCRYPT	Server Cryptogram	EncryptionData
	0x7B	ACURXSIZE	Max ACU receive size	Buffer size
	0x7C	FILETRANSFER	Send data file to PD	File contents
	0x80	MFG	Manufacturer Specific Command	Any
	0xA1	XWR	Extended write data	APDU and details
	0xA2	ABORT	Abort PD operation	-
	0xA3	PIVDATA	Get PIV Data	Object details
	0xA4	GENAUTH	Request Authenticate	Request details
	0xA5	CRAUTH	Request Crypto Response	Challenge details
	0xA7	KEEPACTIVE	PD read activation	Time duration


      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


      
        
          code()

        


      


      
        
          name()

        


      


      
        
          t()

        


      


  


  
    
      Functions
    


      
        
          code(name)

        


      


      
        
          name(code)

        


      


      
        
          new(address, name, params \\ [])

        


      


  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    code()


      
       
       View Source
     


  


  

      

          @type code() ::
  167
  | 165
  | 164
  | 163
  | 162
  | 161
  | 128
  | 124
  | 123
  | 119
  | 118
  | 117
  | 116
  | 115
  | 110
  | 107
  | 106
  | 105
  | 104
  | 103
  | 102
  | 101
  | 100
  | 98
  | 97
  | 96


      



  



  
    
      
      Link to this type
    
    name()


      
       
       View Source
     


  


  

      

          @type name() ::
  KEEPACTIVE
  | CRAUTH
  | GENAUTH
  | PIVDATA
  | ABORT
  | XWR
  | MFG
  | FILETRANSFER
  | ACURXSIZE
  | SCRYPT
  | CHLNG
  | KEYSET
  | BIOMATCH
  | BIOREAD
  | COMSET
  | TEXT
  | BUZ
  | LED
  | OUT
  | RSTAT
  | OSTAT
  | ISTAT
  | LSTAT
  | CAP
  | ID
  | POLL


      



  



  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      

          @type t() :: %Jeff.Command{
  address: byte(),
  caller: reference(),
  code: byte(),
  data: binary(),
  name: name(),
  timeout: term()
}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    code(name)


      
       
       View Source
     


  


  

      

          @spec code(name()) :: code()


      



  



  
    
      
      Link to this function
    
    name(code)


      
       
       View Source
     


  


  

      

          @spec name(code()) :: name()


      



  



    

  
    
      
      Link to this function
    
    new(address, name, params \\ [])


      
       
       View Source
     


  


  

      

          @spec new(Jeff.osdp_address(), name(), keyword()) :: t()
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Reader Buzzer Control Command
OSDP v2.2 Specification Reference: 6.11

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


      
        
          count()

        


          The number of times to repeat the ON/OFF cycle. 0 = tone continues until
another tone command is received.



      


      
        
          off_time()

        


          The OFF duration of the sound, in units of 100ms.



      


      
        
          on_time()

        


          The ON duration of the sound, in units of 100ms. Must be nonzero unless the
tone code is 0x01 (off).



      


      
        
          param()

        


      


      
        
          t()

        


      


      
        
          tone_code()

        


          Requested tone state



      


  


  
    
      Functions
    


      
        
          encode(params)

        


      


      
        
          new(params \\ [])
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      Link to this type
    
    count()


      
       
       View Source
     


  


  

      

          @type count() :: 0..255


      


The number of times to repeat the ON/OFF cycle. 0 = tone continues until
another tone command is received.

  



  
    
      
      Link to this type
    
    off_time()


      
       
       View Source
     


  


  

      

          @type off_time() :: 0..255


      


The OFF duration of the sound, in units of 100ms.

  



  
    
      
      Link to this type
    
    on_time()


      
       
       View Source
     


  


  

      

          @type on_time() :: 0..255


      


The ON duration of the sound, in units of 100ms. Must be nonzero unless the
tone code is 0x01 (off).

  



  
    
      
      Link to this type
    
    param()


      
       
       View Source
     


  


  

      

          @type param() ::
  {:reader, integer()}
  | {:tone, tone_code()}
  | {:on_time, on_time()}
  | {:off_time, off_time()}
  | {:count, count()}


      



  



  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      

          @type t() :: %Jeff.Command.BuzzerSettings{
  count: count(),
  off_time: off_time(),
  on_time: on_time(),
  reader: integer(),
  tone: tone_code()
}


      



  



  
    
      
      Link to this type
    
    tone_code()


      
       
       View Source
     


  


  

      

          @type tone_code() :: 0..255


      


Requested tone state
0x00 = no tone (off) – use of this value is deprecated.
0x01 = off
0x02 = default tone
0x03-0xff = Reserved for future use
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      Link to this function
    
    encode(params)


      
       
       View Source
     


  


  

      

          @spec encode([param()]) :: <<_::40>>


      



  



    

  
    
      
      Link to this function
    
    new(params \\ [])


      
       
       View Source
     


  


  

      

          @spec new([param()]) :: t()
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Communication configuration command
OSDP v2.2 Specification Reference: 6.13
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          encode(params)

        


      


      
        
          new(params \\ [])
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      Link to this type
    
    baud()


      
       
       View Source
     


  


  

      

          @type baud() :: 9600


      



  



  
    
      
      Link to this type
    
    param()


      
       
       View Source
     


  


  

      

          @type param() :: {:address, Jeff.osdp_address()} | {:baud, baud()}


      



  



  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      

          @type t() :: %Jeff.Command.ComSettings{address: Jeff.osdp_address(), baud: baud()}
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      Link to this function
    
    encode(params)


      
       
       View Source
     


  


  

      

          @spec encode([param()]) :: <<_::40>>


      



  



    

  
    
      
      Link to this function
    
    new(params \\ [])


      
       
       View Source
     


  


  

      

          @spec new([param()]) :: t()
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Reader LED control command
OSDP v2.2 Specification Reference: 6.10
Temporary Control Code Values
| Code | Description
|------|----------------------------------------------------------------------------------------------------------------------|
| 0x00 | NOP – do not alter this LED's temporary settings. The remaining values of the temporary settings record are ignored. |
| 0x01 | Cancel any temporary operation and display this LED's permanent state immediately.                                   |
| 0x02 | Set the temporary state as given and start timer immediately.                                                        |
Permanent Control Code Values
| Code | Description
|-----------------------------------------------------------------------------------------------------------------------------|
| 0x00 | NOP – do not alter this LED's permanent settings. The remaining values of the temporary settings record are ignored. |
| 0x01 | Set the permanent state as given.                                                                                    |
Color Values
| Value | Description       |
|---------------------------|
| 0     | Black (off/unlit) |
| 1     | Red               |
| 2     | Green             |
| 3     | Amber             |
| 4     | Blue              |
| 5     | Magenta           |
| 6     | Cyan              |
| 7     | White             |
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      Link to this type
    
    param()


      
       
       View Source
     


  


  

      

          @type param() ::
  {:reader, pos_integer()}
  | {:led, pos_integer()}
  | {:temp_mode, 0 | 1 | 2}
  | {:temp_on_time, pos_integer()}
  | {:temp_off_time, pos_integer()}
  | {:temp_on_color, 0..7}
  | {:temp_off_color, 0..7}
  | {:temp_timer, pos_integer()}
  | {:perm_mode, 0 | 1}
  | {:perm_on_time, pos_integer()}
  | {:perm_off_time, pos_integer()}
  | {:perm_on_color, 0..7}
  | {:perm_off_color, 0..7}


      



  



  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      

          @type t() :: %Jeff.Command.LedSettings{
  led: pos_integer(),
  perm_mode: 0 | 1,
  perm_off_color: 0..7,
  perm_off_time: pos_integer(),
  perm_on_color: 0..7,
  perm_on_time: pos_integer(),
  reader: pos_integer(),
  temp_mode: 0 | 1 | 2,
  temp_off_color: 0..7,
  temp_off_time: pos_integer(),
  temp_on_color: 0..7,
  temp_on_time: pos_integer(),
  temp_timer: pos_integer()
}
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      Link to this function
    
    encode(params)
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          @spec encode([param()]) :: <<_::112>>
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          @spec new([param()]) :: t()


      



  


        

      



  

    
Jeff.Command.Mfg 
    



      
Manufacturer-specific command
OSDP v2.2 Specification Reference: 6.19
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          @type param() :: {:vendor_code, Jeff.vendor_code()} | {:data, binary()}
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          @type t() :: %Jeff.Command.Mfg{data: binary(), vendor_code: Jeff.vendor_code()}
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          @spec encode([param()]) :: <<_::24, _::_*8>>


          @spec encode(t()) :: <<_::24, _::_*8>>


      



  



    

  
    
      
      Link to this function
    
    new(params \\ [])
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          @spec new([param()]) :: t()


      



  


        

      



  

    
Jeff.Command.OutputSettings 
    



      
Output control command
OSDP v2.2 Specification Reference: 6.7
Control Code Values
	Code	Description
	0x00	NOP – do not alter this output
	0x01	Set the permanent state to OFF, abort timed operation (if any)
	0x02	Set the permanent state to ON, abort timed operation (if any)
	0x03	Set the permanent state to OFF, allow timed operation to complete
	0x04	Set the permanent state to ON, allow timed operation to complete
	0x05	Set the temporary state to ON, resume permanent state on timeout
	0x06	Set the temporary state to OFF, resume permanent state on timeout
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          @spec encode(output: pos_integer(), code: pos_integer(), timer: pos_integer()) ::
  <<_::32>>


      



  


        

      



  

    
Jeff.Device 
    



      
Peripheral Device configuration and handling
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          Resets communication with a PD by setting the sequence number to 0 and resetting
the secure channel state. Useful when a communication with a PD gets out of sync,
such as when the PD reboots.
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    check_scheme()


      
       
       View Source
     


  


  

      

          @type check_scheme() :: :checksum | :crc
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          @type sequence_number() :: 0..3
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          @type t() :: %Jeff.Device{
  address: Jeff.osdp_address(),
  check_scheme: check_scheme(),
  commands: :queue.queue(term()),
  last_valid_reply: non_neg_integer(),
  secure_channel: term(),
  security?: boolean(),
  sequence: sequence_number()
}
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          @spec inc_sequence(t()) :: t()
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    new(params \\ [])
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          @spec new(keyword()) :: t()
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          @spec next_command(t()) :: {t(), Jeff.Command.t()}


      



  



  
    
      
      Link to this function
    
    online?(map)


      
       
       View Source
     


  


  

      

          @spec online?(t()) :: boolean()
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          @spec receive_valid_reply(t()) :: t()
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          @spec reset(t()) :: t()


      


Resets communication with a PD by setting the sequence number to 0 and resetting
the secure channel state. Useful when a communication with a PD gets out of sync,
such as when the PD reboots.

  



  
    
      
      Link to this function
    
    send_command(device, command)


      
       
       View Source
     


  


  

      

          @spec send_command(t(), Jeff.Command.t()) :: t()
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Event that is triggered when readers receive input from card reads
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          @type t() :: %Jeff.Events.CardRead{
  address: Jeff.osdp_address(),
  data: binary(),
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}
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          @spec from_reply(Jeff.Reply.t()) :: t()
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Event that is triggered when readers receive input to keypads
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          @type t() :: %Jeff.Events.Keypress{
  address: Jeff.osdp_address(),
  count: non_neg_integer(),
  keys: binary(),
  reader: non_neg_integer()
}
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          @spec from_reply(Jeff.Reply.t()) :: t()


      



  


        

      



  

    
Jeff.Framing 
    



      
Implements framing for OSDP packets.
Waits for a driver byte, then start of message byte, then the length bytes.
Continues to accumulate bytes until the message length has been reached.

      





  

    
Jeff.MFG.Encoder protocol
    



      
The Jeff.MFG.Encoder protocol converts an Elixir data structure into an
osdp_MFG command.
Example
defmodule InputDisable do
  defstruct input_number: nil, duration: nil

  defimpl Jeff.MFG.Encoder do
    def vendor_code(_), do: 0xC0FFEE

    def encode(command) do
      <<command.input_number::8, duration::16>>
    end
  end
end

Jeff.send_command(acu, address, %InputDisable{input_number: 1, duration: 5000})
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          Encodes the given command as a binary.
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          Returns the 3-byte vendor code associated with the command.
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          @type t() :: term()
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      Link to this function
    
    encode(command)
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          @spec encode(t()) :: binary()


      


Encodes the given command as a binary.
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          @spec vendor_code(t()) :: Jeff.vendor_code()


      


Returns the 3-byte vendor code associated with the command.

  


        

      



  

    
Jeff.Reply 
    



      
Replies are sent from a PD to an ACU in response to a command
	Name	Code	Description	Data Type
	ACK	0x40	Command accepted, nothing else to report	-
	NAK	0x41	Command not processed	ErrorCode
	PDID	0x45	PD ID Report	IdReport
	PDCAP	0x46	PD Capabilities Report	[Capability]
	LSTATR	0x48	Local Status Report	Report data
	ISTATR	0x49	Input Status Report	Report data
	OSTATR	0x4A	Output Status Report	Report data
	RSTATR	0x4B	Reader Status Report	Report data
	RAW	0x50	Reader Data – Raw bit image of card data	CardData
	FMT	0x51	Reader Data – Formatted character stream	CardData
	KEYPAD	0x53	Keypad Data	KeypadData
	COM	0x54	PD Communications Configuration Report	ComData
	BIOREADR	0x57	Biometric Data	Biometric data
	BIOMATCHR	0x58	Biometric Match Result	Result
	CCRYPT	0x76	Client's ID, Random Number, and Cryptogram	EncryptionClient
	BUSY	0x79	PD is Busy reply	-
	RMAC_I	0x78	Initial R-MAC	Encryption Data
	FTSTAT	0x7A	File transfer status	Status details
	PIVDATAR	0x80	PIV Data Reply	credential data
	GENAUTHR	0x81	Authentication response	response details
	CRAUTHR	0x82	Response to challenge	response details
	MFGSTATR	0x83	MFG specific status	status details
	MFGERRR	0x84	MFG specific error	error details
	MFGREP	0x90	Manufacturer Specific Reply	Any
	XRD	0xB1	Extended Read Response	APDU and details
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    code()
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          @type code() ::
  177
  | 144
  | 132
  | 131
  | 130
  | 129
  | 128
  | 122
  | 121
  | 120
  | 118
  | 88
  | 87
  | 84
  | 83
  | 81
  | 80
  | 75
  | 74
  | 73
  | 72
  | 70
  | 69
  | 65
  | 64


      



  



  
    
      
      Link to this type
    
    name()
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          @type name() ::
  XRD
  | MFGREP
  | MFGERRR
  | MFGSTATR
  | CRAUTHR
  | GENAUTHR
  | PIVDATAR
  | FTSTAT
  | BUSY
  | RMAC_I
  | CCRYPT
  | BIOMATCHR
  | BIOREADR
  | COM
  | KEYPAD
  | FMT
  | RAW
  | RSTATR
  | OSTATR
  | ISTATR
  | LSTATR
  | PDCAP
  | PDID
  | NAK
  | ACK
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          @type t() :: %Jeff.Reply{address: byte(), code: byte(), data: any(), name: atom()}
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          @spec code(name()) :: code()
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          @spec name(code()) :: name()
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          @spec new(Jeff.Message.t()) :: t()


      



  



    

  
    
      
      Link to this function
    
    new(address, code, data \\ nil)
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          @spec new(pos_integer(), name() | code(), binary() | nil) :: t()


      



  


        

      



  

    
Jeff.Reply.Capabilities 
    



      
Peripheral Device Capabilities Report
OSDP v2.2 Specification Reference: 7.5
See OSDP v2.2 Specification Annex B for capability function definitions
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          @type biometrics() ::
  :none | :fingerprint_template_1 | :fingerprint_template_2 | :iris_template_1
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          @type card_data_format() :: :bits | :bcd | :bits_or_bcd
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          @type check_character_support() :: :crc | :checksum
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          @type communication_security() :: %{
  aes128?: boolean(),
  default_aes128_key?: boolean()
}
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    contact_status_monitoring()
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          @type contact_status_monitoring() :: %{
  inputs: non_neg_integer(),
  compliance:
    :unsupervised | :unsupervised_configurable | :supervised | :supervised_eol
}
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          @type osdp_version() :: :unspecified | :"IEC 60839-11-5" | :"SIA OSDP 2.2" | byte()
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          @type output_control() :: %{
  outputs: non_neg_integer(),
  compliance: :direct | :direct_configurable | :timed | :timed_configurable
}
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          @type reader_audible_control() :: :on_off | :timed


      



  



  
    
      
      Link to this type
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          @type reader_led_control() :: %{
  leds_per_reader: non_neg_integer(),
  compliance: :on_off | :timed | :timed_bi_color | :timed_tri_color
}
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          @type reader_text_control() :: %{
  displays_per_reader: non_neg_integer(),
  supported?: boolean(),
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}
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          @type smart_card_support() :: %{
  extended_packet?: boolean(),
  transparent_reader?: boolean()
}


      



  



  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      

          @type t() :: %{
  :functions => [pos_integer()],
  optional(:contact_status_monitoring) => contact_status_monitoring(),
  optional(:output_control) => output_control(),
  optional(:card_data_format) => card_data_format(),
  optional(:reader_led_control) => reader_led_control(),
  optional(:reader_audible_control) => reader_audible_control(),
  optional(:reader_text_control) => reader_text_control(),
  optional(:time_keeping) => boolean(),
  optional(:check_character_support) => check_character_support(),
  optional(:communication_security) => communication_security(),
  optional(:receive_buffer_size) => non_neg_integer(),
  optional(:largest_combined_message_size) => non_neg_integer(),
  optional(:smart_card_support) => smart_card_support(),
  optional(:readers) => non_neg_integer(),
  optional(:biometrics) => biometrics(),
  optional(:secure_pin_entry_support) => boolean(),
  optional(:osdp_version) => osdp_version()
}
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Card Data Report
OSDP v2.2 Specification Reference: 7.10
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  data: binary(),
  format: byte(),
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          @spec decode(<<_::40>>) :: t()
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Communication Configuration Report
OSDP v2.2 Specification Reference: 7.13

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


      
        
          t()

        


      


  


  
    
      Functions
    


      
        
          decode(arg)

        


      


  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      

          @type t() :: %Jeff.Reply.ComData{address: Jeff.osdp_address(), baud: 9600}
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Negative Acknowledge – Error Response
OSDP v2.2 Specification Reference: 7.3
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          @type t() :: %Jeff.Reply.ErrorCode{code: integer(), description: String.t()}
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          @spec decode(<<_::8>>) :: t()
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          @spec new(0..9) :: t()
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Device identification Report
OSDP v2.2 Specification Reference: 7.4
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  firmware: String.t(),
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