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ExFirebaseAuth 🔥
ExFirebaseAuth is a library that handles ID tokens from Firebase, which is useful for using Firebase's auth solution because Firebase does not have an Elixir SDK for auth themselves. ExFirebaseAuth also comes with some testing utilities that mock and generate ID tokens for your integration tests.
More information on how ID tokens work in Firebase Auth
This library
	Keeps track of google's public keys used for signing ID tokens
	Verifies ID tokens
	Veries whether the issuer matches your firebase project

This library does not
	Aim to implement Firebase user admin SDK endpoints

Installation
If available in Hex, the package can be installed
by adding ex_firebase_auth to your list of dependencies in mix.exs:
def deps do
  [
    {:ex_firebase_auth, "~> 0.4.2"}
  ]
end
Usage
Add the Firebase auth issuer name for your project to your config.exs. This is required to make sure only your project's firebase tokens are accepted.
config :ex_firebase_auth, :issuer, "https://securetoken.google.com/project-123abc"
Verifying a token
ExFirebaseAuth.Token.verify_token("Some token string")
iex> {:ok, "userid", %{}}
Documentation can be generated with ExDoc
and published on HexDocs. Once published, the docs can
be found at https://hexdocs.pm/ex_firebase_auth.
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The KeyStore handles fetching public keys from Google's servers to verify public keys with
Warnings
By default ExFirebaseAuth.KeyStore will stop when the initial fetch failed. This behavior can be
changed by the following config key:
config :ex_firebase_auth, :key_store_fail_strategy, :silent
The following values are available
	:stop: Stops server after initial fetch fails.
	:warn: Logs a warning message with Logger. Continues retrying to fetch.
	:silent: Silently retries fetching new public keys, without warning when failing.
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      Functions
    


  
    child_spec(init_arg)

  


    Returns a specification to start this module under a supervisor.






  
    init(_)

  


    Callback implementation for GenServer.init/1.






  
    key_store_fail_strategy()

  


    Returns the configured key_store_fail_strategy






  
    start_link(_)
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      Link to this function
    
    child_spec(init_arg)



  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
      Link to this function
    
    init(_)



  


  

Callback implementation for GenServer.init/1.

  



  
    
      
      Link to this function
    
    key_store_fail_strategy()



  


  

      Specs

      

          key_store_fail_strategy() :: :stop | :warn | :silent


      


Returns the configured key_store_fail_strategy

  
  Examples


iex> ExFirebaseAuth.Token.key_store_fail_strategy()
:stop

  



  
    
      
      Link to this function
    
    start_link(_)
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This module will generate a public-private keypair and store it in ExFirebaseAuth's ETS tables.
You can create ID tokens identical to Firebase's tokens for use in integrating testing your auth
stack.
When enabled, tokens generated from this mock will be accepted by ExFirebaseAuth.Token.verify_token/1
Enabling the mock
In order to prevent non-google tokens from being added to real-world environments, you need to
enable the mock in your app's configuration.
config :ex_firebase_auth, :mock,
  enabled: true # defaults to false
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      Functions
    


  
    generate_and_store_key_pair()

  


    Generates and stores a new key pair in ETS tables. Note: this already gets called on app init,
you probably do not need this.






  
    generate_token(sub, claims \\ %{})

  


    Generates a firebase-like ID token with the mock's private key. Will raise when mock is not enabled.






  
    is_enabled?()

  


    Returns whether mocking is enabled, returns false by default
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      Link to this function
    
    generate_and_store_key_pair()



  


  

      Specs

      

          generate_and_store_key_pair() :: any()


      


Generates and stores a new key pair in ETS tables. Note: this already gets called on app init,
you probably do not need this.

  



    

  
    
      
      Link to this function
    
    generate_token(sub, claims \\ %{})



  


  

      Specs

      

          generate_token(String.t(), map()) :: String.t()


      


Generates a firebase-like ID token with the mock's private key. Will raise when mock is not enabled.

  
  Examples


iex> ExFirebaseAuth.Mock.generate_token("userid", %{"claim" => "value"})
"eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJleHAiOjEzMDA4MTkzODAsImh0dHA6Ly9leGFtcGxlLmNvbS9pc19yb290Ijp0cnVlLCJpc3MiOiJqb2UifQ.shLcxOl_HBBsOTvPnskfIlxHUibPN7Y9T4LhPB-iBwM"

  



  
    
      
      Link to this function
    
    is_enabled?()



  


  

      Specs

      

          is_enabled?() :: boolean()


      


Returns whether mocking is enabled, returns false by default
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      Functions
    


  
    issuer()

  


    Returns the configured issuer






  
    verify_token(token_string)

  


    Verifies a token agains google's public keys. Returns {:ok, userid, claims} if successful. {:error, } otherwise.
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      Link to this function
    
    issuer()



  


  

      Specs

      

          issuer() :: String.t()


      


Returns the configured issuer

  
  Examples


iex> ExFirebaseAuth.Token.issuer()
"https://securetoken.google.com/project-123abc"

  



  
    
      
      Link to this function
    
    verify_token(token_string)



  


  

      Specs

      

          verify_token(String.t()) ::
  {:error, String.t()} | {:ok, String.t(), JOSE.JWT.t()}


      


Verifies a token agains google's public keys. Returns {:ok, userid, claims} if successful. {:error, } otherwise.

  
  Examples


iex> ExFirebaseAuth.Token.verify_token("ey.some.token")
{:ok, "user id", %{}}

iex> ExFirebaseAuth.Token.verify_token("ey.some.token")
{:error, "Invalid JWT header, `kid` missing"}
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