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Boruta OAuth provider core
Boruta is the core of an OAuth provider giving business logic of authentication and authorization.
It is intended to follow RFCs:
	RFC 6749 - The OAuth 2.0 Authorization Framework
	RFC 7662 - OAuth 2.0 Token Introspection
	RFC 7009 - OAuth 2.0 Token Revocation
	RFC 7636 - Proof Key for Code Exchange by OAuth Public Clients

As it, it helps implement a provider for authorization code, implicit, client credentials and resource owner password credentials grants. Then it follows Introspection to check tokens.
Documentation
Documentation can be found here
Live example
A live example can be found here
Setup
	Schemas migration

If you plan to use Boruta builtin clients and tokens contexts, you'll need a migration for its Ecto schemas. This can be done by running:
mix boruta.gen.migration
	Implement ResourceOwners context

In order to have user flows working, You need to implement Boruta.Oauth.ResourceOwners.
Here is an example implementation:
defmodule MyApp.ResourceOwners do
  @behaviour Boruta.Oauth.ResourceOwners

  alias Boruta.Oauth.ResourceOwner
  alias MyApp.Accounts.User
  alias MyApp.Repo

  @impl Boruta.Oauth.ResourceOwners
  def get_by(username: username) do
    with %User{id: id, email: email} <- Repo.get_by(User, email: username) do
      {:ok, %ResourceOwner{sub: id, username: email}}
    else
      _ -> {:error, "User not found."}
    end
  end
  def get_by(sub: sub) do
    with %User{id: id, email: email} = user <- Repo.get_by(User, id: sub) do
      {:ok, %ResourceOwner{sub: id, username: email}}
    else
      _ -> {:error, "User not found."}
    end
  end

  @impl Boruta.Oauth.ResourceOwners
  def check_password(resource_owner, password) do
    User.check_password(user, password)
  end

  @impl Boruta.Oauth.ResourceOwners
  def authorized_scopes(%ResourceOwner{}), do: []
end
	Configuration

Boruta provides several configuration options, to customize them you can add configurations in config.exs as following
config :boruta, Boruta.Oauth,
  repo: MyApp.Repo, # mandatory
  cache_backend: Boruta.Cache,
  contexts: [
    access_tokens: Boruta.Ecto.AccessTokens,
    clients: Boruta.Ecto.Clients,
    codes: Boruta.Ecto.Codes,
    resource_owners: MyApp.ResourceOwners, # mandatory
    scopes: Boruta.Ecto.Scopes
  ],
  max_ttl: [
    authorization_code: 60,
    access_token: 60 * 60 * 24
  ],
  token_generator: Boruta.TokenGenerator
Integration
This implementation follows an hexagonal architecture, dependencies are inverted from Application layer.
In order to expose endpoints of an OAuth server with Boruta, you need implement either the behaviour Boruta.Oauth.Application or the behaviours Boruta.Oauth.AuthorizeApplication, Boruta.Oauth.TokenApplication, Boruta.Oauth.IntrospectApplication and Boruta.Oauth.RevokeApplication to integrate these endpoints separatly. Those behaviours will help you creating callback functions which will be triggered by invoking token/2, authorize/2, introspect/2 and revoke/2 functions from Boruta.Oauth module.
A generator is provided to create phoenix controllers, views and templates needed to implement a basic OAuth server.
mix boruta.gen.controllers
This task will create needed files and give you a guide to finish your setup.
Straightforward testing
You can also create a client and test it
alias Boruta.Ecto
alias Boruta.Oauth.Authorization
alias Boruta.Oauth.{ClientCredentialsRequest, Token}

# create a client
{:ok, %Ecto.Client{id: client_id, secret: client_secret}} = Ecto.Admin.create_client(%{})
# obtain a token
{:ok, %Token{value: value}} = Authorization.token(%ClientCredentialsRequest{client_id: client_id, client_secret: client_secret})
# check token
{:ok, _token} = Authorization.AccessToken.authorize(value: value)
Guides
Some integration guides are provided with code samples.
	Authorization code grant
	Client Credentials grant
	Implicit grant
	Resource Owner Password Credentials grant
	Introspect
	Revoke

Feedback
It is a work in progress, all feedbacks / feature requests / improvements are welcome



  

Client credentials grant
As stated in OAuth 2.0 RFC Client credentials grant is a flow involving servers in order for them to get access tokens.
                    +---------+                                  +---------------+
                    |         |                                  |               |
                    |         |>--(A)- Client Authentication --->| Authorization |
                    | Client  |                                  |     Server    |
                    |         |<--(B)---- Access Token ---------<|               |
                    |         |                                  |               |
                    +---------+                                  +---------------+
(A)  The client authenticates with the authorization server and requests an access token from the token endpoint.
(B)  The authorization server authenticates the client, and if valid, issues an access token.
Copyright (c) 2012 IETF Trust and the persons identified as authors of the code. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, is permitted pursuant to, and subject to the license terms contained in, the Simplified BSD License set forth in Section 4.c of the IETF Trust’s Legal Provisions Relating to IETF Documents (http://trustee.ietf.org/license-info).

Integration
Code example
	lib/my_app_web/views/oauth_view.ex

defmodule MyAppWeb.OauthView do
  use MyAppWeb, :view

  alias Boruta.Oauth.TokenResponse

  def render("token.json", %{
    response: %TokenResponse{
        token_type: token_type,
        access_token: access_token,
        expires_in: expires_in,
        refresh_token: refresh_token
      }
  }) do
    %{
      token_type: token_type,
      access_token: access_token,
      expires_in: expires_in,
      refresh_token: refresh_token
    }
  end

  def render("error.json", %{error: error, error_description: error_description}) do
    %{
      error: error,
      error_description: error_description
    }
  end
end
	lib/my_app_web/controllers/oauth_controller.ex

defmodule MyAppWeb.OauthController do
  @behaviour Boruta.Oauth.Application

  use MyAppWeb, :controller

  alias Boruta.Oauth
  alias Boruta.Oauth.Error
  alias Boruta.Oauth.TokenResponse
  alias MyAppWeb.OauthView

  def token(%Plug.Conn{} = conn, _params) do
    conn |> Oauth.token(__MODULE__)
  end

  @impl Boruta.Oauth.Application
  def token_success(conn, %TokenResponse{} = response) do
    conn
    |> put_view(OauthView)
    |> render("token.json", response: response)
  end

  @impl Boruta.Oauth.Application
  def token_error(conn, %Error{status: status, error: error, error_description: error_description}) do
    conn
    |> put_status(status)
    |> put_view(OauthView)
    |> render("error.json", error: error, error_description: error_description)
  end
end
	lib/my_app_web/router.ex

defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  pipeline :api do
    plug :accepts, ["json"]
  end

  scope "/oauth", MyAppWeb do
    pipe_through :api

    post "/token", OauthController, :token
  end
end



  

Resource Owner Password Credentials grant
As stated in OAuth 2.0 RFC Resource owner password credentials grant is a flow issuing access tokens for a resource owner by providing its credentials.
                    +----------+
                    | Resource |
                    |  Owner   |
                    |          |
                    +----------+
                         v
                         |    Resource Owner
                        (A) Password Credentials
                         |
                         v
                    +---------+                                  +---------------+
                    |         |>--(B)---- Resource Owner ------->|               |
                    |         |         Password Credentials     | Authorization |
                    | Client  |                                  |     Server    |
                    |         |<--(C)---- Access Token ---------<|               |
                    |         |    (w/ Optional Refresh Token)   |               |
                    +---------+                                  +---------------+
(A)  The resource owner provides the client with its username and password.
(B)  The client requests an access token from the authorization server's token endpoint by including the credentials received from the resource owner.  When making the request, the client authenticates with the authorization server.
(C)  The authorization server authenticates the client and validates the resource owner credentials, and if valid, issues an access token.
Copyright (c) 2012 IETF Trust and the persons identified as authors of the code. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, is permitted pursuant to, and subject to the license terms contained in, the Simplified BSD License set forth in Section 4.c of the IETF Trust’s Legal Provisions Relating to IETF Documents (http://trustee.ietf.org/license-info).

Integration
Code example
	lib/my_app_web/views/oauth_view.ex

defmodule MyAppWeb.OauthView do
  use MyAppWeb, :view

  alias Boruta.Oauth.TokenResponse

  def render("token.json", %{
    response: %TokenResponse{
        token_type: token_type,
        access_token: access_token,
        expires_in: expires_in,
        refresh_token: refresh_token
      }
  }) do
    %{
      token_type: token_type,
      access_token: access_token,
      expires_in: expires_in,
      refresh_token: refresh_token
    }
  end

  def render("error.json", %{error: error, error_description: error_description}) do
    %{
      error: error,
      error_description: error_description
    }
  end
end
	lib/my_app_web/controllers/oauth_controller.ex

defmodule MyAppWeb.OauthController do
  @behaviour Boruta.Oauth.Application

  use MyAppWeb, :controller

  alias Boruta.Oauth
  alias Boruta.Oauth.Error
  alias Boruta.Oauth.TokenResponse
  alias MyAppWeb.OauthView

  def token(%Plug.Conn{} = conn, _params) do
    conn |> Oauth.token(__MODULE__)
  end

  @impl Boruta.Oauth.Application
  def token_success(conn, %TokenResponse{} = response) do
    conn
    |> put_view(OauthView)
    |> render("token.json", response: response)
  end

  @impl Boruta.Oauth.Application
  def token_error(conn, %Error{status: status, error: error, error_description: error_description}) do
    conn
    |> put_status(status)
    |> put_view(OauthView)
    |> render("error.json", error: error, error_description: error_description)
  end
end
	lib/my_app_web/router.ex

defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  pipeline :api do
    plug :accepts, ["json"]
  end

  scope "/oauth", MyAppWeb do
    pipe_through :api

    post "/token", OauthController, :token
  end
end



  

Authorization code grant
As stated in OAuth 2.0 RFC Authorization code grant is a secure flow (recommanded) involving user agent and client in order to get access tokens.
                    +----------+
                    | Resource |
                    |   Owner  |
                    |          |
                    +----------+
                         ^
                         |
                        (B)
                    +----|-----+          Client Identifier      +---------------+
                    |         -+----(A)-- & Redirection URI ---->|               |
                    |  User-   |                                 | Authorization |
                    |  Agent  -+----(B)-- User authenticates --->|     Server    |
                    |          |                                 |               |
                    |         -+----(C)-- Authorization Code ---<|               |
                    +-|----|---+                                 +---------------+
                      |    |                                         ^      v
                     (A)  (C)                                        |      |
                      |    |                                         |      |
                      ^    v                                         |      |
                    +---------+                                      |      |
                    |         |>---(D)-- Authorization Code ---------'      |
                    |  Client |          & Redirection URI                  |
                    |         |                                             |
                    |         |<---(E)----- Access Token -------------------'
                    +---------+       (w/ Optional Refresh Token)
(A)  The client initiates the flow by directing the resource owner's user-agent to the authorization endpoint.  The client includes its client identifier, requested scope, local state, and a redirection URI to which the authorization server will send the user-agent back once access is granted (or denied).
(B)  The authorization server authenticates the resource owner (via the user-agent) and establishes whether the resource owner grants or denies the client's access request.
(C)  Assuming the resource owner grants access, the authorization server redirects the user-agent back to the client using the redirection URI provided earlier (in the request or during client registration).  The redirection URI includes an authorization code and any local state provided by the client earlier.
(D)  The client requests an access token from the authorization server's token endpoint by including the authorization code received in the previous step.  When making the request, the client authenticates with the authorization server.  The client includes the redirection URI used to obtain the authorization code for verification.
(E)  The authorization server authenticates the client, validates the authorization code, and ensures that the redirection URI received matches the URI used to redirect the client in step (C).  If valid, the authorization server responds back with an access token and, optionally, a refresh token.
Copyright (c) 2012 IETF Trust and the persons identified as authors of the code. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, is permitted pursuant to, and subject to the license terms contained in, the Simplified BSD License set forth in Section 4.c of the IETF Trust’s Legal Provisions Relating to IETF Documents (http://trustee.ietf.org/license-info).

Integration
Code example
	lib/my_app_web/resource_owners.ex

defmodule MyApp.ResourceOwners do
  @behaviour Boruta.Oauth.ResourceOwners

  alias Boruta.Oauth.ResourceOwner
  alias MyApp.Accounts.User
  alias MyApp.Repo

  @impl Boruta.Oauth.ResourceOwners
  def get_by(username: username) do
    with %User{id: id, email: email} <- Repo.get_by(User, email: username) do
      {:ok, %ResourceOwner{sub: id, username: email}}
    else
      _ -> {:error, "User not found."}
    end
  end

  def get_by(sub: sub) do
    with %User{id: id, email: email} = user <- Repo.get_by(User, id: sub) do
      {:ok, %ResourceOwner{sub: id, username: email}}
    else
      _ -> {:error, "User not found."}
    end
  end

  @impl Boruta.Oauth.ResourceOwners
  def check_password(resource_owner, password) do
    user = get_by(sub: resource_owner.sub)
    User.check_password(user, password)
  end

  @impl Boruta.Oauth.ResourceOwners
  def authorized_scopes(%ResourceOwner{}), do: []
end
	lib/my_app_web/views/oauth_view.ex

defmodule MyAppWeb.OauthView do
  use MyAppWeb, :view

  alias Boruta.Oauth.TokenResponse

  def render("token.json", %{
    response: %TokenResponse{
        token_type: token_type,
        access_token: access_token,
        expires_in: expires_in,
        refresh_token: refresh_token
      }
  }) do
    %{
      token_type: token_type,
      access_token: access_token,
      expires_in: expires_in,
      refresh_token: refresh_token
    }
  end

  def render("error.json", %{error: error, error_description: error_description}) do
    %{
      error: error,
      error_description: error_description
    }
  end
end
	lib/my_app_web/templates/oauth/error.html.eex

<h1><%= @error %> - An error occured while authorizing request, check client OAuth configuration</h1>
<p><%= @error_description %></p>
	lib/my_app_web/controllers/oauth_controller.ex

defmodule MyAppWeb.OauthController do
  @behaviour Boruta.Oauth.Application

  use MyAppWeb, :controller

  alias Boruta.Oauth
  alias Boruta.Oauth.AuthorizeResponse
  alias Boruta.Oauth.Error
  alias Boruta.Oauth.TokenResponse
  alias Boruta.Oauth.ResourceOwner
  alias MyAppWeb.OauthView

  def token(%Plug.Conn{} = conn, _params) do
    conn |> Oauth.token(__MODULE__)
  end

  @impl Boruta.Oauth.Application
  def token_success(conn, %TokenResponse{} = response) do
    conn
    |> put_view(OauthView)
    |> render("token.json", response: response)
  end

  @impl Boruta.Oauth.Application
  def token_error(conn, %Error{status: status, error: error, error_description: error_description}) do
    conn
    |> put_status(status)
    |> put_view(OauthView)
    |> render("error.json", error: error, error_description: error_description)
  end

  def authorize(%Plug.Conn{assigns: %{current_user: current_user}} = conn, _params) when is_nil(current_user) do
    # if no logged user.
    redirect(conn, to: Routes.user_session_path(conn, :new))
  end

  def authorize(%Plug.Conn{query_params: query_params} = conn, _params) do
    current_user = conn.assigns[:current_user]

    conn = store_user_return_to(conn, query_params)

    Oauth.authorize(
      conn,
      %ResourceOwner{sub: current_user.id, username: current_user.email},
      __MODULE__
    )
  end

  @impl Boruta.Oauth.Application
  def authorize_success(
        conn,
        %AuthorizeResponse{
          type: type,
          redirect_uri: redirect_uri,
          value: value,
          expires_in: expires_in,
          state: state
        }
      ) do
    query_string =
      case state do
        nil ->
          URI.encode_query(%{type => value, "expires_in" => expires_in})

        state ->
          URI.encode_query(%{type => value, "expires_in" => expires_in, "state" => state})
      end

    url =
      case type do
        "access_token" -> "#{redirect_uri}##{query_string}"
        "code" -> "#{redirect_uri}?#{query_string}"
      end

    redirect(conn, external: url)
  end

  @impl Boruta.Oauth.Application
  def authorize_error(
        conn,
        %Error{status: :unauthorized, error: :invalid_resource_owner}
      ) do
    # NOTE after signing in the user shall be redirected to `get_session(conn, :user_return_to)`
    redirect(conn, to: Routes.user_session_path(:new))
  end

  def authorize_error(
        conn,
        %Error{
          error: error,
          error_description: error_description,
          format: format,
          redirect_uri: redirect_uri
        }
  ) do

    query_string = URI.encode_query(%{error: error, error_description: error_description})

    case format do
      :query ->
        url = "#{redirect_uri}?#{query_string}"
        redirect(conn, external: url)
      :fragment ->
        url = "#{redirect_uri}##{query_string}"
        redirect(conn, external: url)
      _ ->
        conn
        |> put_status(status)
        |> put_view(OauthView)
        |> render("error.html", error: error, error_description: error_description)
    end
  end

  defp store_user_return_to(conn, params) do
    conn
    |> put_session(
      :user_return_to,
      Routes.oauth_path(conn, :authorize,
        client_id: params["client_id"],
        redirect_uri: params["redirect_uri"],
        response_type: params["response_type"],
        scope: params["scope"],
        state: params["state"]
      )
    )
  end
end
	lib/my_app_web/router.ex

defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  pipeline :browser do
    plug :accepts, ["html"]
    plug :fetch_session
    plug :fetch_flash
    plug :put_secure_browser_headers
  end

  pipeline :api do
    plug :accepts, ["json"]
  end

  scope "/oauth", MyAppWeb do
    pipe_through :api

    post "/token", OauthController, :token
  end

  scope "/oauth", MyAppWeb do
    pipe_through [
      :browser,
      :fetch_current_user # Out of OAuth scope, shall assign current_user to conn
    ]

    get "/authorize", OauthController, :authorize
  end
end
Notes for pkce extension
Prerequisites
There are a few pre-requisites.
Have a way to inject :current_user in the conn, otherwise implement it before continuing, also keep in mind that in most cases the :current_user is the same as the resource owner on OAuth.
On our server, we need to create a client with pkce value as true.
alias Boruta.Ecto.Admin.Clients
{:ok, client} = %{authorization_code_ttl: 60, access_token_ttl: 60 * 60, pkce: true, name: "My Awesome Client App", redirect_uris: ["http://localhost:4000"]} |> Clients.create_client()
We will get the client.id among others fields.
Flow steps
From the client perspective, who is in charge of sending the code_challenge and code_challenge_method among other fields during the request of the code, there is a code_verifier variable which is a key concept to keep in mind because code_challenge depends on it and also depends on code_challenge_method, let's see an example.
In our client, we must have an URL to request the /oauth/authorize endpoint to get the code. To build the URL we should follow a similar approach to the proposed.
client_id = client.id
code_verifier = "a-strong-random-string"
state = "a-random-verifiable-state-on-client"
# When the code challenge method is S256, we must follow the standard code_challenge = BASE64URL-ENCODE(SHA256(ASCII(code_verifier)))
code_challenge_method = "S256"
code_challenge = :crypto.hash(:sha256, code_verifier) |> Base.url_encode64()
# Only if our client does not support sha256 crypto it goes through the plain method. Then code_challenge = code_verifier 
#
# Keep in mind that it must be used only if your architecture does not support Sha256 crypto. otherwise use it.
#
# code_challenge_method = "plain"
# code_challenge = code_verifier

# Then we are ready to build your URL.

url = "http://localhost:4000/oauth/authorize?response_type=code&client_id=#{client_id}&redirect_uri=http://localhost:4000&state=#{state}&code_challenge=#{code_challenge}=&code_challenge_method=#{code_challenge_method}"

"http://localhost:4000/oauth/authorize?response_type=code&client_id=client-id&redirect_uri=http://localhost:4000&state=a-random-verifiable-state-on-client&code_challenge=PdSbV6nNRlruDAqmULREHO_pLwfmNnNGA-HGIjmc6VA==&code_challenge_method=S256"

You can paste the URL in your browser with a logged user and retrieve the code from the response URL.
Having the code the next step is to retrieve a token, in this case, the client must call the oauth/token to get it.
Based on the previous step, a request example could look like this.
curl --location --request POST 'http://localhost:4000/oauth/token' \
--header 'Content-Type: application/x-www-form-urlencoded' \
--data-urlencode 'grant_type=authorization_code' \
--data-urlencode 'client_id=c96951c5c-f7b5-4d03-ac09-657833d113df' \
--data-urlencode 'code=4vlPc010GKutGlCYeT3VZFbyoVewmtNPOo0c5DXvt1iQ9pBd0BkeCutVwHWFNq8vzdTfIPppFGlhuYuOIWtvnU' \
--data-urlencode 'code_verifier=a-strong-random-string' \
--data-urlencode 'redirect_uri=http://localhost:4000' \
--data-urlencode 'state=a-random-verifiable-state-on-client'
It's important to notice that the code_verifier has the value previously generated and is not encrypted. This is because the server knows that you use encrypted method S256,
and it implements the logic to handle it.
And that is all. If your configuration is right, you will get a response like this.
{"access_token":"BHYQabRwti673RVhoMnqXtrvgiEilawgaAj1KosrQV9pGQ4DBENXzhUHeSjZE4K02S8bNtlNL2gU9bzFhKMoQK","expires_in":3600,"refresh_token":"r90e4S9uaqH59xMO809Ws2uzWPtcaMlcF1J7fcaaSruE1AAc30WuykNAL73GGNECtmYezQSf2CzJGgQWPqdM5M","token_type":"bearer"}



  

Implicit grant
As stated in OAuth 2.0 RFC Implicit grant is a flow suitable for javascript applications, ensuring client validity with its provided TLS certificate.
                    +----------+
                    | Resource |
                    |  Owner   |
                    |          |
                    +----------+
                         ^
                         |
                        (B)
                    +----|-----+          Client Identifier     +---------------+
                    |         -+----(A)-- & Redirection URI --->|               |
                    |  User-   |                                | Authorization |
                    |  Agent  -|----(B)-- User authenticates -->|     Server    |
                    |          |                                |               |
                    |          |<---(C)--- Redirection URI ----<|               |
                    |          |          with Access Token     +---------------+
                    |          |            in Fragment
                    |          |                                +---------------+
                    |          |----(D)--- Redirection URI ---->|   Web-Hosted  |
                    |          |          without Fragment      |     Client    |
                    |          |                                |    Resource   |
                    |     (F)  |<---(E)------- Script ---------<|               |
                    |          |                                +---------------+
                    +-|--------+
                      |    |
                     (A)  (G) Access Token
                      |    |
                      ^    v
                    +---------+
                    |         |
                    |  Client |
                    |         |
                    +---------+
(A)  The client initiates the flow by directing the resource owner's user-agent to the authorization endpoint.  The client includes its client identifier, requested scope, local state, and a redirection URI to which the authorization server will send the user-agent back once access is granted (or denied).
(B)  The authorization server authenticates the resource owner (via the user-agent) and establishes whether the resource owner grants or denies the client's access request.
(C)  Assuming the resource owner grants access, the authorization server redirects the user-agent back to the client using the redirection URI provided earlier.  The redirection URI includes the access token in the URI fragment.
(D)  The user-agent follows the redirection instructions by making a request to the web-hosted client resource (which does not include the fragment per [RFC2616]).  The user-agent retains the fragment information locally.
(E)  The web-hosted client resource returns a web page (typically an HTML document with an embedded script) capable of accessing the full redirection URI including the fragment retained by the user-agent, and extracting the access token (and other parameters) contained in the fragment.
(F)  The user-agent executes the script provided by the web-hosted client resource locally, which extracts the access token.
(G)  The user-agent passes the access token to the client.
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Integration
Code example
	lib/my_app_web/resource_owners.ex

defmodule MyApp.ResourceOwners do
  @behaviour Boruta.Oauth.ResourceOwners

  alias Boruta.Oauth.ResourceOwner
  alias MyApp.Accounts.User
  alias MyApp.Repo

  @impl Boruta.Oauth.ResourceOwners
  def get_by(username: username) do
    with %User{id: id, email: email} <- Repo.get_by(User, email: username) do
      {:ok, %ResourceOwner{sub: id, username: email}}
    else
      _ -> {:error, "User not found."}
    end
  end
  def get_by(sub: sub) do
    with %User{id: id, email: email} = user <- Repo.get_by(User, id: sub) do
      {:ok, %ResourceOwner{sub: id, username: email}}
    else
      _ -> {:error, "User not found."}
    end
  end

  @impl Boruta.Oauth.ResourceOwners
  def check_password(resource_owner, password) do
    User.check_password(user, password)
  end

  @impl Boruta.Oauth.ResourceOwners
  def authorized_scopes(%ResourceOwner{}), do: []
end
	lib/my_app_web/views/oauth_view.ex

defmodule MyAppWeb.OauthView do
  use MyAppWeb, :view
end
	lib/my_app_web/templates/oauth/error.html.eex

<h1><%= @error %> - An error occured while authorizing request, check client OAuth configuration</h1>
<p><%= @error_description %></p>
	lib/my_app_web/controllers/oauth_controller.ex

defmodule MyAppWeb.OauthController do
  @behaviour Boruta.Oauth.Application

  use MyAppWeb, :controller

  alias Boruta.Oauth
  alias Boruta.Oauth.Error
  alias MyAppWeb.OauthView

  def authorize(%Plug.Conn{query_params: query_params} = conn, _params) do
    current_user = conn.assigns[:current_user]

    conn = store_user_return_to(conn, query_params)

    Oauth.authorize(
      conn,
      %ResourceOwner{sub: current_user.id, username: current_user.email},
      __MODULE__
    )
  end

  @impl Boruta.Oauth.Application
  def authorize_success(
        conn,
        %AuthorizeResponse{
          type: type,
          redirect_uri: redirect_uri,
          value: value,
          expires_in: expires_in,
          state: state
        }
      ) do
    query_string =
      case state do
        nil ->
          URI.encode_query(%{type => value, "expires_in" => expires_in})

        state ->
          URI.encode_query(%{type => value, "expires_in" => expires_in, "state" => state})
      end

    url =
      case type do
        "access_token" -> "#{redirect_uri}##{query_string}"
        "code" -> "#{redirect_uri}?#{query_string}"
      end

    redirect(conn, external: url)
  end

  @impl Boruta.Oauth.Application
  def authorize_error(
        conn,
        %Error{status: :unauthorized, error: :invalid_resource_owner}
      ) do
    # NOTE after siging in the user shall be redirected to `get_session(conn, :user_return_to)`
    redirect(conn, to: Routes.user_session_path(:new))
  end

  def authorize_error(
        conn,
        %Error{
          error: error,
          error_description: error_description,
          format: format,
          redirect_uri: redirect_uri
        }
  ) do

    query_string = URI.encode_query(%{error: error, error_description: error_description})

    case format do
      :query ->
        url = "#{redirect_uri}?#{query_string}"
        redirect(conn, external: url)
      :fragment ->
        url = "#{redirect_uri}##{query_string}"
        redirect(conn, external: url)
      _ ->
        conn
        |> put_status(status)
        |> put_view(MyAppWeb.OauthView)
        |> render("error.html", error: error, error_description: error_description)
    end
  end

  defp store_user_return_to(conn, params) do
    conn
    |> put_session(
      :user_return_to,
      Routes.oauth_path(conn, :authorize,
        client_id: params["client_id"],
        redirect_uri: params["redirect_uri"],
        response_type: params["response_type"],
        scope: params["scope"],
        state: params["state"]
      )
    )
  end
end
	lib/my_app_web/router.ex

defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  pipeline :browser do
    plug :accepts, ["html"]
    plug :fetch_session
    plug :fetch_flash
    plug :put_secure_browser_headers
  end

  scope "/oauth", MyAppWeb do
    pipe_through [
      :browser,
      :fetch_current_user # Out of OAuth scope, shall assign current_user to conn
    ]

    get "/authorize", OauthController, :authorize
  end
end



  

Introspect tokens
As stated in OAuth 2.0 Token Introspection RFC introspect provides a way to check token validity.
POST /introspect HTTP/1.1
Host: server.example.com
Accept: application/json
Content-Type: application/x-www-form-urlencoded
Authorization: Bearer 23410913-abewfq.123483

token=2YotnFZFEjr1zCsicMWpAA

---

HTTP/1.1 200 OK
Content-Type: application/json

{
 "active": true,
 "client_id": "l238j323ds-23ij4",
 "username": "jdoe",
 "scope": "read write dolphin",
 "sub": "Z5O3upPC88QrAjx00dis",
 "aud": "https://protected.example.net/resource",
 "iss": "https://server.example.com/",
 "exp": 1419356238,
 "iat": 1419350238,
 "extension_field": "twenty-seven"
}
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Integration
Code example
	lib/my_app_web/views/oauth_view.ex

defmodule MyAppWeb.OauthView do
  use MyAppWeb, :view

  alias Boruta.Oauth.IntrospectResponse

  def render("introspect.json", %{response: %IntrospectResponse{active: false}}) do
    %{"active" => false}
  end

  def render("introspect.json", %{response: %IntrospectResponse{
    active: active,
    client_id: client_id,
    username: username,
    scope: scope,
    sub: sub,
    iss: iss,
    exp: exp,
    iat: iat
  }}) do
    %{
      active: true,
      client_id: client_id,
      username: username,
      scope: scope,
      sub: sub,
      iss: iss,
      exp: exp,
      iat: iat
    }
  end


  def render("error.json", %{error: error, error_description: error_description}) do
    %{
      error: error,
      error_description: error_description
    }
  end
end
	lib/my_app_web/controllers/oauth_controller.ex

defmodule MyAppWeb.OauthController do
  @behaviour Boruta.Oauth.Application

  use MyAppWeb, :controller

  alias Boruta.Oauth
  alias Boruta.Oauth.Error
  alias Boruta.Oauth.IntrospectResponse
  alias MyAppWeb.OauthView

  def introspect(%Plug.Conn{} = conn, _params) do
    conn |> Oauth.introspect(__MODULE__)
  end

  @impl Boruta.Oauth.Application
  def introspect_success(conn, %IntrospectResponse{} = response) do
    conn
    |> put_view(OauthView)
    |> render("introspect.json", response: response)
  end

  @impl Boruta.Oauth.Application
  def introspect_error(conn, %Error{
        status: status,
        error: error,
        error_description: error_description
      }) do
    conn
    |> put_status(status)
    |> put_view(OauthView)
    |> render("error.json", error: error, error_description: error_description)
  end
end
	lib/my_app_web/router.ex

defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  pipeline :api do
    plug :accepts, ["json"]
  end

  scope "/oauth", MyAppWeb do
    pipe_through :api

    post "/introspect", OauthController, :introspect
  end
end



  

Revoke tokens
As stated in OAuth 2.0 Token Revocation RFC revocation provides a way to revoke tokens.
POST /revoke HTTP/1.1
Host: server.example.com
Content-Type: application/x-www-form-urlencoded
Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW

token=45ghiukldjahdnhzdauz&token_type_hint=refresh_token

---

HTTP/1.1 200 OK
Copyright (c) 2012 IETF Trust and the persons identified as authors of the code. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, is permitted pursuant to, and subject to the license terms contained in, the Simplified BSD License set forth in Section 4.c of the IETF Trust’s Legal Provisions Relating to IETF Documents (http://trustee.ietf.org/license-info).

Integration
Code example
	lib/my_app_web/views/oauth_view.ex

defmodule MyAppWeb.OauthView do
  use MyAppWeb, :view

  def render("error.json", %{error: error, error_description: error_description}) do
    %{
      error: error,
      error_description: error_description
    }
  end
end
	lib/my_app_web/controllers/oauth_controller.ex

defmodule MyAppWeb.OauthController do
  @behaviour Boruta.Oauth.Application

  use MyAppWeb, :controller

  alias Boruta.Oauth
  alias Boruta.Oauth.Error
  alias MyAppWeb.OauthView

  def revoke(%Plug.Conn{} = conn, _params) do
    conn |> Oauth.revoke(__MODULE__)
  end

  @impl Boruta.Oauth.Application
  def revoke_success(%Plug.Conn{} = conn) do
    send_resp(conn, 200, "")
  end

  @impl Boruta.Oauth.Application
  def revoke_error(conn, %Error{
        status: status,
        error: error,
        error_description: error_description
      }) do
    conn
    |> put_status(status)
    |> put_view(OauthView)
    |> render("error.json", error: error, error_description: error_description)
  end
end
	lib/my_app_web/router.ex

defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  pipeline :api do
    plug :accepts, ["json"]
  end

  scope "/oauth", MyAppWeb do
    pipe_through :api

    post "/revoke", OauthController, :revoke
  end
end
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Boruta is the core of an OAuth provider giving business logic of authentication and authorization.
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Boruta Ecto adapter uses Nebulex in order to cache entities
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    __primary__()

  


    A convenience function for getting the primary storage cache.






  
    join_cluster()

  


    A convenience function for joining the cache to the cluster.






  
    leave_cluster()

  


    A convenience function for removing the cache from the cluster.






  
    nodes()

  


    A convenience function for getting the cluster nodes.
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Boruta.Config
    



      
Utilities to access Boruta configuration ad set defaults.
Configuration can be set as following in config.exs (this configuration is the default)
config :boruta, Boruta.Oauth,
  repo: MyApp.Repo, # mandatory
  cache_backend: Boruta.Cache,
  contexts: [
    access_tokens: Boruta.Ecto.AccessTokens,
    clients: Boruta.Ecto.Clients,
    codes: Boruta.Ecto.Codes,
    resource_owners: MyApp.ResourceOwners, # mandatory
    scopes: Boruta.Ecto.Scopes
  ],
  max_ttl: [
    authorization_code: 60,
    access_token: 60 * 60 * 24
  ],
  token_generator: Boruta.TokenGenerator
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Administration of Boruta resources.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    create_client(attrs)

  


    See Boruta.Ecto.Admin.Clients.create_client/1.






  
    create_scope(attrs)

  


    See Boruta.Ecto.Admin.Scopes.create_scope/1.






  
    delete_client(client)

  


    See Boruta.Ecto.Admin.Clients.delete_client/1.






  
    delete_scope(scope)

  


    See Boruta.Ecto.Admin.Scopes.delete_scope/1.






  
    get_client!(id)

  


    See Boruta.Ecto.Admin.Clients.get_client!/1.
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    See Boruta.Ecto.Admin.Tokens.list_active_tokens/1.
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    See Boruta.Ecto.Admin.Scopes.list_scopes/0.
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    See Boruta.Ecto.Admin.Clients.update_client/2.
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    See Boruta.Ecto.Admin.Scopes.update_scope/2.
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Boruta OAuth entrypoint, handles OAuth requests.
Note : this module follows inverted heaxagonal architecture, its functions will invoke functions of the given argument module as result.
The definition of the callbacks are provided by either Boruta.Oauth.Application or Boruta.Oauth.AuthorizeApplication, Boruta.Oauth.TokenApplication, Boruta.Oauth.IntrospectApplication, and Boruta.Oauth.RevokeApplication,
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      Functions
    


  
    authorize(conn, resource_owner, module)

  


    Process an authorize request and returns a token as stated in RFC 6749 - The OAuth 2.0 Authorization Framework.






  
    introspect(conn, module)

  


    Process a introspect request as stated in RFC 7662 - OAuth 2.0 Token Introspection.






  
    preauthorize(conn, resource_owner, module)

  


    Process an authorize request as stated in RFC 6749 - The OAuth 2.0 Authorization Framework.






  
    revoke(conn, module)

  


    Process a revoke request as stated in RFC 7009 - OAuth 2.0 Token Revocation.






  
    token(conn, module)

  


    Process an token request as stated in RFC 6749 - The OAuth 2.0 Authorization Framework.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    authorize(conn, resource_owner, module)


      
       
       View Source
     


  


  

      Specs

      

          authorize(
  conn :: Plug.Conn.t() | map(),
  resource_owner :: Boruta.Oauth.ResourceOwner.t(),
  module :: atom()
) :: any()


      


Process an authorize request and returns a token as stated in RFC 6749 - The OAuth 2.0 Authorization Framework.
Triggers authorize_success in case of success and authorize_error in case of failure from the given module. Those functions are described in Boruta.Oauth.Application behaviour.
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      Specs

      

          introspect(conn :: Plug.Conn.t() | map(), module :: atom()) :: any()


      


Process a introspect request as stated in RFC 7662 - OAuth 2.0 Token Introspection.
Triggers introspect_success in case of success and introspect_error in case of failure from the given module. Those functions are described in Boruta.Oauth.Application behaviour.
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      Specs

      

          preauthorize(
  conn :: Plug.Conn.t() | map(),
  resource_owner :: Boruta.Oauth.ResourceOwner.t(),
  module :: atom()
) :: any()


      


Process an authorize request as stated in RFC 6749 - The OAuth 2.0 Authorization Framework.
Triggers preauthorize_success in case of success and preauthorize_error in case of failure from the given module. Those functions are described in Boruta.Oauth.Application behaviour.
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          revoke(conn :: Plug.Conn.t() | map(), module :: atom()) :: any()


      


Process a revoke request as stated in RFC 7009 - OAuth 2.0 Token Revocation.
Triggers revoke_success in case of success and revoke_error in case of failure from the given module. Those functions are described in Boruta.Oauth.Application behaviour.
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      Specs

      

          token(conn :: Plug.Conn.t() | map(), module :: atom()) :: any()


      


Process an token request as stated in RFC 6749 - The OAuth 2.0 Authorization Framework.
Triggers token_success in case of success and token_error in case of failure from the given module. Those functions are described in Boruta.Oauth.Application behaviour.
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OAuth application behaviour
Implement this behaviour in the application layer of your OAuth provider. This behaviour gives all callbacks that are triggered invoking Boruta.Oauth module functions. Boruta.Oauth.AuthorizeApplication, Boruta.Oauth.TokenApplication, Boruta.Oauth.IntrospectApplication, and Boruta.Oauth.RevokeApplication are here to implement the different Oauth endpoints separatly.
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      Callbacks
    


  
    authorize_error(conn, oauth_error)

  


    This function will be triggered in case of failure invoking Boruta.Oauth.authorize/3






  
    authorize_success(conn, authorize_response)

  


    This function will be triggered in case of success invoking Boruta.Oauth.authorize/3






  
    introspect_error(conn, oauth_error)

  


    This function will be triggered in case of failure invoking Boruta.Oauth.introspect/2






  
    introspect_success(conn, introspect_response)

  


    This function will be triggered in case of success invoking Boruta.Oauth.introspect/2






  
    preauthorize_error(conn, oauth_error)

  


    This function will be triggered in case of failure invoking Boruta.Oauth.preauthorize/3






  
    preauthorize_success(conn, authorization)

  


    This function will be triggered in case of success invoking Boruta.Oauth.preauthorize/3






  
    revoke_error(conn, oauth_error)

  


    This function will be triggered in case of failure invoking Boruta.Oauth.revoke/2






  
    revoke_success(conn)

  


    This function will be triggered in case of success invoking Boruta.Oauth.revoke/2






  
    token_error(conn, oauth_error)

  


    This function will be triggered in case of failure invoking Boruta.Oauth.token/2






  
    token_success(conn, token_response)

  


    This function will be triggered in case of success invoking Boruta.Oauth.token/2
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      Link to this callback
    
    authorize_error(conn, oauth_error)
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      Specs

      

          authorize_error(conn :: Plug.Conn.t(), oauth_error :: Boruta.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Boruta.Oauth.authorize/3

  



  
    
      
      Link to this callback
    
    authorize_success(conn, authorize_response)
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      Specs

      

          authorize_success(
  conn :: Plug.Conn.t(),
  authorize_response :: Boruta.Oauth.AuthorizeResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Boruta.Oauth.authorize/3
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      Specs

      

          introspect_error(conn :: Plug.Conn.t(), oauth_error :: Boruta.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Boruta.Oauth.introspect/2
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          introspect_success(
  conn :: Plug.Conn.t(),
  introspect_response :: Boruta.Oauth.IntrospectResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Boruta.Oauth.introspect/2
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      Specs

      

          preauthorize_error(conn :: Plug.Conn.t(), oauth_error :: Boruta.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Boruta.Oauth.preauthorize/3

  



  
    
      
      Link to this callback
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      (optional)

  


  

      Specs

      

          preauthorize_success(
  conn :: Plug.Conn.t(),
  authorization :: %Boruta.Oauth.AuthorizationSuccess{
    client: term(),
    code_challenge: term(),
    code_challenge_method: term(),
    redirect_uri: term(),
    scope: term(),
    state: term(),
    sub: term()
  }
) :: any()


      


This function will be triggered in case of success invoking Boruta.Oauth.preauthorize/3
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    revoke_error(conn, oauth_error)
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      Specs

      

          revoke_error(conn :: Plug.Conn.t(), oauth_error :: Boruta.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Boruta.Oauth.revoke/2

  



  
    
      
      Link to this callback
    
    revoke_success(conn)
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      Specs

      

          revoke_success(conn :: Plug.Conn.t()) :: any()


      


This function will be triggered in case of success invoking Boruta.Oauth.revoke/2

  



  
    
      
      Link to this callback
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      Specs

      

          token_error(conn :: Plug.Conn.t(), oauth_error :: Boruta.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Boruta.Oauth.token/2
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    token_success(conn, token_response)
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      Specs

      

          token_success(
  conn :: Plug.Conn.t(),
  token_response :: Boruta.Oauth.TokenResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Boruta.Oauth.token/2

  


        

      



  

    
Boruta.Oauth.AuthorizeApplication behaviour
    



      
OAuth application behaviour - authorize endpoint
Implement this behaviour in the application layer of your OAuth provider. The callbacks are triggered while calling functions from Boruta.Oauth module.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


  
    authorize_error(conn, oauth_error)

  


    This function will be triggered in case of failure invoking Boruta.Oauth.authorize/3






  
    authorize_success(conn, authorize_response)

  


    This function will be triggered in case of success invoking Boruta.Oauth.authorize/3






  
    preauthorize_error(conn, oauth_error)

  


    This function will be triggered in case of failure invoking Boruta.Oauth.preauthorize/3






  
    preauthorize_success(conn, authorization)

  


    This function will be triggered in case of success invoking Boruta.Oauth.preauthorize/3






  


      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    authorize_error(conn, oauth_error)


      
       
       View Source
     


  


  

      Specs

      

          authorize_error(conn :: Plug.Conn.t(), oauth_error :: Boruta.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Boruta.Oauth.authorize/3

  



  
    
      
      Link to this callback
    
    authorize_success(conn, authorize_response)


      
       
       View Source
     


  


  

      Specs

      

          authorize_success(
  conn :: Plug.Conn.t(),
  authorize_response :: Boruta.Oauth.AuthorizeResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Boruta.Oauth.authorize/3

  



  
    
      
      Link to this callback
    
    preauthorize_error(conn, oauth_error)


      
       
       View Source
     


      (optional)

  


  

      Specs

      

          preauthorize_error(conn :: Plug.Conn.t(), oauth_error :: Boruta.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Boruta.Oauth.preauthorize/3

  



  
    
      
      Link to this callback
    
    preauthorize_success(conn, authorization)


      
       
       View Source
     


      (optional)

  


  

      Specs

      

          preauthorize_success(
  conn :: Plug.Conn.t(),
  authorization :: %Boruta.Oauth.AuthorizationSuccess{
    client: term(),
    code_challenge: term(),
    code_challenge_method: term(),
    redirect_uri: term(),
    scope: term(),
    state: term(),
    sub: term()
  }
) :: any()


      


This function will be triggered in case of success invoking Boruta.Oauth.preauthorize/3

  


        

      



  

    
Boruta.Oauth.IntrospectApplication behaviour
    



      
OAuth application behaviour - introspect endpoint
Implement this behaviour in the application layer of your OAuth provider. The callbacks are triggered while calling functions from Boruta.Oauth module.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


  
    introspect_error(conn, oauth_error)

  


    This function will be triggered in case of failure invoking Boruta.Oauth.introspect/2






  
    introspect_success(conn, introspect_response)

  


    This function will be triggered in case of success invoking Boruta.Oauth.introspect/2






  


      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    introspect_error(conn, oauth_error)


      
       
       View Source
     


  


  

      Specs

      

          introspect_error(conn :: Plug.Conn.t(), oauth_error :: Boruta.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Boruta.Oauth.introspect/2

  



  
    
      
      Link to this callback
    
    introspect_success(conn, introspect_response)


      
       
       View Source
     


  


  

      Specs

      

          introspect_success(
  conn :: Plug.Conn.t(),
  introspect_response :: Boruta.Oauth.IntrospectResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Boruta.Oauth.introspect/2

  


        

      



  

    
Boruta.Oauth.RevokeApplication behaviour
    



      
OAuth application behaviour - revoke endpoint
Implement this behaviour in the application layer of your OAuth provider. The callbacks are triggered while calling functions from Boruta.Oauth module.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


  
    revoke_error(conn, oauth_error)

  


    This function will be triggered in case of failure invoking Boruta.Oauth.revoke/2






  
    revoke_success(conn)

  


    This function will be triggered in case of success invoking Boruta.Oauth.revoke/2






  


      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    revoke_error(conn, oauth_error)


      
       
       View Source
     


  


  

      Specs

      

          revoke_error(conn :: Plug.Conn.t(), oauth_error :: Boruta.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Boruta.Oauth.revoke/2

  



  
    
      
      Link to this callback
    
    revoke_success(conn)


      
       
       View Source
     


  


  

      Specs

      

          revoke_success(conn :: Plug.Conn.t()) :: any()


      


This function will be triggered in case of success invoking Boruta.Oauth.revoke/2

  


        

      



  

    
Boruta.Oauth.TokenApplication behaviour
    



      
OAuth application behaviour - token endpoint
Implement this behaviour in the application layer of your OAuth provider. The callbacks are triggered while calling functions from Boruta.Oauth module.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


  
    token_error(conn, oauth_error)

  


    This function will be triggered in case of failure invoking Boruta.Oauth.token/2






  
    token_success(conn, token_response)

  


    This function will be triggered in case of success invoking Boruta.Oauth.token/2






  


      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    token_error(conn, oauth_error)


      
       
       View Source
     


  


  

      Specs

      

          token_error(conn :: Plug.Conn.t(), oauth_error :: Boruta.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Boruta.Oauth.token/2

  



  
    
      
      Link to this callback
    
    token_success(conn, token_response)


      
       
       View Source
     


  


  

      Specs

      

          token_success(
  conn :: Plug.Conn.t(),
  token_response :: Boruta.Oauth.TokenResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Boruta.Oauth.token/2

  


        

      



  

    
Boruta.Oauth.AuthorizeResponse
    



      
Authorize response

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


  
    
      Functions
    


  
    from_token(token)

  





  
    redirect_to_url(response)

  





  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.AuthorizeResponse{
  code_challenge: String.t(),
  code_challenge_method: String.t(),
  expires_in: integer(),
  redirect_uri: String.t(),
  state: String.t(),
  type: String.t(),
  value: String.t()
}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    from_token(token)


      
       
       View Source
     


  


  

      Specs

      

          from_token(token :: Boruta.Oauth.Token.t()) :: t()


      



  



  
    
      
      Link to this function
    
    redirect_to_url(response)


      
       
       View Source
     


  


  

      Specs

      

          redirect_to_url(t()) :: url :: String.t()


      



  


        

      



  

    
Boruta.Oauth.IntrospectResponse
    



      
Introspect response

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


  
    
      Functions
    


  
    from_error(_)

  





  
    from_token(token)

  





  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.IntrospectResponse{
  active: boolean(),
  client_id: String.t(),
  exp: integer(),
  iat: integer(),
  iss: String.t(),
  private_key: String.t(),
  scope: String.t(),
  sub: String.t(),
  username: String.t()
}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    from_error(_)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    from_token(token)


      
       
       View Source
     


  


  


  


        

      



  

    
Boruta.Oauth.TokenResponse
    



      
Token response

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


  
    
      Functions
    


  
    from_token(token)

  





  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.TokenResponse{
  access_token: String.t(),
  expires_in: integer(),
  refresh_token: String.t(),
  token_type: String.t()
}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    from_token(token)


      
       
       View Source
     


  


  

      Specs

      

          from_token(token :: Boruta.Oauth.Token.t()) :: t()


      



  


        

      



  

    
Boruta.Oauth.Authorization protocol
    



      

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


  
    
      Functions
    


  
    preauthorize(request)

  


    Checks if request is valid for token creation for given request, depending of implementation.






  
    token(request)

  


    Creates and returns a token for given request, depending of implementation.






  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: term()


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    preauthorize(request)


      
       
       View Source
     


  


  

      Specs

      

          preauthorize(request :: any()) ::
  {:ok, Boruta.Oauth.AuthorizationSuccess.t()}
  | {:error, Boruta.Oauth.Error.t()}


      


Checks if request is valid for token creation for given request, depending of implementation.

  



  
    
      
      Link to this function
    
    token(request)


      
       
       View Source
     


  


  

      Specs

      

          token(request :: any()) ::
  {:ok, Boruta.Oauth.Token.t()}
  | {:error, reason :: term()}
  | {:error, Boruta.Oauth.Error.t()}


      


Creates and returns a token for given request, depending of implementation.

  


        

      



  

    
Boruta.Oauth.Authorization.AccessToken
    



      
Access token authorization

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    authorize(list)

  


    Authorize the access token corresponding to the given params.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    authorize(list)


      
       
       View Source
     


  


  

      Specs

      

          authorize(params :: [{:value, String.t()}] | [{:refresh_token, String.t()}]) ::
  {:error,
   %Boruta.Oauth.Error{
     error: :invalid_access_token,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     status: :unauthorized
   }}
  | {:ok,
     %Boruta.Oauth.Token{
       client: term(),
       code_challenge: term(),
       code_challenge_hash: term(),
       code_challenge_method: term(),
       expires_at: term(),
       id: term(),
       inserted_at: term(),
       redirect_uri: term(),
       refresh_token: term(),
       resource_owner: term(),
       revoked_at: term(),
       scope: term(),
       state: term(),
       sub: term(),
       type: term(),
       value: term()
     }}


      


Authorize the access token corresponding to the given params.

  
  Examples


iex> authorize(%{value: "value"})
{:ok, %Boruta.Oauth.Token{...}}

  


        

      



  

    
Boruta.Oauth.Authorization.Client
    



      
Client authorization

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    authorize(list)

  


    Authorize the client corresponding to the given params.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    authorize(list)


      
       
       View Source
     


  


  

      Specs

      

          authorize(
  [id: String.t(), secret: String.t()]
  | [id: String.t(), secret: String.t(), grant_type: String.t()]
  | [id: String.t(), redirect_uri: String.t(), grant_type: String.t()]
  | [
      id: String.t(),
      redirect_uri: String.t(),
      grant_type: String.t(),
      code_verifier: String.t()
    ]
) ::
  {:ok, Boruta.Oauth.Client.t()}
  | {:error,
     %Boruta.Oauth.Error{
       error: :invalid_client,
       error_description: String.t(),
       format: nil,
       redirect_uri: nil,
       status: :unauthorized
     }}


      


Authorize the client corresponding to the given params.

  
  Examples


iex> authorize(id: "id", secret: "secret")
{:ok, %Boruta.Oauth.Client{...}}

  


        

      



  

    
Boruta.Oauth.Authorization.Code
    



      
Code authorization

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    authorize(map)

  


    Authorize the code corresponding to the given params.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    authorize(map)


      
       
       View Source
     


  


  

      Specs

      

          authorize(%{
  value: String.t(),
  redirect_uri: String.t(),
  client: Boruta.Oauth.Client.t(),
  code_verifier: String.t()
}) ::
  {:error,
   %Boruta.Oauth.Error{
     error: :invalid_code,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     status: :bad_request
   }}
  | {:ok,
     %Boruta.Oauth.Token{
       client: term(),
       code_challenge: term(),
       code_challenge_hash: term(),
       code_challenge_method: term(),
       expires_at: term(),
       id: term(),
       inserted_at: term(),
       redirect_uri: term(),
       refresh_token: term(),
       resource_owner: term(),
       revoked_at: term(),
       scope: term(),
       state: term(),
       sub: term(),
       type: term(),
       value: term()
     }}


      


Authorize the code corresponding to the given params.

  
  Examples


iex> authorize(value: "value", redirect_uri: "redirect_uri")
{:ok, %Boruta.Oauth.Token{...}}

  


        

      



  

    
Boruta.Oauth.Authorization.ResourceOwner
    



      
Resource owner authorization

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    authorize(arg1)

  


    Authorize the resource owner corresponding to the given params.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    authorize(arg1)


      
       
       View Source
     


  


  

      Specs

      

          authorize(
  [email: String.t(), password: String.t()]
  | [{:resource_owner, Boruta.Oauth.ResourceOwner.t()}]
) ::
  {:error,
   %Boruta.Oauth.Error{
     error: :invalid_resource_owner,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     status: :unauthorized
   }}
  | {:ok, user :: Boruta.Oauth.ResourceOwner.t()}


      


Authorize the resource owner corresponding to the given params.

  
  Examples


iex> authorize(id: "id")
{:ok, %User{...}}

  


        

      



  

    
Boruta.Oauth.Authorization.Scope
    



      
Scope authorization

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    authorize(list)

  


    Authorize the given scope according to the given client.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    authorize(list)


      
       
       View Source
     


  


  

      Specs

      

          authorize(
  params :: [
    scope: String.t(),
    against: %{
      optional(:client) => %Boruta.Oauth.Client{
        access_token_ttl: term(),
        authorization_code_ttl: term(),
        authorize_scope: term(),
        authorized_scopes: term(),
        id: term(),
        name: term(),
        pkce: term(),
        private_key: term(),
        public_key: term(),
        redirect_uris: term(),
        secret: term(),
        supported_grant_types: term()
      },
      optional(:resource_owner) => struct(),
      optional(:token) => %Boruta.Oauth.Token{
        client: term(),
        code_challenge: term(),
        code_challenge_hash: term(),
        code_challenge_method: term(),
        expires_at: term(),
        id: term(),
        inserted_at: term(),
        redirect_uri: term(),
        refresh_token: term(),
        resource_owner: term(),
        revoked_at: term(),
        scope: term(),
        state: term(),
        sub: term(),
        type: term(),
        value: term()
      }
    }
  ]
) :: {:ok, scope :: String.t()} | {:error, Boruta.Oauth.Error.t()}


      


Authorize the given scope according to the given client.

  
  Examples


iex> authorize(%{scope: "scope", client: %Client{...}})
{:ok, "scope"}

  


        

      



  

    
Boruta.Oauth.AuthorizationSuccess
    



      
Struct encapsulating an authorization success

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.AuthorizationSuccess{
  client: Boruta.Oauth.Client.t(),
  code_challenge: String.t(),
  code_challenge_method: String.t(),
  redirect_uri: String.t(),
  scope: String.t(),
  state: String.t(),
  sub: String.t()
}


      



  


        

      



  

    
Boruta.Oauth.Introspect
    



      
OAuth Introspect

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    token(introspect_request)

  


    Returns corresponding token for the given Boruta.Oauth.IntrospectRequest






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    token(introspect_request)


      
       
       View Source
     


  


  

      Specs

      

          token(
  request :: %Boruta.Oauth.IntrospectRequest{
    client_id: String.t(),
    client_secret: String.t(),
    token: String.t()
  }
) ::
  {:ok, token :: Boruta.Oauth.Token.t()}
  | {:error, error :: Boruta.Oauth.Error.t()}


      


Returns corresponding token for the given Boruta.Oauth.IntrospectRequest
Note : Invalid tokens returns an error {:error, %Error{error: :invalid_access_token, ...}}. That must be rescued to return %{"active" => false} in application implementation.

  
  Examples


iex> token(%IntrospectRequest{
  client_id: "client_id",
  client_secret: "client_secret",
  token: "token"
})
{:ok, %Token{...}}

  


        

      



  

    
Boruta.Oauth.Revoke
    



      
OAuth Revoke

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    token(revoke_request)

  


    Revokes token according to the given Boruta.Oauth.RevokeRequest






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    token(revoke_request)


      
       
       View Source
     


  


  

      Specs

      

          token(
  request :: %Boruta.Oauth.RevokeRequest{
    client_id: String.t(),
    client_secret: String.t(),
    token: String.t(),
    token_type_hint: term()
  }
) ::
  :ok
  | {:error, error :: Boruta.Oauth.Error.t()}
  | {:error, error :: String.t()}


      


Revokes token according to the given Boruta.Oauth.RevokeRequest

  
  Examples


iex> token(%RevokeRequest{
  client_id: "client_id",
  client_secret: "client_secret",
  token: "token"
})
:ok

  


        

      



  

    
Boruta.Oauth.AccessTokens behaviour
    



      
Access token context

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


  
    create(params, options)

  


    Persists a token with the given params.






  
    get_by(arg1)

  


    Returns a Boruta.Oauth.Token either by value or refresh_token.






  
    revoke(token)

  


    Revokes the given Boruta.Oauth.Token.






  


      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    create(params, options)


      
       
       View Source
     


  


  

      Specs

      

          create(
  params :: %{
    :client => Boruta.Oauth.Client.t(),
    :sub => String.t(),
    optional(:redirect_uri) => String.t(),
    :scope => String.t(),
    optional(:state) => String.t()
  },
  options :: [{:refresh_token, boolean()}]
) :: token :: Boruta.Oauth.Token.t() | {:error, reason :: term()}


      


Persists a token with the given params.

  



  
    
      
      Link to this callback
    
    get_by(arg1)


      
       
       View Source
     


  


  

      Specs

      

          get_by([{:value, String.t()}] | [{:refresh_token, String.t()}]) ::
  token :: Boruta.Oauth.Token.t() | nil


      


Returns a Boruta.Oauth.Token either by value or refresh_token.

  



  
    
      
      Link to this callback
    
    revoke(token)


      
       
       View Source
     


  


  

      Specs

      

          revoke(token :: Boruta.Oauth.Token.t()) ::
  {:ok, Boruta.Oauth.Token.t()} | {:error, reason :: term()}


      


Revokes the given Boruta.Oauth.Token.

  


        

      



  

    
Boruta.Oauth.Clients behaviour
    



      
Client context

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


  
    authorized_scopes(client)

  


    Returns client authorized scopes. The scopes will be granted for every requests to the given client.






  
    get_by(arg1)

  


    Returns a Boruta.Oauth.Client by either id and secret ou by id and redirect_uri.






  


      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    authorized_scopes(client)


      
       
       View Source
     


  


  

      Specs

      

          authorized_scopes(client :: Boruta.Oauth.Client.t()) :: [Boruta.Oauth.Scope.t()]


      


Returns client authorized scopes. The scopes will be granted for every requests to the given client.

  



  
    
      
      Link to this callback
    
    get_by(arg1)


      
       
       View Source
     


  


  

      Specs

      

          get_by(
  [id: id :: String.t(), secret: String.t()]
  | [id: id :: String.t(), redirect_uri: String.t()]
) :: client :: Boruta.Oauth.Client.t() | nil


      


Returns a Boruta.Oauth.Client by either id and secret ou by id and redirect_uri.

  


        

      



  

    
Boruta.Oauth.Codes behaviour
    



      
Code context

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


  
    create(params)

  


    Persists a token according to given params.






  
    get_by(params)

  


    Returns a Boruta.Oauth.Token by value and redirect_uri.






  


      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    create(params)


      
       
       View Source
     


  


  

      Specs

      

          create(
  params :: %{
    client: Boruta.Oauth.Client.t(),
    sub: String.t(),
    redirect_uri: String.t(),
    scope: String.t(),
    state: String.t(),
    code_challenge: String.t(),
    code_challenge_method: String.t()
  }
) :: code :: Boruta.Oauth.Token.t() | {:error, reason :: term()}


      


Persists a token according to given params.

  



  
    
      
      Link to this callback
    
    get_by(params)


      
       
       View Source
     


  


  

      Specs

      

          get_by(params :: [value: String.t(), redirect_uri: String.t()]) ::
  token :: Boruta.Oauth.Token | nil


      


Returns a Boruta.Oauth.Token by value and redirect_uri.

  


        

      



  

    
Boruta.Oauth.ResourceOwners behaviour
    



      
Resource owner context

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


  
    authorized_scopes(resource_owner)

  


    Returns a list of authorized scopes for a given resource owner. These scopes will be granted is requested for the user.






  
    check_password(resource_owner, password)

  


    Determines if given password is correct.






  
    get_by(arg1)

  


    Returns a resource owner by (username, password) or (id). Returns nil for non matching results.






  


      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    authorized_scopes(resource_owner)


      
       
       View Source
     


  


  

      Specs

      

          authorized_scopes(resource_owner :: Boruta.Oauth.ResourceOwner.t()) :: [
  Boruta.Oauth.Scope.t()
]


      


Returns a list of authorized scopes for a given resource owner. These scopes will be granted is requested for the user.

  



  
    
      
      Link to this callback
    
    check_password(resource_owner, password)


      
       
       View Source
     


  


  

      Specs

      

          check_password(
  resource_owner :: Boruta.Oauth.ResourceOwner.t(),
  password :: String.t()
) :: :ok | {:error, String.t()}


      


Determines if given password is correct.

  



  
    
      
      Link to this callback
    
    get_by(arg1)


      
       
       View Source
     


  


  

      Specs

      

          get_by([{:username, String.t()}] | [{:sub, String.t()}]) ::
  {:ok, resource_owner :: Boruta.Oauth.ResourceOwner.t()} | {:error, String.t()}


      


Returns a resource owner by (username, password) or (id). Returns nil for non matching results.

  


        

      



  

    
Boruta.Oauth.Scopes behaviour
    



      
Scope context

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


  
    public()

  





  


      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    public()


      
       
       View Source
     


  


  

      Specs

      

          public() :: [Boruta.Oauth.Scope.t()]


      



  


        

      



  

    
Boruta.Oauth.Client
    



      
OAuth client schema

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.Client{
  access_token_ttl: integer(),
  authorization_code_ttl: integer(),
  authorize_scope: boolean(),
  authorized_scopes: [Boruta.Oauth.Scope.t()],
  id: any(),
  name: String.t(),
  pkce: boolean(),
  private_key: String.t(),
  public_key: String.t(),
  redirect_uris: [String.t()],
  secret: String.t(),
  supported_grant_types: [String.t()]
}


      



  


        

      



  

    
Boruta.Oauth.ResourceOwner
    



      
Oauth resource owner

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.ResourceOwner{sub: String.t(), username: String.t() | nil}


      



  


        

      



  

    
Boruta.Oauth.Scope
    



      
Schema defining an independent OAuth scope

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


  
    
      Functions
    


  
    split(scope)

  


    Splits an OAuth scope string into individual scopes as string






  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.Scope{
  id: any(),
  label: String.t(),
  name: String.t(),
  public: boolean()
}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    split(scope)


      
       
       View Source
     


  


  

      Specs

      

          split(oauth_scope :: String.t() | nil) :: [String.t()]


      


Splits an OAuth scope string into individual scopes as string

  
  Examples


iex> scope("a:scope another:scope")
["a:scope", "another:scope"]

  


        

      



  

    
Boruta.Oauth.Token
    



      
Token schema. Representing both access tokens and codes.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


  
    
      Functions
    


  
    ensure_valid(token)

  


    Determines if a token is valid, neither expired nor revoked.






  
    expired?(token, now \\ :os.system_time(:seconds))

  


    Determines if a token is expired






  
    hash(string)

  


    Returns an hexadecimal SHA512 hash of given string






  
    revoked?(token)

  


    Determines if a token is revoked.






  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.Token{
  client: Boruta.Oauth.Client.t(),
  code_challenge: String.t(),
  code_challenge_hash: String.t(),
  code_challenge_method: String.t(),
  expires_at: integer(),
  id: term(),
  inserted_at: DateTime.t(),
  redirect_uri: String.t(),
  refresh_token: String.t(),
  resource_owner: Boruta.Oauth.ResourceOwner.t() | nil,
  revoked_at: DateTime.t(),
  scope: String.t(),
  state: String.t(),
  sub: String.t(),
  type: String.t(),
  value: String.t()
}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    ensure_valid(token)


      
       
       View Source
     


  


  

      Specs

      

          ensure_valid(token :: t()) :: :ok | {:error, String.t()}


      


Determines if a token is valid, neither expired nor revoked.

  
  Examples


iex> ensure_valid(%Boruta.Oauth.Token{revoked_at: nil})
:ok

iex> ensure_valid(%Boruta.Oauth.Token{})
{:error, "Token revoked."}

  



    

  
    
      
      Link to this function
    
    expired?(token, now \\ :os.system_time(:seconds))


      
       
       View Source
     


  


  

      Specs

      

          expired?(
  %Boruta.Oauth.Token{
    client: term(),
    code_challenge: term(),
    code_challenge_hash: term(),
    code_challenge_method: term(),
    expires_at: integer(),
    id: term(),
    inserted_at: term(),
    redirect_uri: term(),
    refresh_token: term(),
    resource_owner: term(),
    revoked_at: term(),
    scope: term(),
    state: term(),
    sub: term(),
    type: term(),
    value: term()
  },
  now :: integer()
) :: :ok | boolean()


      


Determines if a token is expired

  
  Examples


iex> expired?(%Boruta.Oauth.Token{expires_at: 1628260754})
false

iex> expired?(%Boruta.Oauth.Token{expires_at: 0}) # 1st january 1970
true

  



  
    
      
      Link to this function
    
    hash(string)


      
       
       View Source
     


  


  

      Specs

      

          hash(string :: String.t()) :: hashed_string :: String.t()


      


Returns an hexadecimal SHA512 hash of given string

  
  Examples


iex> hash("foo")
"F7FBBA6E0636F890E56FBBF3283E524C6FA3204AE298382D624741D0DC6638326E282C41BE5E4254D8820772C5518A2C5A8C0C7F7EDA19594A7EB539453E1ED7"

  



  
    
      
      Link to this function
    
    revoked?(token)


      
       
       View Source
     


  


  

      Specs

      

          revoked?(token :: t()) :: boolean()


      


Determines if a token is revoked.

  
  Examples


iex> revoked?(%Boruta.Oauth.Token{revoked_at: nil})
:ok

iex> revoked?(%Boruta.Oauth.Token{})
false

  


        

      



  

    
Boruta.Oauth.AuthorizationCodeRequest
    



      
Authorization code request

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  


    Type representing an authorization code request as stated in OAuth 2.0 RFC.






  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.AuthorizationCodeRequest{
  client_id: String.t(),
  code: String.t(),
  code_verifier: String.t(),
  grant_type: String.t(),
  redirect_uri: String.t()
}


      


Type representing an authorization code request as stated in OAuth 2.0 RFC.

  


        

      



  

    
Boruta.Oauth.ClientCredentialsRequest
    



      
Client credentials request

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  


    Type representing a client credentials request as stated in OAuth 2.0 RFC.






  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.ClientCredentialsRequest{
  client_id: String.t(),
  client_secret: String.t(),
  grant_type: String.t(),
  scope: String.t()
}


      


Type representing a client credentials request as stated in OAuth 2.0 RFC.

  


        

      



  

    
Boruta.Oauth.CodeRequest
    



      
Code request

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  


    Type representing a code request as stated in OAuth 2.0 RFC.






  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.CodeRequest{
  client_id: String.t(),
  code_challenge: String.t(),
  code_challenge_method: String.t(),
  grant_type: String.t(),
  redirect_uri: String.t(),
  resource_owner: struct(),
  response_type: term(),
  scope: String.t(),
  state: String.t()
}


      


Type representing a code request as stated in OAuth 2.0 RFC.
Note : resource_owner is an addition that must be provided by the application layer.

  


        

      



  

    
Boruta.Oauth.IntrospectRequest
    



      
Introspect request

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  


    Type representing an introspect request as stated in Introspect RFC.






  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.IntrospectRequest{
  client_id: String.t(),
  client_secret: String.t(),
  token: String.t()
}


      


Type representing an introspect request as stated in Introspect RFC.

  


        

      



  

    
Boruta.Oauth.PasswordRequest
    



      
Resource owner password credentials request

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  


    Type representing a resource owner password credentials request as stated in OAuth 2.0 RFC.






  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.PasswordRequest{
  client_id: String.t(),
  client_secret: String.t(),
  grant_type: String.t(),
  password: String.t(),
  scope: String.t(),
  username: String.t()
}


      


Type representing a resource owner password credentials request as stated in OAuth 2.0 RFC.

  


        

      



  

    
Boruta.Oauth.RefreshTokenRequest
    



      
Refresh token request

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  


    Type representing a refresh token request as stated in OAuth 2.0 RFC.






  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.RefreshTokenRequest{
  client_id: String.t(),
  client_secret: String.t(),
  grant_type: String.t(),
  refresh_token: String.t(),
  scope: String.t()
}


      


Type representing a refresh token request as stated in OAuth 2.0 RFC.

  


        

      



  

    
Boruta.Oauth.Request
    



      
Build an oauth request struct from given input.
Note : Input must have the shape or be a %Plug.Conn{} request.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    authorize_request(conn, resource_owner)

  


    Create request struct from an OAuth authorize request.






  
    introspect_request(conn)

  


    Create request struct from an OAuth introspect request.






  
    revoke_request(conn)

  


    Create request struct from an OAuth revoke request.






  
    token_request(conn)

  


    Create request struct from an OAuth token request.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    authorize_request(conn, resource_owner)


      
       
       View Source
     


  


  

      Specs

      

          authorize_request(
  conn :: Plug.Conn.t() | %{body_params: map()},
  resource_owner :: struct()
) ::
  {:error,
   %Boruta.Oauth.Error{
     error: :invalid_request,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     status: :bad_request
   }}
  | {:ok,
     oauth_request ::
       %Boruta.Oauth.CodeRequest{
         client_id: term(),
         code_challenge: term(),
         code_challenge_method: term(),
         grant_type: term(),
         redirect_uri: term(),
         resource_owner: term(),
         response_type: term(),
         scope: term(),
         state: term()
       }
       | %Boruta.Oauth.TokenRequest{
           client_id: term(),
           grant_type: term(),
           redirect_uri: term(),
           resource_owner: term(),
           scope: term(),
           state: term()
         }}


      


Create request struct from an OAuth authorize request.
Note : resource owner must be provided as current_user assigns.

  
  Examples


iex>authorize_request(
  %{
    query_params: %{
      "response_type" => "token",
      "client_id" => "client_id",
      "redirect_uri" => "redirect_uri"
    },
  },
  %User{...}
)
{:ok, %TokenRequest{...}}

  



  
    
      
      Link to this function
    
    introspect_request(conn)


      
       
       View Source
     


  


  

      Specs

      

          introspect_request(
  conn ::
    Plug.Conn.t() | %{optional(:req_headers) => list(), :body_params => map()}
) ::
  {:error,
   %Boruta.Oauth.Error{
     error: :invalid_request,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     status: :bad_request
   }}
  | {:ok,
     request :: %Boruta.Oauth.IntrospectRequest{
       client_id: term(),
       client_secret: term(),
       token: term()
     }}


      


Create request struct from an OAuth introspect request.

  
  Examples


iex>introspect_request(%{
  body_params: %{
    "token" => "token",
    "client_id" => "client_id",
    "client_secret" => "client_secret",
  }
})
{:ok, %IntrospectRequest{...}}

  



  
    
      
      Link to this function
    
    revoke_request(conn)


      
       
       View Source
     


  


  

      Specs

      

          revoke_request(
  conn ::
    Plug.Conn.t() | %{optional(:req_headers) => list(), :body_params => map()}
) ::
  {:error,
   %Boruta.Oauth.Error{
     error: :invalid_request,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     status: :bad_request
   }}
  | {:ok,
     request :: %Boruta.Oauth.RevokeRequest{
       client_id: term(),
       client_secret: term(),
       token: term(),
       token_type_hint: term()
     }}


      


Create request struct from an OAuth revoke request.

  
  Examples


iex>revoke_request(%{
  body_params: %{
    "token" => "token",
    "client_id" => "client_id",
    "client_secret" => "client_secret",
  }
})
{:ok, %RevokeRequest{...}}

  



  
    
      
      Link to this function
    
    token_request(conn)


      
       
       View Source
     


  


  

      Specs

      

          token_request(
  conn ::
    Plug.Conn.t() | %{optional(:req_headers) => list(), :body_params => map()}
) ::
  {:error,
   %Boruta.Oauth.Error{
     error: :invalid_request,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     status: :bad_request
   }}
  | {:ok,
     oauth_request ::
       %Boruta.Oauth.AuthorizationCodeRequest{
         client_id: term(),
         code: term(),
         code_verifier: term(),
         grant_type: term(),
         redirect_uri: term()
       }
       | %Boruta.Oauth.ClientCredentialsRequest{
           client_id: term(),
           client_secret: term(),
           grant_type: term(),
           scope: term()
         }
       | %Boruta.Oauth.AuthorizationCodeRequest{
           client_id: term(),
           code: term(),
           code_verifier: term(),
           grant_type: term(),
           redirect_uri: term()
         }
       | %Boruta.Oauth.TokenRequest{
           client_id: term(),
           grant_type: term(),
           redirect_uri: term(),
           resource_owner: term(),
           scope: term(),
           state: term()
         }
       | %Boruta.Oauth.PasswordRequest{
           client_id: term(),
           client_secret: term(),
           grant_type: term(),
           password: term(),
           scope: term(),
           username: term()
         }}


      


Create request struct from an OAuth token request.

  
  Examples


iex>token_request(%{
  body_params: %{
    "grant_type" => "client_credentials",
    "client_id" => "client_id",
    "client_secret" => "client_secret"
  }
})
{:ok, %ClientCredentialsRequest{...}}

  


        

      



  

    
Boruta.Oauth.RevokeRequest
    



      
Revoke request

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  


    Type representing an revoke request as stated in OAuth 2.0 Token revocation RFC.






  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.RevokeRequest{
  client_id: String.t(),
  client_secret: term(),
  token: String.t(),
  token_type_hint: String.t()
}


      


Type representing an revoke request as stated in OAuth 2.0 Token revocation RFC.

  


        

      



  

    
Boruta.Oauth.TokenRequest
    



      
Implicit request

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  


    Type representing an implicit request as stated in OAuth 2.0 RFC.






  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.TokenRequest{
  client_id: String.t(),
  grant_type: String.t(),
  redirect_uri: String.t(),
  resource_owner: struct(),
  scope: String.t(),
  state: String.t()
}


      


Type representing an implicit request as stated in OAuth 2.0 RFC.
Note : resource_owner is an addition that must be provided by the application layer.

  


        

      



  

    
Boruta.AccessTokensAdapter
    



      
Encapsulate injected access_tokens adapter in context configuration.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    create(params, opts)

  


    Callback implementation for Boruta.Oauth.AccessTokens.create/2.






  
    get_by(params)

  


    Callback implementation for Boruta.Oauth.AccessTokens.get_by/1.






  
    revoke(token)

  


    Callback implementation for Boruta.Oauth.AccessTokens.revoke/1.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    create(params, opts)


      
       
       View Source
     


  


  

Callback implementation for Boruta.Oauth.AccessTokens.create/2.

  



  
    
      
      Link to this function
    
    get_by(params)


      
       
       View Source
     


  


  

Callback implementation for Boruta.Oauth.AccessTokens.get_by/1.

  



  
    
      
      Link to this function
    
    revoke(token)


      
       
       View Source
     


  


  

Callback implementation for Boruta.Oauth.AccessTokens.revoke/1.

  


        

      



  

    
Boruta.ClientsAdapter
    



      
Encapsulate injected clients adapter in context configuration.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    authorized_scopes(params)

  


    Callback implementation for Boruta.Oauth.Clients.authorized_scopes/1.






  
    get_by(params)

  


    Callback implementation for Boruta.Oauth.Clients.get_by/1.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    authorized_scopes(params)


      
       
       View Source
     


  


  

Callback implementation for Boruta.Oauth.Clients.authorized_scopes/1.

  



  
    
      
      Link to this function
    
    get_by(params)


      
       
       View Source
     


  


  

Callback implementation for Boruta.Oauth.Clients.get_by/1.

  


        

      



  

    
Boruta.CodesAdapter
    



      
Encapsulate injected codes adapter in context configuration.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    create(params)

  


    Callback implementation for Boruta.Oauth.Codes.create/1.






  
    get_by(params)

  


    Callback implementation for Boruta.Oauth.Codes.get_by/1.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    create(params)


      
       
       View Source
     


  


  

Callback implementation for Boruta.Oauth.Codes.create/1.

  



  
    
      
      Link to this function
    
    get_by(params)


      
       
       View Source
     


  


  

Callback implementation for Boruta.Oauth.Codes.get_by/1.

  


        

      



  

    
Boruta.ScopesAdapter
    



      
Encapsulate injected scopes adapter in context configuration.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    public()

  


    Callback implementation for Boruta.Oauth.Scopes.public/0.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    public()


      
       
       View Source
     


  


  

Callback implementation for Boruta.Oauth.Scopes.public/0.

  


        

      



  

    
Boruta.Ecto.Client
    



      
Ecto Adapter Client Schema

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


  
    
      Functions
    


  
    create_changeset(client, attrs)

  





  
    update_changeset(client, attrs)

  





  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Ecto.Client{
  __meta__: term(),
  access_token_ttl: integer(),
  authorization_code_ttl: integer(),
  authorize_scope: boolean(),
  authorized_scopes: Ecto.Association.NotLoaded.t() | [Boruta.Ecto.Scope.t()],
  id: term(),
  inserted_at: term(),
  name: term(),
  pkce: boolean(),
  private_key: [String.t()],
  public_key: [String.t()],
  redirect_uris: [String.t()],
  secret: String.t(),
  supported_grant_types: [String.t()],
  updated_at: term()
}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    create_changeset(client, attrs)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    update_changeset(client, attrs)


      
       
       View Source
     


  


  


  


        

      



  

    
Boruta.Ecto.Scope
    



      
Ecto Adapter Scope Schema

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


  
    
      Functions
    


  
    assoc_changeset(scope, attrs)

  





  
    changeset(scope, attrs)

  





  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Ecto.Scope{
  __meta__: term(),
  id: term(),
  inserted_at: term(),
  label: term(),
  name: String.t(),
  public: boolean(),
  updated_at: term()
}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    assoc_changeset(scope, attrs)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    changeset(scope, attrs)


      
       
       View Source
     


  


  


  


        

      



  

    
Boruta.Ecto.Token
    



      
Ecto Adapter Token Schema

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


  
    
      Functions
    


  
    changeset(token, attrs)

  





  
    changeset_with_refresh_token(token, attrs)

  





  
    code_changeset(token, attrs)

  





  
    pkce_code_changeset(token, attrs)

  





  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Ecto.Token{
  __meta__: term(),
  access_token_ttl: term(),
  authorization_code_ttl: term(),
  client: Boruta.Ecto.Client.t(),
  client_id: term(),
  code_challenge: term(),
  code_challenge_hash: term(),
  code_challenge_method: term(),
  expires_at: integer(),
  id: term(),
  inserted_at: term(),
  redirect_uri: String.t(),
  refresh_token: term(),
  revoked_at: DateTime.t(),
  scope: String.t(),
  state: String.t(),
  sub: String.t(),
  type: String.t(),
  updated_at: term(),
  value: String.t()
}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    changeset(token, attrs)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    changeset_with_refresh_token(token, attrs)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    code_changeset(token, attrs)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    pkce_code_changeset(token, attrs)


      
       
       View Source
     


  


  


  


        

      



  

    
Boruta.Ecto.Admin.Clients
    



      
Boruta.Ecto.Client resource administration.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    create_client(attrs \\ %{})

  


    Creates a client.






  
    delete_client(client)

  


    Deletes a Client.






  
    get_client!(id)

  


    Gets a single client.






  
    list_clients()

  


    Returns the list of clients.






  
    update_client(client, attrs)

  


    Updates a client.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    create_client(attrs \\ %{})


      
       
       View Source
     


  


  

Creates a client.

  
  Examples


iex> create_client(%{field: value})
{:ok, %Client{}}

iex> create_client(%{field: bad_value})
{:error, %Ecto.Changeset{}}

  



  
    
      
      Link to this function
    
    delete_client(client)


      
       
       View Source
     


  


  

Deletes a Client.

  
  Examples


iex> delete_client(client)
{:ok, %Client{}}

iex> delete_client(client)
{:error, %Ecto.Changeset{}}

  



  
    
      
      Link to this function
    
    get_client!(id)


      
       
       View Source
     


  


  

Gets a single client.
Raises Ecto.NoResultsError if the Client does not exist.

  
  Examples


iex> get_client!(123)
%Client{}

iex> get_client!(456)
** (Ecto.NoResultsError)

  



  
    
      
      Link to this function
    
    list_clients()


      
       
       View Source
     


  


  

Returns the list of clients.

  
  Examples


iex> list_clients()
[%Client{}, ...]

  



  
    
      
      Link to this function
    
    update_client(client, attrs)


      
       
       View Source
     


  


  

Updates a client.

  
  Examples


iex> update_client(client, %{field: new_value})
{:ok, %Client{}}

iex> update_client(client, %{field: bad_value})
{:error, %Ecto.Changeset{}}

  


        

      



  

    
Boruta.Ecto.Admin.Scopes
    



      
Boruta.Ecto.Scope resource administration.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    create_scope(attrs \\ %{})

  


    Creates a scope.






  
    delete_scope(scope)

  


    Deletes a Scope.






  
    get_scope!(id)

  


    Gets a single scope.






  
    get_scopes_by_ids(ids)

  





  
    list_scopes()

  


    Returns the list of scopes.






  
    update_scope(scope, attrs)

  


    Updates a scope.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    create_scope(attrs \\ %{})


      
       
       View Source
     


  


  

Creates a scope.

  
  Examples


iex> create_scope(%{field: value})
{:ok, %Scope{}}

iex> create_scope(%{field: bad_value})
{:error, %Ecto.Changeset{}}

  



  
    
      
      Link to this function
    
    delete_scope(scope)


      
       
       View Source
     


  


  

Deletes a Scope.

  
  Examples


iex> delete_scope(scope)
{:ok, %Scope{}}

iex> delete_scope(scope)
{:error, %Ecto.Changeset{}}

  



  
    
      
      Link to this function
    
    get_scope!(id)


      
       
       View Source
     


  


  

Gets a single scope.
Raises Ecto.NoResultsError if the Scope does not exist.

  
  Examples


iex> get_scope!(123)
%Scope{}

iex> get_scope!(456)
** (Ecto.NoResultsError)

  



  
    
      
      Link to this function
    
    get_scopes_by_ids(ids)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    list_scopes()


      
       
       View Source
     


  


  

Returns the list of scopes.

  
  Examples


iex> list_scopes()
[%Scope{}, ...]

  



  
    
      
      Link to this function
    
    update_scope(scope, attrs)


      
       
       View Source
     


  


  

Updates a scope.

  
  Examples


iex> update_scope(scope, %{field: new_value})
{:ok, %Scope{}}

iex> update_scope(scope, %{field: bad_value})
{:error, %Ecto.Changeset{}}

  


        

      



  

    
Boruta.Ecto.Admin.Tokens
    



      
Boruta.Ecto.Token resource administration.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    list_active_tokens(queryable \\ Token)

  





  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    list_active_tokens(queryable \\ Token)


      
       
       View Source
     


  


  

      Specs

      

          list_active_tokens(queryable :: Ecto.Queryable.t()) :: Ecto.Queryable.t()


      



  


        

      



  

    
Boruta.BasicAuth
    



      
HTTP BasicAuth utilities
Provide utilities to decode Basic authorization header as stated in RFC 7617 - The 'Basic' HTTP Authentication Scheme

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    decode(string)

  


    Decode given authorization header and returns an array containing username and password.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    decode(string)


      
       
       View Source
     


  


  

      Specs

      

          decode(authorization_header :: String.t()) ::
  {:ok, [String.t()]} | {:error, String.t()}


      


Decode given authorization header and returns an array containing username and password.

  
  Examples


iex> Boruta.BasicAuth.decode("Basic dXNlcm5hbWU6cGFzc3dvcmQ=")
{:ok, ["username", "password"]}

iex> Boruta.BasicAuth.decode("bad_authorization_header")
{:error, "`bad_authorization_header` is not a valid Basic authorization header."}

  


        

      



  

    
Boruta.Cache.Primary
    



      
This is the cache for the primary storage.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


  
    generations()

  


    A convenience function for retrieving the current generations.






  
    new_generation(opts \\ [])

  


    A convenience function for creating new generations.






  
    newer_generation()

  


    A convenience function for retrieving the newer generation.






  
    reset_generation_timer()

  


    A convenience function for reset the GC timer.






  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    generations()


      
       
       View Source
     


  


  

A convenience function for retrieving the current generations.

  



    

  
    
      
      Link to this function
    
    new_generation(opts \\ [])


      
       
       View Source
     


  


  

A convenience function for creating new generations.

  



  
    
      
      Link to this function
    
    newer_generation()


      
       
       View Source
     


  


  

A convenience function for retrieving the newer generation.

  



  
    
      
      Link to this function
    
    reset_generation_timer()


      
       
       View Source
     


  


  

A convenience function for reset the GC timer.

  


        

      



  

    
Boruta.Oauth.TokenGenerator behaviour
    



      
Behaviour to implement utilities to generate token value. This must be implemented in the module configured as token_generator set in config.exs

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Callbacks
    


  
    generate(type, token)

  


    Generates a token value from token entity.






  
    secret(client)

  


    Generates a secret from client entity.






  


      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    generate(type, token)


      
       
       View Source
     


  


  

      Specs

      

          generate(type :: :access_token | :refresh_token, token :: struct()) ::
  value :: String.t()


      


Generates a token value from token entity.

  



  
    
      
      Link to this callback
    
    secret(client)


      
       
       View Source
     


  


  

      Specs

      

          secret(client :: struct()) :: value :: String.t()


      


Generates a secret from client entity.

  


        

      



  

    
Boruta.Oauth.Validator
    



      
Utility to validate the request according to the given parameters.
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      Functions
    


  
    validate(atom, params)

  


    Validates given OAuth parameters.
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Functions
        

        


  
    
      
      Link to this function
    
    validate(atom, params)


      
       
       View Source
     


  


  

      Specs

      

          validate(action :: atom(), params :: map()) ::
  {:ok, params :: map()} | {:error, message :: String.t()}


      


Validates given OAuth parameters.

  
  Examples


iex> validate(%{
  "grant_type" => "client_credentials",
  "client_id" => "client_id",
  "client_secret" => "client_secret"
})
{:ok, %{
  "grant_type" => "client_credentials",
  "client_id" => "client_id",
  "client_secret" => "client_secret"
}}

iex> validate(%{})
{:error, "Request is not a valid OAuth request. Need a grant_type or a response_type param."}

  


        

      



  

    
Boruta.Oauth.Error
    



      
Boruta OAuth errors
Intended to follow OAuth 2.0 errors. Additionnal errors are provided as purpose.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Types
    


  
    t()

  





  


  
    
      Functions
    


  
    redirect_to_url(error)

  





  
    with_format(error, arg2)

  





  


      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


  


  

      Specs

      

          t() :: %Boruta.Oauth.Error{
  error:
    :invalid_request
    | :invalid_client
    | :invalid_scope
    | :invalid_code
    | :invalid_resource_owner
    | :unknown_error,
  error_description: String.t(),
  format: :query | :fragment | nil,
  redirect_uri: String.t() | nil,
  status: :internal_server_error | :bad_request | :unauthorized
}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    redirect_to_url(error)


      
       
       View Source
     


  


  

      Specs

      

          redirect_to_url(error :: t()) :: url :: String.t()


      



  



  
    
      
      Link to this function
    
    with_format(error, arg2)


      
       
       View Source
     


  


  

      Specs

      

          with_format(
  error :: %Boruta.Oauth.Error{
    error: term(),
    error_description: term(),
    format: term(),
    redirect_uri: term(),
    status: term()
  },
  request ::
    %Boruta.Oauth.CodeRequest{
      client_id: term(),
      code_challenge: term(),
      code_challenge_method: term(),
      grant_type: term(),
      redirect_uri: term(),
      resource_owner: term(),
      response_type: term(),
      scope: term(),
      state: term()
    }
    | %Boruta.Oauth.TokenRequest{
        client_id: term(),
        grant_type: term(),
        redirect_uri: term(),
        resource_owner: term(),
        scope: term(),
        state: term()
      }
) :: t()


      



  


        

      



  

    
mix boruta.gen.controllers
    



      
This task will help creation of a basic OAuth server by providing needed phoenix controllers, views and templates helping OAuth endpoints exposition.
All flows involving resource owners need its integration guided by Boruta.Oauth.ResourceOwners behaviour. For authorize endpoint, you'll need to assign current_user with a plug or so and setup login redirections which should raise an error where it is needed.
Controllers are unit tested using Mox, you'll need to add that dependency in order to run them (see below).
Examples
mix boruta.gen.controllers
Post instalation steps
	You can add OAuth routes in web application router as follow to expose controller actions

scope "/oauth", MyAppWeb.Oauth do
  pipe_through :api

  post "/revoke", RevokeController, :revoke
  post "/token", TokenController, :token
  post "/introspect", IntrospectController, :introspect
end

scope "/oauth", MyAppWeb.Oauth do
  pipe_through [:browser]

  get "/authorize", AuthorizeController, :authorize
end
	Add following in config/config.exs to inject Boruta.Oauth dependency

config :myapp, :oauth_module, Boruta.Oauth
Testing
	Add mox dependency in order to run controller unit tests

{:mox, "~> 0.5", only: :test}
	Add following in config/test.exs

config :myapp, :oauth_module, Boruta.OauthMock
	Add following in test/test_helper.exs

Mox.defmock(Boruta.OauthMock, for: Boruta.OauthModule)
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      Functions
    


  
    run(args)

  


    Callback implementation for Mix.Task.run/1.
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Functions
        

        


  
    
      
      Link to this function
    
    run(args)


      
       
       View Source
     


  


  

Callback implementation for Mix.Task.run/1.

  


        

      



  

    
mix boruta.gen.migration
    



      
Migration task for Boruta.
Creates clients, scopes and tokens tables.
Examples
mix boruta.gen.migration
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