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BitcoinLib
    

[image: Bitcoin]
[image: Elixir]
Want to interact with the Bitcoin network through a DIY app? Look no further, this library 
is about doing it with Elixir in a very abstract way. It 
keeps the cryptography jargon to a minimum, while sticking to the 
Bitcoin glossary.
The easiest way to start is to try the wallet operations livebook.
How to use
First, make sure you've got elixir set up and that you
know the language's basics.
Then, create a project and add the dependency in mix.exs.
def deps do
  [
    {:bitcoinlib, "~> 0.3.3"}
  ]
end
Finally, head to the private key creation 
documentation to get started.
Useful links
Here are the most useful links 
	Hex package 
	Hex documentation
	Git repository
	Useful links
	Examples

Technicalities
This lib can
	Generate entropy with dice rolls
	Create private keys
	Derive public keys from private keys
	Handle Hierarchical Deterministic (HD) Wallets, including	Seed Phrases
	Derivation Paths


	Serialize/Deserialize Private Keys (xprv, yprv, zprv)
	Serialize/Deserialize Public Keys  (xpub, ypub, zpub)
	Generate Addresses
	Sign P2PKH transactions

Mid term goals
	Sign Transactions (PSBT)
	Taproot support

Supported address types
	Address Type	Description	Starts With	Supported
	P2PKH	Pay to Primary Key Hash	1	✅
	P2WPKH-nested-in-P2SH	Nested Segwit	3	✅
	P2WPKH	Native Segwit	bc1q	✅
	P2TR	Taproot	bc1p	Eventually...

Referenced bips
A bip is a Bitcoin Improvement Proposal. Here is a list 
of those that are at least partially implemented in this library:
	bip13 - Address Format for pay-to-script-hash
	bip16 - Pay to Script Hash
	bip32 - Hierarchical Deterministic Wallets
	bip39 - Mnemonic code for generating deterministic keys
	bip44 - Multi-Account Hierarchy for Deterministic Wallets
	bip49 - Derivation scheme for P2WPKH-nested-in-P2SH based accounts
	bip84 - Derivation scheme for P2WPKH based accounts
	bip141 - Segregated Witness (Consensus layer)
	bip144 - Segregated Witness (Peer Services)
	bip173 - Base32 address format for native v0-16 witness outputs
	bip174 - Partially Signed Bitcoin Transaction Format

PSBT bips, in the process of being implemented
	bip370 - PSBT Version 2

Running static analysis
$ mix deps.get
$ mix test
$ mix dialyzer




  

    
Examples
    

LiveBook examples
Interact with Bitcoin straight from your browser with these Livebook documents.
	Wallet operations

Prerequisite
Let's define some aliases, to simplify this document.
alias BitcoinLib.Key.{PrivateKey, PublicKey, PublicKeyHash, Address}
alias BitcoinLib.Key.HD.SeedPhrase
Seed phrase generation from dice rolls
Randomness is of utmost importance when creating Bitcoin keys. That's why we use multiple dice rolls to
make sure private keys are unique. There's a choice of 50 or 99 dice rolls to generate a 12 or 24 word
seed phrase.
{:ok, seed_phrase} =
  "12345612345612345612345612345612345612345612345612"
  |> SeedPhrase.from_dice_rolls()
{:ok, "blue involve cook print twist crystal razor february caution private slim medal"}
Master private key from a seed phrase
The master private key can monitor and spend funds on a range of addresses.
master_private_key = 
  seed_phrase
  |> PrivateKey.from_seed_phrase()
%BitcoinLib.Key.PrivateKey{
  key: <<0xe870b890337e36ad866db34824b47a026db4a03f7f2df48eaf6ede61b1fcbfea::256>>,
  chain_code: <<0xda54909d3b6b377d2654e0887596b49f8e36c4300fdb9eb9e3e43a47dceda789::256>>,
  depth: 0,
  index: 0,
  parent_fingerprint: <<0x00000000::32>>,
  fingerprint: <<0x2aafc40e::32>>
}
Master public key from a master private key
master_public_key =
  master_private_key
  |> PublicKey.from_private_key()
%BitcoinLib.Key.PublicKey{
  key: <<0x03254ed681b40913a4a9c4dc22b920f4bf56cc93ad442f8f9f7e976e166fe9cc56::264>>,
  uncompressed_key: <<0x04254ed681b40913a4a9c4dc22b920f4bf56cc93ad442f8f9f7e976e166fe9cc56ce17fd672862c25f33812262e2792f3082ae91e5480e8cad2a483a018bd7c0d1::520>>,
  chain_code: <<0xda54909d3b6b377d2654e0887596b49f8e36c4300fdb9eb9e3e43a47dceda789::256>>,
  depth: 0,
  index: 0,
  parent_fingerprint: <<0x00000000::32>>,
  fingerprint: <<0x2aafc40e::32>>
}
Generate a P2PKH from a public key
address =
  master_public_key
  |> PublicKeyHash.from_public_key()
  |> Address.from_public_key_hash(:mainnet)
"14thwUvxWWJRZipWUgk1j45LG8qpWu8AxH"



  

    
External links
    

	Output Types by Count
	Bech32 adoption
	BIP32 Deterministic Key Generator
	Registered HD version bytes
	Bitcoin PSBT explorer
	Address prefixes
	Script opcodes




  

    
Private keys
    

The private key is your identity. You can use it to receive and spend funds, 
as well as view how much is associated with it. Banks ask for documents 
to prove who you are. In Bitcoin, all that's required is a very very large number
that you can issue by yourself. The more random the number, the more secure
are your funds.
The way BitcoinLib deals with this is by creating entropy from dice rolls
and then convert it into either a 12 or 24 words seed phrase.
Seed phrase from dice rolls
[image: 99 dices]
BitcoinLib offers a way to generate very random entropy by rolling 50 or 99 dices,
depending on the level of security you're after. These will introduce either 2¹³²
or 2²⁶⁴ possibilities, based on the number of rolls.
To get to a private key creation, we first need a seed phrase. Dice rolls will
thus be converted into words. These two notations are equivalent. Note here that 
every dice roll value has been reduced by 1 so that values range from 1 to 6.
alias BitcoinLib.Key.HD.SeedPhrase

"12345612345612345612345612345612345612345612345612"
|> SeedPhrase.from_dice_rolls()
This is the result
"blue involve cook print twist crystal razor february caution private slim medal"
Private key from seed phrase
This seed phrase can then be converted into a private key
alias BitcoinLib.Key.PrivateKey

private_key = 
  "blue involve cook print twist crystal razor february caution private slim medal"
  |> PrivateKey.from_seed_phrase()
To keep things simple, we won't bother about what's returned as a private key... just know that
this thing has full access to the wallet that's about to be created in the next steps.
Serialization
A private key can be serialized into an xprv
private_key
|> PrivateKey.serialize
which results in
"xprv9s21ZrQH143K4ES1UxgkqLcre6id6tttZRb5s5jQoqN5t7vUH1p5igi4DKw1E8Dh3EkGtAuKx2RXLTxjJs98uPctYxZrV9TFF1ECi9QNy95"
and can then be imported in a wallet, which will have full access to the funds



  

    
Key derivation
    

For reference, is a very 
nice doc describing derivation paths.
At the moment, bip44, bip49 and bip84 purposes are supported, with taproot being the next
in line.
Create the bip84 Bitcoin account #0
Starting from a seed phrase, down to the private key
"blue involve cook print twist crystal razor february caution private slim medal"
|> PrivateKey.from_seed_phrase()
|> PrivateKey.from_derivation_path!("m/84'/0'/0'")
This will result in a bitcoin bech32 private key that can further be derivated twice
%BitcoinLib.Key.PrivateKey{
  key: <<0x812aa97c4beb9399f95bb762984a50002b8362da505d014dc476534a524c97be::256>>,
  chain_code: <<0xd98673927874380df0d69a0ff632cffa1aad20805fb6169cf429820496e2c585::256>>,
  depth: 3,
  index: 2147483648,
  parent_fingerprint: <<0x78a5dfb2::32>>,
  fingerprint: <<0x00000000::32>>
}
Notice the depth of 3, which matches the derivation path.



  

    
Public Keys
    

A public key is derived from a private key. The main difference is that it
can't be used to spend funds. It still is able to view balances and create addresses.
Creation
First, a private key is needed...
alias BitcoinLib.Key.{PrivateKey, PublicKey}

private_key = 
  "blue involve cook print twist crystal razor february caution private slim medal"
  |> PrivateKey.from_seed_phrase()
... so that the public key can be derived from it
public_key =
  private_key
  |> PublicKey.from_private_key()
Serialization
A public key can be serialized into an xpub
public_key
|> PublicKey.serialize!()
which results in
"xpub661MyMwAqRbcGiWUazDmCUZbC8Z7WMcjveWgfU92NAu4kvFcpZ8LGV2Y4bRaT8sBUzihLgiyMqsbb61HKFV1sL185uZs1DE15dpWfrQFqBY"
and can then be imported in an online app to generate a read-only wallet



  

    
Addresses
    

Addresses are derived from a public key and can be used to receive funds or track balances.
Creation
First, we need a public key
alias BitcoinLib.Key.{PrivateKey, PublicKey}

public_key = 
  "blue involve cook print twist crystal razor february caution private slim medal"
  |> PrivateKey.from_seed_phrase()
  |> PublicKey.from_private_key()
One public key corresponds to a single address... Here is how it's being converted
public_key
|> PublicKey.to_address()
which results in
bc1q92hugrsmv52fr5fp2axycdg7fz4ssr66spdajs



  

    
Transactions
    

The library currently supports P2PKH transactions.
Please refer to the wallet operations livebook
for a live example.
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High level bitcoin operations
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          derive_public_key(private_key)

        


          Derives a public key from a raw private key



      


      
        
          generate_p2pkh_address(public_key)

        


          Creates a P2PKH address from a public key



      


      
        
          generate_private_key()

        


          Creates a bitcoin private key both in raw and WIF format
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      Link to this function
    
    derive_public_key(private_key)


      
       
       View Source
     


  


  

      

          @spec derive_public_key(%BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}) :: %BitcoinLib.Key.PublicKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term(),
  uncompressed_key: term()
}


      


Derives a public key from a raw private key

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PrivateKey{key: <<0x0a8d286b11b98f6cb2585b627ff44d12059560acd430dcfa1260ef2bd9569373::256>>}
...> |> BitcoinLib.derive_public_key()
%BitcoinLib.Key.PublicKey{
  chain_code: nil,
  depth: 0,
  fingerprint: <<0x6ae20179::32>>,
  index: 0,
  key: <<0x020f69ef8f2feb09b29393eef514761f22636b90d8e4d3f2138b2373bd37523053::264>>,
  parent_fingerprint: <<0::32>>,
  uncompressed_key: <<0x040f69ef8f2feb09b29393eef514761f22636b90d8e4d3f2138b2373bd37523053002119e16b613619691f760eadd486315fc9e36491c7adb76998d1b903b3dd12::520>>
}

  



  
    
      
      Link to this function
    
    generate_p2pkh_address(public_key)


      
       
       View Source
     


  


  

      

          @spec generate_p2pkh_address(%BitcoinLib.Key.PublicKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term(),
  uncompressed_key: term()
}) :: binary()


      


Creates a P2PKH address from a public key

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PublicKey{key: <<0x020f69ef8f2feb09b29393eef514761f22636b90d8e4d3f2138b2373bd37523053::264>>}
...> |> BitcoinLib.generate_p2pkh_address()
"1Ak9NVPmwCHEpsSWvM6cNRC7dsYniRmwMG"

  



  
    
      
      Link to this function
    
    generate_private_key()


      
       
       View Source
     


  


  

      

          @spec generate_private_key() :: %{raw: <<_::256>>, wif: binary()}


      


Creates a bitcoin private key both in raw and WIF format

  
  examples

  
  Examples


iex> %{raw: _, wif: _} = BitcoinLib.generate_private_key()
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Bitcoin address management
Inspired by https://learnmeabitcoin.com/technical/public-key-hash

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          destructure(bech32_address)

        


          Extracts the public key hash from an address, and make sure the checkum is ok



      


      
        
          from_public_key(public_key, script_type, network \\ :mainnet)

        


          Turns a public key into an address of the specified format



      


      
        
          from_public_key_hash(public_key_hash, network \\ :mainnet)

        


          Convert public key hash into a P2PKH Bitcoin address.



      


      
        
          from_script_hash(public_key_hash, network \\ :mainnet)

        


      


      
        
          valid?(address)

        


          Applies the address's checksum to make sure it's valid



      


  


      


      
        
          
            
            Anchor for this section
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      Link to this function
    
    destructure(bech32_address)


      
       
       View Source
     


  


  

      

          @spec destructure(binary()) ::
  {:ok, <<_::272>> | <<_::160>>, :p2pkh | :p2sh | :p2wpkh, :mainnet | :testnet}
  | {:error, binary()}


      


Extracts the public key hash from an address, and make sure the checkum is ok

  
  examples

  
  Examples


iex> address = "tb1qxrd42xz49clfrs5mz6thglwlu5vxmdqxsvpnks"
...> BitcoinLib.Address.destructure(address)
{:ok, <<0x30db5518552e3e91c29b1697747ddfe5186db406::160>>, :p2wpkh, :testnet}

iex> address = "mwYKDe7uJcgqyVHJAPURddeZvM5zBVQj5L"
...> BitcoinLib.Address.destructure(address)
{:ok, <<0xafc3e518577316386188af748a816cd14ce333f2::160>>, :p2pkh, :testnet}

  



    

  
    
      
      Link to this function
    
    from_public_key(public_key, script_type, network \\ :mainnet)


      
       
       View Source
     


  


  

      

          @spec from_public_key(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  :p2pkh | :p2sh | :bech32,
  :mainnet | :testnet
) :: binary()


      


Turns a public key into an address of the specified format

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PublicKey{
...>   key: <<0x0343B337DEC65A47B3362C9620A6E6FF39A1DDFA908ABAB1666C8A30A3F8A7CCCC::264>>
...> }
...> |> BitcoinLib.Address.from_public_key(:bech32, :mainnet)
"bc1qa5gyew808tdta3wjh6qh3jvcglukjsnfg0qx4u"

  



    

  
    
      
      Link to this function
    
    from_public_key_hash(public_key_hash, network \\ :mainnet)


      
       
       View Source
     


  


  

      

          @spec from_public_key_hash(binary(), :mainnet | :testnet) :: bitstring()


      


Convert public key hash into a P2PKH Bitcoin address.
Details can be found here: https://en.bitcoin.it/wiki/Technical_background_of_version_1_Bitcoin_addresses

  
  examples

  
  Examples


iex> <<0x6ae201797de3fa7d1d95510f50c1a9c50ce4cc36::160>>
...> |> BitcoinLib.Address.from_public_key_hash()
"1Ak9NVPmwCHEpsSWvM6cNRC7dsYniRmwMG"

  



    

  
    
      
      Link to this function
    
    from_script_hash(public_key_hash, network \\ :mainnet)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    valid?(address)


      
       
       View Source
     


  


  

      

          @spec valid?(binary()) :: boolean()


      


Applies the address's checksum to make sure it's valid

  
  examples

  
  Examples


iex> "tb1qxrd42xz49clfrs5mz6thglwlu5vxmdqxsvpnks"
...> |> BitcoinLib.Address.valid?()
true
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Implementation of Bech32 addresses
BIP173: https://en.bitcoin.it/wiki/BIP_0173
Sources:
	https://en.bitcoin.it/wiki/Bech32
	https://bitcointalk.org/index.php?topic=4992632.0
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          destructure(address)

        


          Segment a bech32 address into its hrp and encoding values



      


      
        
          from_public_key(public_key, network \\ :mainnet)

        


          Creates a Bech32 address, which is starting by bc1, out of an Extended Public Key



      


      
        
          from_public_key_hash(public_key_hash, network \\ :mainnet)

        


          Creates a Bech32 address, which is starting by bc1, out of a 160 bits public key hash



      


      
        
          from_script_hash(data, network \\ :mainnet)

        


          Creates either of these Bech32 native address types



      


      
        
          valid?(address)

        


          Applies the address's checksum to make sure it's valid
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      Link to this function
    
    destructure(address)


      
       
       View Source
     


  


  

      

          @spec destructure(binary()) ::
  {:ok, <<_::160>>, :p2wpkh, :mainnet | :testnet} | {:error, binary()}


      


Segment a bech32 address into its hrp and encoding values

  
  examples

  
  Examples


iex> "tb1qcq670zweall6zz4f96flfrefhr8myfxz9ll9l2"
...> |> BitcoinLib.Address.Bech32.destructure()
{:ok, <<0xc035e789d9efffa10aa92e93f48f29b8cfb224c2::160>>, :p2wpkh, :testnet}

  



    

  
    
      
      Link to this function
    
    from_public_key(public_key, network \\ :mainnet)


      
       
       View Source
     


  


  

      

          @spec from_public_key(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  :mainnet | :testnet
) :: binary()


      


Creates a Bech32 address, which is starting by bc1, out of an Extended Public Key

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PublicKey{
...>  key: <<0x0279BE667EF9DCBBAC55A06295CE870B07029BFCDB2DCE28D959F2815B16F81798::264>>,
...>  chain_code: 0
...> } |> BitcoinLib.Address.Bech32.from_public_key()
"bc1qw508d6qejxtdg4y5r3zarvary0c5xw7kv8f3t4"

  



    

  
    
      
      Link to this function
    
    from_public_key_hash(public_key_hash, network \\ :mainnet)


      
       
       View Source
     


  


  

      

          @spec from_public_key_hash(<<_::160>>, :mainnet | :testnet) :: binary()


      


Creates a Bech32 address, which is starting by bc1, out of a 160 bits public key hash

  
  examples

  
  Examples


iex> <<0x751e76e8199196d454941c45d1b3a323f1433bd6::160>>
...> |> BitcoinLib.Address.Bech32.from_public_key_hash()
"bc1qw508d6qejxtdg4y5r3zarvary0c5xw7kv8f3t4"

  



    

  
    
      
      Link to this function
    
    from_script_hash(data, network \\ :mainnet)


      
       
       View Source
     


  


  

      

          @spec from_script_hash(<<_::176>> | <<_::272>>, :mainnet | :testnet) :: binary()


      


Creates either of these Bech32 native address types
	pay to witness public key hash address out of a 20 bytes pub key
	pay to witness script hash address out of a 32 bytes script hash


  
  examples

  
  Examples


iex> <<0x001400d21980ae3e9641db6897dad7b8b69b07d9aaac::176>>
...> |> BitcoinLib.Address.Bech32.from_script_hash(:testnet)
"tb1qqrfpnq9w86tyrkmgjldd0w9knvran24v2hzspx"

iex> <<0x00201863143c14c5166804bd19203356da136c985678cd4d27a1b8c6329604903262::272>>
...> |> BitcoinLib.Address.Bech32.from_script_hash(:testnet)
"tb1qrp33g0q5c5txsp9arysrx4k6zdkfs4nce4xj0gdcccefvpysxf3q0sl5k7"

  



  
    
      
      Link to this function
    
    valid?(address)


      
       
       View Source
     


  


  

      

          @spec valid?(binary()) :: boolean()


      


Applies the address's checksum to make sure it's valid

  
  examples

  
  Examples


iex> "tb1qxrd42xz49clfrs5mz6thglwlu5vxmdqxsvpnks"
...> |> BitcoinLib.Address.Bech32.valid?()
true

  


        

      



  

    
BitcoinLib.Address.P2PKH 
    



      
Implementation of P2PKH addresses
Sources:
	https://learnmeabitcoin.com/technical/address#pay-to-pubkey-hash-p2pkh
	https://en.bitcoinwiki.org/wiki/Pay-to-Pubkey_Hash


      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          from_public_key(public_key, network \\ :mainnet)

        


          Converts an extended public key into a P2PKH address starting by 1



      


      
        
          from_public_key_hash(public_key_hash, network \\ :mainnet)

        


          Creates a P2PKH address, which is starting by 1, out of a script hash



      


      
        
          valid?(address)

        


          Applies the address's checksum to make sure it's valid



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    from_public_key(public_key, network \\ :mainnet)


      
       
       View Source
     


  


  

      

          @spec from_public_key(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  :mainnet | :testnet
) :: binary()


      


Converts an extended public key into a P2PKH address starting by 1

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PublicKey{
...>  key: <<0x02D0DE0AAEAEFAD02B8BDC8A01A1B8B11C696BD3D66A2C5F10780D95B7DF42645C::264>>,
...>  chain_code: <<0::256>>
...> } |> BitcoinLib.Address.P2PKH.from_public_key()
"1LoVGDgRs9hTfTNJNuXKSpywcbdvwRXpmK"

  



    

  
    
      
      Link to this function
    
    from_public_key_hash(public_key_hash, network \\ :mainnet)


      
       
       View Source
     


  


  

      

          @spec from_public_key_hash(<<_::160>>, :mainnet | :testnet) :: binary()


      


Creates a P2PKH address, which is starting by 1, out of a script hash

  
  examples

  
  Examples


iex> <<0xba27f99e007c7f605a8305e318c1abde3cd220ac::160>>
...> |> BitcoinLib.Address.P2PKH.from_public_key_hash(:testnet)
"mxVFsFW5N4mu1HPkxPttorvocvzeZ7KZyk"

  



  
    
      
      Link to this function
    
    valid?(address)


      
       
       View Source
     


  


  

      

          @spec valid?(binary()) :: boolean()


      


Applies the address's checksum to make sure it's valid

  
  examples

  
  Examples


iex> "mxVFsFW5N4mu1HPkxPttorvocvzeZ7KZyk"
...> |> BitcoinLib.Address.P2PKH.valid?()
true

  


        

      



  

    
BitcoinLib.Address.P2SH 
    



      
Implementation of P2SH-P2WPKH addresses
BIP13: Address Format for pay-to-script-hash  https://github.com/bitcoin/bips/blob/master/bip-0013.mediawiki
BIP16: Pay to Script Hash                     https://github.com/bitcoin/bips/blob/master/bip-0016.mediawiki
Source: https://github.com/bitcoin/bips/blob/master/bip-0013.mediawiki

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          from_public_key(public_key, network \\ :mainnet)

        


          Creates a P2SH-P2WPKH address, which is starting by 3, out of an Extended Public Key



      


      
        
          from_script_hash(script_hash, network \\ :mainnet)

        


          Creates a P2SH-P2WPKH address, which is starting by 3, out of a script hash



      


      
        
          valid?(address)

        


          Applies the address's checksum to make sure it's valid



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    from_public_key(public_key, network \\ :mainnet)


      
       
       View Source
     


  


  

      

          @spec from_public_key(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  :mainnet | :testnet
) :: binary()


      


Creates a P2SH-P2WPKH address, which is starting by 3, out of an Extended Public Key

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PublicKey{
...>  key: <<0x02D0DE0AAEAEFAD02B8BDC8A01A1B8B11C696BD3D66A2C5F10780D95B7DF42645C::264>>,
...>  chain_code: <<0::256>>
...> }
...> |> BitcoinLib.Address.P2SH.from_public_key()
"3D9iyFHi1Zs9KoyynUfrL82rGhJfYTfSG4"

  



    

  
    
      
      Link to this function
    
    from_script_hash(script_hash, network \\ :mainnet)


      
       
       View Source
     


  


  

      

          @spec from_script_hash(bitstring(), :mainnet | :testnet) :: binary()


      


Creates a P2SH-P2WPKH address, which is starting by 3, out of a script hash

  
  examples

  
  Examples


iex> <<0x11c371a2b2d22c7b8b1b51d9fde0e44a9dfdc7bb::160>>
...> |> BitcoinLib.Address.P2SH.from_script_hash(:testnet)
"2Mts9cDyaoGfxPseMzxab2bAKHLW4o4SzAK"

  



  
    
      
      Link to this function
    
    valid?(address)


      
       
       View Source
     


  


  

      

          @spec valid?(binary()) :: boolean()


      


Applies the address's checksum to make sure it's valid

  
  examples

  
  Examples


iex> "2N4GxhpXrgdWJf5CaEoGWkoWCsW8NhygsKg"
...> |> BitcoinLib.Address.P2SH.valid?()
true

  


        

      



  

    
BitcoinLib.Console 
    




      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          display_public_key_hash(seed_phrase, derivation_path)

        


      


      
        
          write(key, opts \\ [])

        


      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    display_public_key_hash(seed_phrase, derivation_path)


      
       
       View Source
     


  


  


  



    

  
    
      
      Link to this function
    
    write(key, opts \\ [])


      
       
       View Source
     


  


  


  


        

      



  

    
BitcoinLib.Crypto 
    



      
Cryptography functions

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          checksum(bin)

        


          Takes any binary and creates a double-sha256, keeping only the first 4 bytes



      


      
        
          double_sha256(bin)

        


          Computes SHA256 twice on a binary and returns it as a binary



      


      
        
          hash160(data)

        


          Computes a hash160 of a bitstring, which is the ripemd160 of a sha256



      


      
        
          hmac(bin, key)

        


          Computes HMAC on a binary and returns it as a binary



      


      
        
          ripemd160(bin)

        


          Computes RIPEMD160 on a binary and returns it as a binary



      


      
        
          secp256k1(bin)

        


          Computes a point on the ellpitic curve on a binary and returns it as a binary



      


      
        
          sha1(bin)

        


          Computes SHA1 on a binary and returns it as a binary



      


      
        
          sha256(bin)

        


          Computes SHA256 on a binary and returns it as a binary



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    checksum(bin)


      
       
       View Source
     


  


  

      

          @spec checksum(bitstring()) :: <<_::32>>


      


Takes any binary and creates a double-sha256, keeping only the first 4 bytes

  
  examples

  
  Examples


iex> value = <<128, 108, 122, 178, 249, 97, 161, 188, 63, 19, 205, 192, 141, 196, 28, 63, 67>>
...> value = value <> <<154, 222, 189, 84, 154, 142, 241, 192, 137, 232, 26, 89, 7, 55, 97, 7, 1>>
...> value |> BitcoinLib.Crypto.checksum()
<<181, 108, 54, 177>>

  



  
    
      
      Link to this function
    
    double_sha256(bin)


      
       
       View Source
     


  


  

      

          @spec double_sha256(String.t()) :: <<_::256>>


      


Computes SHA256 twice on a binary and returns it as a binary

  
  examples

  
  Examples


iex> "6c7ab2f961a1bc3f13cdc08dc41c3f439adebd549a8ef1c089e81a5907376107"
...> |> BitcoinLib.Crypto.double_sha256()
<<222, 67, 52, 47, 110, 139, 204, 52, 217, 95, 54, 228, 225, 184, 234, 185, 87, 160, 206, 47, 243, 176, 225, 131, 20, 45, 145, 168, 113, 23, 15, 43>>

  



  
    
      
      Link to this function
    
    hash160(data)


      
       
       View Source
     


  


  

      

          @spec hash160(bitstring()) :: <<_::160>>


      


Computes a hash160 of a bitstring, which is the ripemd160 of a sha256

  
  examples

  
  Examples


iex> <<128, 0, 0, 44>>
...> |> BitcoinLib.Crypto.hash160()
<<251, 126, 153, 20, 166, 224, 56, 154, 55, 180, 46, 3, 58, 245, 19, 162, 196, 12, 64, 2>>

  



  
    
      
      Link to this function
    
    hmac(bin, key)


      
       
       View Source
     


  


  

      

          @spec hmac(String.t(), String.t()) :: bitstring()


      


Computes HMAC on a binary and returns it as a binary

  
  examples

  
  Examples


iex> seed = "b1680c7a6ea6ed5ac9bf3bc3b43869a4c77098e60195bae51a94159333820e125c3409b8c8d74b4489f28ce71b06799b1126c1d9620767c2dadf642cf787cf36"
...> key = "Bitcoin seed"
...> BitcoinLib.Crypto.hmac(seed, key)
<<31, 34, 233, 148, 64, 182, 33, 228, 126, 116, 167, 121, 206, 64, 99, 196, 151,
132, 106, 177, 24, 250, 37, 49, 164, 150, 17, 212, 61, 202, 87, 135, 234, 45,
15, 185, 89, 55, 20, 76, 79, 227, 115, 11, 110, 101, 104, 149, 208, 227, 13,
239, 163, 18, 177, 100, 114, 124, 164, 205, 211, 83, 11, 67>>

  



  
    
      
      Link to this function
    
    ripemd160(bin)


      
       
       View Source
     


  


  

      

          @spec ripemd160(String.t()) :: <<_::160>>


      


Computes RIPEMD160 on a binary and returns it as a binary

  
  examples

  
  Examples


iex> "6c7ab2f961a1bc3f13cdc08dc41c3f439adebd549a8ef1c089e81a5907376107"
...> |> BitcoinLib.Crypto.ripemd160()
<<242, 61, 151, 37, 33, 49, 198, 6, 102, 112, 142, 74, 226, 197, 159, 237, 19, 73, 244, 57>>

  



  
    
      
      Link to this function
    
    secp256k1(bin)


      
       
       View Source
     


  


  

      

          @spec secp256k1(bitstring()) :: bitstring()


      


Computes a point on the ellpitic curve on a binary and returns it as a binary

  
  examples

  
  Examples


iex> value = <<0xD6, 0xEA, 0xD2, 0x33, 0xE0, 0x6C, 0x6, 0x85, 0x85, 0x97, 0x6B, 0x5C, 0x83,
...>   0x73, 0x86, 0x1D, 0x77, 0xE7, 0xF0, 0x30, 0xEC, 0x45, 0x2E, 0x65, 0xEE, 0x81,
...>   0xC8, 0x5F, 0xA6, 0x90, 0x69, 0x70>>
...> BitcoinLib.Crypto.secp256k1(value)
<<4, 112, 45, 237, 28, 202, 152, 22, 250, 26, 148, 120, 127, 252, 111, 58, 206,
  98, 205, 59, 99, 22, 79, 118, 210, 39, 208, 147, 90, 51, 238, 72, 195, 86,
  255, 200, 70, 166, 27, 12, 103, 60, 186, 204, 246, 36, 62, 191, 55, 255, 91,
  162, 76, 111, 113, 88, 193, 139, 127, 168, 9, 13, 240, 215, 228>>

  



  
    
      
      Link to this function
    
    sha1(bin)


      
       
       View Source
     


  


  

      

          @spec sha1(String.t()) :: <<_::160>>


      


Computes SHA1 on a binary and returns it as a binary

  
  examples

  
  Examples


iex> "806c7ab2f961a1bc3f13cdc08dc41c3f439adebd549a8ef1c089e81a590737610701"
...> |> BitcoinLib.Crypto.sha1()
<<28, 144, 213, 16, 97, 233, 15, 148, 131, 216, 156, 178, 53, 37, 165, 241, 222, 50, 60, 216>>

  



  
    
      
      Link to this function
    
    sha256(bin)


      
       
       View Source
     


  


  

      

          @spec sha256(String.t()) :: <<_::256>>


      


Computes SHA256 on a binary and returns it as a binary

  
  examples

  
  Examples


iex> "6c7ab2f961a1bc3f13cdc08dc41c3f439adebd549a8ef1c089e81a5907376107"
...> |> BitcoinLib.Crypto.sha256()
<<171, 106, 143, 29, 158, 43, 3, 51, 223, 248, 227, 112, 237, 111, 223, 226, 11, 46, 128, 8, 224, 69, 239, 179, 251, 50, 152, 194, 47, 117, 105, 218>>

  


        

      



  

    
BitcoinLib.Crypto.BitUtils 
    



      
Bitwise operations

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          combine(binary_list)

        


          Regroups a list of binaries into a single one



      


      
        
          split(binary, bit_size)

        


          Converts a binary into a list of smaller binaries according to the bit size specification



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    combine(binary_list)


      
       
       View Source
     


  


  

      

          @spec combine([binary()]) :: binary()


      


Regroups a list of binaries into a single one

  
  examples

  
  Examples


iex> [<<6, 6::size(3)>>, <<61, 2::size(3)>>, <<203, 7::size(3)>>, <<44, 1::size(3)>>, <<10::size(4)>>]
...> |> BitcoinLib.Crypto.BitUtils.combine
<<6, 199, 171, 47, 150, 26>>

  



  
    
      
      Link to this function
    
    split(binary, bit_size)


      
       
       View Source
     


  


  

      

          @spec split(binary(), integer()) :: [binary()]


      


Converts a binary into a list of smaller binaries according to the bit size specification

  
  examples

  
  Examples


iex> 0x6C7AB2F961A
...> |> Binary.from_integer()
...> |> BitcoinLib.Crypto.BitUtils.split(11)
[
  <<6, 6::size(3)>>,
  <<61, 2::size(3)>>,
  <<203, 7::size(3)>>,
  <<44, 1::size(3)>>,
  <<10::size(4)>>
]

  


        

      



  

    
BitcoinLib.Crypto.Bitstring 
    




      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          reverse(bitstring)

        


          Takes any bistring and returns bytes in the reverse order, such as going from
little endian to big endian or the opposite



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    reverse(bitstring)


      
       
       View Source
     


  


  

      

          @spec reverse(bitstring()) :: bitstring()


      


Takes any bistring and returns bytes in the reverse order, such as going from
little endian to big endian or the opposite

  
  possible-improvement

  
  Possible improvement


Found out that this code would also work, might have to test for performance
  <<0xb62e9d36389427d39e5d438a05045c23d1938e4242661c5fe2ad87c46337b091::256>>
  |> :binary.decode_unsigned(:big) # could omit :big since it's default
  |> :binary.encode_unsigned(:little)
  <<0x91b03763c487ade25f1c6642428e93d1235c04058a435d9ed3279438369d2eb6::256>>

  
  examples

  
  Examples


iex> <<0xb62e9d36389427d39e5d438a05045c23d1938e4242661c5fe2ad87c46337b091::256>>
...> |> BitcoinLib.Crypto.Bitstring.reverse()
<<0x91b03763c487ade25f1c6642428e93d1235c04058a435d9ed3279438369d2eb6::256>>

  


        

      



  

    
BitcoinLib.Crypto.Convert 
    



      
Cryptography helper functions

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          integer_to_binary(value, bytes_length \\ 32)

        


          Converts an integer, most probably a private key, into a 0 padded binary of a fix length



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    integer_to_binary(value, bytes_length \\ 32)


      
       
       View Source
     


  


  

      

          @spec integer_to_binary(integer(), integer()) :: String.t()


      


Converts an integer, most probably a private key, into a 0 padded binary of a fix length

  
  examples

  
  Examples


iex> 0x0A8D286B11B98F6CB2585B627FF44D12059560ACD430DCFA1260EF2BD9569373
...> |> BitcoinLib.Crypto.Convert.integer_to_binary()
<< 10, 141, 40, 107, 17, 185, 143, 108, 178, 88,
   91, 98, 127, 244, 77, 18, 5, 149, 96, 172, 212,
   48, 220, 250, 18, 96, 239, 43, 217, 86, 147, 115>>

  


        

      



  

    
BitcoinLib.Crypto.Secp256k1 
    



      
Elliptic curve cryptography
Based on https://hexdocs.pm/curvy/Curvy.html

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          add_keys(key1, key2)

        


          Add two keys on the elliptic curve using Jacobian Point mathematics



      


      
        
          sign(message, private_key)

        


          Signs a message using a private key



      


      
        
          validate(signature, message, public_key)

        


          Validates a signature



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    add_keys(key1, key2)


      
       
       View Source
     


  


  

Add two keys on the elliptic curve using Jacobian Point mathematics

  
  examples

  
  Examples


iex> key1 = <<0x2E65A9C40338B8D07D72CD82BF3C9DDD0375F362863BC0808E6AD194F19F5EBA0::264>>
...> key2 = <<0x2702DED1CCA9816FA1A94787FFC6F3ACE62CD3B63164F76D227D0935A33EE48C3::264>>
...> BitcoinLib.Crypto.Secp256k1.add_keys(key1, key2)
<<0x2FC5BA55A539899D67EE66E99EE50AB59DCCBB122025D18C5EB9446D380A9EC0A::264>>

  



  
    
      
      Link to this function
    
    sign(message, private_key)


      
       
       View Source
     


  


  

      

          @spec sign(binary(), %BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}) :: bitstring()


      


Signs a message using a private key
Below is an example of a signature... this doctest doesn't end with a value, because the signature
is different on every call, and even can have different lengths.

  
  examples

  
  Examples


iex> message = "76a914c825a1ecf2a6830c4401620c3a16f1995057c2ab88ac"
...> private_key = %BitcoinLib.Key.PrivateKey{key: <<0xd6ead233e06c068585976b5c8373861d77e7f030ec452e65ee81c85fa6906970::256>>}
...> BitcoinLib.Crypto.Secp256k1.sign(message, private_key)

  



  
    
      
      Link to this function
    
    validate(signature, message, public_key)


      
       
       View Source
     


  


  

      

          @spec validate(
  bitstring(),
  bitstring(),
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  }
  | bitstring()
) :: boolean()


      


Validates a signature

  
  examples

  
  Examples


iex> signature = <<0x3044022048b3b0eb98ae5f2c997e41a2630a5e3512f24a1f5b6165e2867847a11b2b22350220032211844eec911dab6d91836a45c37ca1d498433d87b6b09e2f401025131a05::560>>
...> message = "76a914c825a1ecf2a6830c4401620c3a16f1995057c2ab88ac"
...> public_key = %BitcoinLib.Key.PublicKey{key: <<0x02702ded1cca9816fa1a94787ffc6f3ace62cd3b63164f76d227d0935a33ee48c3::264>>}
...> BitcoinLib.Crypto.Secp256k1.validate(signature, message, public_key)
true

  


        

      



  

    
BitcoinLib.Crypto.Wif 
    



      
WIF Bitcoin private key format management
Inspired by https://learnmeabitcoin.com/technical/wif

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          from_bitstring(value)

        


          Converts a raw private key to the WIF format



      


      
        
          to_private_key(wif)

        


          Converts a WIF encoded private key into its binary format



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    from_bitstring(value)


      
       
       View Source
     


  


  

      

          @spec from_bitstring(bitstring()) :: String.t()


      


Converts a raw private key to the WIF format

  
  examples

  
  Examples


iex> <<10, 141, 40, 107, 17, 185, 143, 108, 178, 88, 91, 98, 127, 244, 77, 18, 5,
...> 149, 96, 172, 212, 48, 220, 250, 18, 96, 239, 43, 217, 86, 147, 115>>
...> |> BitcoinLib.Crypto.Wif.from_bitstring
"KwaDo7PNi4XPMaABfSEo9rP6uviDUATAqvyjjWTcKp4fxdkVJWLe"

  



  
    
      
      Link to this function
    
    to_private_key(wif)


      
       
       View Source
     


  


  

      

          @spec to_private_key(binary()) :: bitstring()


      


Converts a WIF encoded private key into its binary format

  
  examples

  
  Examples


iex> "cThjSL4HkRECuDxUTnfAmkXFBEg78cufVBy3ZfEhKoxZo6Q38R5L"
...> |> BitcoinLib.Crypto.Wif.to_private_key()
<<0xb6a42d01917404b740f9ef9d5cef08e13f998011246874dd65c033c4669e7009::256>>

  


        

      



  

    
BitcoinLib.Formatting.HexBinary 
    



      
A way to represent binaries in a human readable format that fits
what's found on the web related to keys and addresses
Example:
  <<0x181DCB172F5B56DB39B6C8544068FEE69928556230B41E115BDB22BF82A06FF3::256>>
  instead of
  <<24, 29, 203, 23, 47, 91, 86, 219, 57, 182, 200, 84, 64, 104, 254, 230, 153, 40, 85, 98, 48, 180, 30, 17, 91, 219, 34, 191, 130, 160, 111, 243>>

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          from_binary(data)

        


          Constructor



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    from_binary(data)


      
       
       View Source
     


  


  

Constructor

  


        

      



  

    
BitcoinLib.Key.HD.DerivationPath 
    



      
Can parse derivation paths string format into a native format
m / purpose' / coin_type' / account' / change / address_index
Inspired by
  https://github.com/bitcoin/bips/blob/master/bip-0044.mediawiki
  https://learnmeabitcoin.com/technical/derivation-paths

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          from_list(values_list)

        


          Turns a list of path values into a %DerivationPath{}



      


      
        
          from_values(type, purpose, coin_type \\ nil, account \\ nil, change \\ nil, address_index \\ nil)

        


          Retruns a %DerivationPath from a set of parameters, with these values potentially missing:
coin_type, account, change, address_index



      


      
        
          parse(derivation_path)

        


          Transforms a derivation path string into an elixir structure



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    from_list(values_list)


      
       
       View Source
     


  


  

      

          @spec from_list(list()) :: %BitcoinLib.Key.HD.DerivationPath{
  account: term(),
  address_index: term(),
  change: term(),
  coin_type: term(),
  purpose: term(),
  type: term()
}


      


Turns a list of path values into a %DerivationPath{}

  
  examples

  
  Examples


iex> ["m", 0x80000054, 0x80000000, 0x80000005]
...> |> BitcoinLib.Key.HD.DerivationPath.from_list
%BitcoinLib.Key.HD.DerivationPath{
  type: :private,
  purpose: :bip84,
  coin_type: :bitcoin,
  account: 5
}

  



    

    

    

    

  
    
      
      Link to this function
    
    from_values(type, purpose, coin_type \\ nil, account \\ nil, change \\ nil, address_index \\ nil)


      
       
       View Source
     


  


  

      

          @spec from_values(
  binary(),
  integer(),
  integer() | nil,
  integer() | nil,
  integer() | nil,
  integer() | nil
) :: %BitcoinLib.Key.HD.DerivationPath{
  account: term(),
  address_index: term(),
  change: term(),
  coin_type: term(),
  purpose: term(),
  type: term()
}


      


Retruns a %DerivationPath from a set of parameters, with these values potentially missing:
coin_type, account, change, address_index

  
  examples

  
  Examples


iex> BitcoinLib.Key.HD.DerivationPath.from_values("M", 0x80000054, 0x80000000, 0x80000000, 0, 0)
%BitcoinLib.Key.HD.DerivationPath{
  type: :public,
  purpose: :bip84,
  coin_type: :bitcoin,
  account: 0,
  change: :receiving_chain,
  address_index: 0
}

  



  
    
      
      Link to this function
    
    parse(derivation_path)


      
       
       View Source
     


  


  

      

          @spec parse(binary()) ::
  {:ok,
   %BitcoinLib.Key.HD.DerivationPath{
     account: term(),
     address_index: term(),
     change: term(),
     coin_type: term(),
     purpose: term(),
     type: term()
   }}


      


Transforms a derivation path string into an elixir structure

  
  examples

  
  Examples


iex> "m / 44' / 1' / 2' / 1 / 4"
...> |> BitcoinLib.Key.HD.DerivationPath.parse()
{ :ok,
  %BitcoinLib.Key.HD.DerivationPath{
    type: :private,
    purpose: :bip44,
    coin_type: :bitcoin_testnet,
    account: 2,
    change: :change_chain,
    address_index: 4
  }
}

  


        

      



  

    
BitcoinLib.Key.HD.DerivationPath.Parser 
    



      
Single purpose module that aims to simplify DerivationPath by isolating string parsing business
logic

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          parse_valid_derivation_path(derivation_path)

        


          Single purpose function that's being called by DerivationPath.parse/1, returning a DerivationPath
out of a string if the tuple starts by :ok



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    parse_valid_derivation_path(derivation_path)


      
       
       View Source
     


  


  

      

          @spec parse_valid_derivation_path(binary()) ::
  {:ok,
   %BitcoinLib.Key.HD.DerivationPath{
     account: term(),
     address_index: term(),
     change: term(),
     coin_type: term(),
     purpose: term(),
     type: term()
   }}
  | {:error, binary()}


      


Single purpose function that's being called by DerivationPath.parse/1, returning a DerivationPath
out of a string if the tuple starts by :ok

  
  examples

  
  Examples


iex> "m/44'/0'/0'/1/0"
...> |> BitcoinLib.Key.HD.DerivationPath.Parser.parse_valid_derivation_path
{
  :ok,
  %BitcoinLib.Key.HD.DerivationPath{
    type: :private,
    purpose: :bip44,
    coin_type: :bitcoin,
    account: 0,
    change: :change_chain,
    address_index: 0
  }
}

  


        

      



  

    
BitcoinLib.Key.HD.DerivationPath.Parser.Account 
    



      
Splits the key space into independent user identities.
This is a hardened value.
See: https://github.com/bitcoin/bips/blob/master/bip-0044.mediawiki#account

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          extract(list)

        


          Converts a list of path levels managed up until the account value, extracts
the account and returns the remaining levels



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    extract(list)


      
       
       View Source
     


  


  

      

          @spec extract(list()) :: {:ok, nil | integer(), list()} | {:error, binary()}


      


Converts a list of path levels managed up until the account value, extracts
the account and returns the remaining levels

  
  examples

  
  Examples


iex> ["0'", "1", "2"]
...> |> BitcoinLib.Key.HD.DerivationPath.Parser.Account.extract()
{:ok, 0, ["1", "2"]}

iex> ["0", "1", "2"]
...> |> BitcoinLib.Key.HD.DerivationPath.Parser.Account.extract()
{:error, "account number must be a hardened value"}

  


        

      



  

    
BitcoinLib.Key.HD.DerivationPath.Parser.Change 
    



      
Determines which change chain is being used, either receiving or change.
This is a hardened value.
See: https://github.com/bitcoin/bips/blob/master/bip-0044.mediawiki#change

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          extract(list)

        


          Converts a list of path levels managed up until the change chain, extracts
the change chain and returns the remaining levels



      


      
        
          get_atom(int)

        


      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    extract(list)


      
       
       View Source
     


  


  

      

          @spec extract(list()) :: {:ok, nil, []} | {:ok, atom(), list()} | {:error, binary()}


      


Converts a list of path levels managed up until the change chain, extracts
the change chain and returns the remaining levels

  
  examples

  
  Examples


iex> ["1", "2", "3"]
...> |> BitcoinLib.Key.HD.DerivationPath.Parser.Change.extract()
{:ok, :change_chain, ["2", "3"]}

  



  
    
      
      Link to this function
    
    get_atom(int)


      
       
       View Source
     


  


  


  


        

      



  

    
BitcoinLib.Key.HD.DerivationPath.Parser.CoinType 
    



      
Determines which coin type is being used, either bitcoin mainnet or bitcoin testnet.
This is a hardened value.
See: https://github.com/bitcoin/bips/blob/master/bip-0044.mediawiki#registered-coin-types

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          extract(list)

        


          Converts a list of path levels managed up until the coin type, extracts
the coin type and returns the remaining levels



      


      
        
          get_atom(int)

        


      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    extract(list)


      
       
       View Source
     


  


  

      

          @spec extract(list()) :: {:ok, nil, []} | {:ok, atom(), list()} | {:error, binary()}


      


Converts a list of path levels managed up until the coin type, extracts
the coin type and returns the remaining levels

  
  examples

  
  Examples


iex> ["1'", "1", "2", "3"]
...> |> BitcoinLib.Key.HD.DerivationPath.Parser.CoinType.extract()
{:ok, :bitcoin_testnet, ["1", "2", "3"]}

  



  
    
      
      Link to this function
    
    get_atom(int)


      
       
       View Source
     


  


  


  


        

      



  

    
BitcoinLib.Key.HD.DerivationPath.Parser.Index 
    



      
Addresses are numbered from index 0 in sequentially increasing manner. This number is used as child index in BIP32 derivation.
Public derivation is used at this level.
See: https://github.com/bitcoin/bips/blob/master/bip-0044.mediawiki#index

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          extract(list)

        


          Converts a list of path levels managed up until the index value, extracts
the index



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    extract(list)


      
       
       View Source
     


  


  

      

          @spec extract(list()) :: {:ok, nil} | {:ok, integer()} | {:error, binary()}


      


Converts a list of path levels managed up until the index value, extracts
the index

  
  examples

  
  Examples


iex> ["2"]
...> |> BitcoinLib.Key.HD.DerivationPath.Parser.Index.extract()
{:ok, 2}

  


        

      



  

    
BitcoinLib.Key.HD.DerivationPath.Parser.Purpose 
    



      
Determines which address space is being used, either bip44, bip49 or bip84.
This is a hardened value.
See: https://github.com/bitcoin/bips/blob/master/bip-0044.mediawiki#purpose

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          extract(list)

        


          Converts a list of path levels managed up until the purpose value, extracts
the purpose and returns the remaining levels



      


      
        
          get_atom(unknown)

        


      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    extract(list)


      
       
       View Source
     


  


  

      

          @spec extract(list()) :: {:ok, nil, []} | {:ok, atom(), list()} | {:error, binary()}


      


Converts a list of path levels managed up until the purpose value, extracts
the purpose and returns the remaining levels

  
  examples

  
  Examples


iex> ["84'", "0", "1", "2", "3"]
...> |> BitcoinLib.Key.HD.DerivationPath.Parser.Purpose.extract()
{:ok, :bip84, ["0", "1", "2", "3"]}

  



  
    
      
      Link to this function
    
    get_atom(unknown)


      
       
       View Source
     


  


  


  


        

      



  

    
BitcoinLib.Key.HD.DerivationPath.Parser.Type 
    



      
Extracts the first value of a derivation path, which is public or private.
This is a hardened value.
See: https://github.com/bitcoin/bips/blob/master/bip-0044.mediawiki

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          extract(list)

        


          Converts a list of path levels managed up until the type value, extracts
the type and returns the remaining levels



      


      
        
          get_atom(unknown)

        


      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    extract(list)


      
       
       View Source
     


  


  

      

          @spec extract(list()) :: {:ok, atom(), list()} | {:ok, nil, []} | {:error, binary()}


      


Converts a list of path levels managed up until the type value, extracts
the type and returns the remaining levels

  
  examples

  
  Examples


iex> ["m", "0", "1", "2", "3", "4"]
...> |> BitcoinLib.Key.HD.DerivationPath.Parser.Type.extract()
{:ok, :private, ["0", "1", "2", "3", "4"]}

  



  
    
      
      Link to this function
    
    get_atom(unknown)


      
       
       View Source
     


  


  


  


        

      



  

    
BitcoinLib.Key.HD.DerivationPath.PathValues 
    



      
Single purpose module that's responsible to transform a list of integer into
a DerivationPath values structure

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          from_list(list)

        


          Transform a list of integer into a DerivationPath values structure



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    from_list(list)


      
       
       View Source
     


  


  

      

          @spec from_list(list()) :: %BitcoinLib.Key.HD.DerivationPath.PathValues{
  account: term(),
  address_index: term(),
  change: term(),
  coin_type: term(),
  purpose: term(),
  type: term()
}


      


Transform a list of integer into a DerivationPath values structure

  
  examples

  
  Examples


iex> ["m", 0x80000000, 0x80000000, 0x80000005]
...> |> BitcoinLib.Key.HD.DerivationPath.PathValues.from_list
%BitcoinLib.Key.HD.DerivationPath.PathValues{
  type: "m",
  purpose: 0x80000000,
  coin_type: 0x80000000,
  account: 0x80000005
}

  


        

      



  

    
BitcoinLib.Key.HD.Entropy 
    



      
Computing entropy from different sources, mostly for seed phrase creation

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          from_dice_rolls!(dice_rolls)

        


          Takes a list of dice rolls as a string argument, having values ranging from 0 to 5,
transforming them into a single integer that could serve as entropy for seed phrase
creation



      


      
        
          from_dice_rolls(dice_rolls)

        


          Takes a list of dice rolls as a string argument, having values ranging from 0 to 5,
transforming them into a single integer that could serve as entropy for seed phrase
creation



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    from_dice_rolls!(dice_rolls)


      
       
       View Source
     


  


  

      

          @spec from_dice_rolls!(binary()) :: integer()


      


Takes a list of dice rolls as a string argument, having values ranging from 0 to 5,
transforming them into a single integer that could serve as entropy for seed phrase
creation

  
  examples

  
  Examples


iex> "12345612345612345612345612345612345612345612345612"
...> |> BitcoinLib.Key.HD.Entropy.from_dice_rolls!()
32_310_461_525_491_050_757_677_748_469_648_273_221

  



  
    
      
      Link to this function
    
    from_dice_rolls(dice_rolls)


      
       
       View Source
     


  


  

      

          @spec from_dice_rolls(binary()) :: {:ok, integer()} | {:error, binary()}


      


Takes a list of dice rolls as a string argument, having values ranging from 0 to 5,
transforming them into a single integer that could serve as entropy for seed phrase
creation

  
  examples

  
  Examples


iex> "12345612345612345612345612345612345612345612345612"
...> |> BitcoinLib.Key.HD.Entropy.from_dice_rolls()
...> |> elem(1)
32_310_461_525_491_050_757_677_748_469_648_273_221

  


        

      



  

    
BitcoinLib.Key.HD.Fingerprint 
    



      
A fingerprint is a small hash of a public key

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          append(private_key)

        


          Adds a fingerprint to a public key



      


      
        
          compute(private_key)

        


          Compute a private key's fingerprint



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    append(private_key)


      
       
       View Source
     


  


  

      

          @spec append(%BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}) :: %BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}


          @spec append(%BitcoinLib.Key.PublicKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term(),
  uncompressed_key: term()
}) :: %BitcoinLib.Key.PublicKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term(),
  uncompressed_key: term()
}


      


Adds a fingerprint to a public key

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PrivateKey {
...>   key: <<0xE8F32E723DECF4051AEFAC8E2C93C9C5B214313817CDB01A1494B917C8436B35::256>>,
...>   chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>
...> }
...> |> BitcoinLib.Key.HD.Fingerprint.append()
%BitcoinLib.Key.PrivateKey {
  fingerprint: <<0x3442193E::32>>,
  key: <<0xE8F32E723DECF4051AEFAC8E2C93C9C5B214313817CDB01A1494B917C8436B35::256>>,
  chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>
}

iex> %BitcoinLib.Key.PublicKey{
...>   key: <<0x252C616D91A2488C1FD1F0F172E98F7D1F6E51F8F389B2F8D632A8B490D5F6DA9::264>>,
...>   chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
...> }
...> |> BitcoinLib.Key.HD.Fingerprint.append()
%BitcoinLib.Key.PublicKey{
  fingerprint: <<0x18C1259::32>>,
  key: <<0x252C616D91A2488C1FD1F0F172E98F7D1F6E51F8F389B2F8D632A8B490D5F6DA9::264>>,
  chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
}

  



  
    
      
      Link to this function
    
    compute(private_key)


      
       
       View Source
     


  


  

      

          @spec compute(%BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}) :: binary()


          @spec compute(%BitcoinLib.Key.PublicKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term(),
  uncompressed_key: term()
}) :: binary()


      


Compute a private key's fingerprint

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PrivateKey {
...>   key: <<0xE8F32E723DECF4051AEFAC8E2C93C9C5B214313817CDB01A1494B917C8436B35::256>>,
...>   chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>
...> }
...> |> BitcoinLib.Key.HD.Fingerprint.compute()
<<0x3442193E::32>>

iex> %BitcoinLib.Key.PublicKey{
...>   key: <<0x252C616D91A2488C1FD1F0F172E98F7D1F6E51F8F389B2F8D632A8B490D5F6DA9::264>>,
...>   chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
...> }
...> |> BitcoinLib.Key.HD.Fingerprint.compute()
<<0x18C1259::32>>

  


        

      



  

    
BitcoinLib.Key.HD.Hmac 
    



      
Computes HMAC on either a public or a private key in the aim of computing
a child key

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          compute(private_key, index, hardened? \\ false)

        


          Computes HMAC on either a public or a private key in the aim of computing
a child key



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    compute(private_key, index, hardened? \\ false)


      
       
       View Source
     


  


  

      

          @spec compute(
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  }
  | %BitcoinLib.Key.PublicKey{
      chain_code: term(),
      depth: term(),
      fingerprint: term(),
      index: term(),
      key: term(),
      parent_fingerprint: term(),
      uncompressed_key: term()
    },
  integer(),
  boolean()
) :: {bitstring(), bitstring()}


      


Computes HMAC on either a public or a private key in the aim of computing
a child key

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PrivateKey {
...>   key: <<0xE8F32E723DECF4051AEFAC8E2C93C9C5B214313817CDB01A1494B917C8436B35::256>>,
...>   chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>
...> }
...> |> BitcoinLib.Key.HD.Hmac.compute(0)
{
  <<0x6539AE80B3618C22F5F8CC4171D04835570BDA8DB11B5BF1779AFAE7EC7C79C3::256>>,
  <<0xD323F1BE5AF39A2D2F08F5E8F664633849653DBE329802E9847CFC85F8D7B52A::256>>
}

  


        

      



  

    
BitcoinLib.Key.HD.SeedPhrase 
    



      
A seed phrase can generate a private key. It is a human friendly way to store
private keys for disaster recovery.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          find_possible_missing_words(first_words, last_words)

        


          Takes two parts of a seed phrase, with a missing word anywhere in between.
Returns a list of words that would complete it with a valid checksum



      


      
        
          from_dice_rolls!(dice_rolls)

        


          Convert a set of 50 or 99 dice rolls into a 12 or 24 word list



      


      
        
          from_dice_rolls(dice_rolls)

        


          Convert a set of 50 or 99 dice rolls into a 12 or 24 word list



      


      
        
          to_seed(seed_phrase, passphrase \\ "")

        


          Convert a seed phrase into a seed, with a optional passphrase



      


      
        
          validate(seed_phrase)

        


          Executes the checksum on a seed phrase, making sure it's valid



      


      
        
          wordlist_from_entropy(entropy)

        


          Create a seed phrase out of entropy



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    find_possible_missing_words(first_words, last_words)


      
       
       View Source
     


  


  

      

          @spec find_possible_missing_words(binary(), binary()) :: list()


      


Takes two parts of a seed phrase, with a missing word anywhere in between.
Returns a list of words that would complete it with a valid checksum

  
  examples

  
  Examples


iex> first_words = "work tenant tourist globe among cattle suggest fever begin boil undo"
...> last_words = "work tenant tourist globe among cattle suggest fever begin boil undo slogan"
...> BitcoinLib.Key.HD.SeedPhrase.find_possible_missing_words(first_words, last_words)
["arrange", "broom", "genius", "hurt", "melody", "repeat", "save", "setup", "strategy"]

  



  
    
      
      Link to this function
    
    from_dice_rolls!(dice_rolls)


      
       
       View Source
     


  


  

      

          @spec from_dice_rolls!(binary()) :: binary()


      


Convert a set of 50 or 99 dice rolls into a 12 or 24 word list

  
  examples

  
  Examples


iex> "12345612345612345612345612345612345612345612345612"
...> |> BitcoinLib.Key.HD.SeedPhrase.from_dice_rolls!()
"blue involve cook print twist crystal razor february caution private slim medal"

  



  
    
      
      Link to this function
    
    from_dice_rolls(dice_rolls)


      
       
       View Source
     


  


  

      

          @spec from_dice_rolls(binary()) :: {:ok, binary()} | {:error, binary()}


      


Convert a set of 50 or 99 dice rolls into a 12 or 24 word list

  
  examples

  
  Examples


iex> "12345612345612345612345612345612345612345612345612"
...> |> BitcoinLib.Key.HD.SeedPhrase.from_dice_rolls()
{:ok, "blue involve cook print twist crystal razor february caution private slim medal"}

  



    

  
    
      
      Link to this function
    
    to_seed(seed_phrase, passphrase \\ "")


      
       
       View Source
     


  


  

      

          @spec to_seed(binary(), binary()) :: binary()


      


Convert a seed phrase into a seed, with a optional passphrase
See https://learnmeabitcoin.com/technical/mnemonic#mnemonic-to-seed

  
  examples

  
  Examples


iex> "brick giggle panic mammal document foam gym canvas wheel among room analyst"
...> |> BitcoinLib.Key.HD.SeedPhrase.to_seed()
"7e4803bd0278e223532f5833d81605bedc5e16f39c49bdfff322ca83d444892ddb091969761ea406bee99d6ab613fad6a99a6d4beba66897b252f00c9dd7b364"

  



  
    
      
      Link to this function
    
    validate(seed_phrase)


      
       
       View Source
     


  


  

      

          @spec validate(binary()) :: boolean()


      


Executes the checksum on a seed phrase, making sure it's valid

  
  examples

  
  Examples


iex> "brick giggle panic mammal document foam gym canvas wheel among room analyst"
...> |> BitcoinLib.Key.HD.SeedPhrase.validate()
true

  



  
    
      
      Link to this function
    
    wordlist_from_entropy(entropy)


      
       
       View Source
     


  


  

      

          @spec wordlist_from_entropy(integer()) :: binary()


      


Create a seed phrase out of entropy

  
  examples

  
  Examples


iex> 101_750_443_022_601_924_635_824_320_539_097_414_732
...> |> BitcoinLib.Key.HD.SeedPhrase.wordlist_from_entropy()
"erode gloom apart system broom lemon dismiss post artist slot humor occur"

  


        

      



  

    
BitcoinLib.Key.HD.SeedPhrase.Checksum 
    



      
Checksum needed to generate a seed phrase
Source: https://raw.githubusercontent.com/bitcoin/bips/master/bip-0039/english.txt

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          compute(binary_seed, nb_bits_to_keep)

        


          Computes the checksum, which is the first few bits of a SHA256 hash



      


      
        
          compute_and_append_to_seed(binary_seed)

        


          Adds checksum at the end of the seed



      


      
        
          number_of_checksum_bits(binary_seed)

        


      


      
        
          validate_seed(binary_seed)

        


          Computes the checksum, and verify that it matches to the one received



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    compute(binary_seed, nb_bits_to_keep)


      
       
       View Source
     


  


  

      

          @spec compute(binary(), integer()) :: integer()


      


Computes the checksum, which is the first few bits of a SHA256 hash

  
  examples

  
  Examples


iex> <<27, 172, 62, 126, 195, 84, 6, 180, 26, 1, 13, 250, 0, 254, 239, 132>>
...> |> BitcoinLib.Key.HD.SeedPhrase.Checksum.compute(4)
2

  



  
    
      
      Link to this function
    
    compute_and_append_to_seed(binary_seed)


      
       
       View Source
     


  


  

      

          @spec compute_and_append_to_seed(binary()) :: binary()


      


Adds checksum at the end of the seed

  



  
    
      
      Link to this function
    
    number_of_checksum_bits(binary_seed)


      
       
       View Source
     


  


  

      

          @spec number_of_checksum_bits(binary()) :: integer()


      



  



  
    
      
      Link to this function
    
    validate_seed(binary_seed)


      
       
       View Source
     


  


  

      

          @spec validate_seed(binary()) :: boolean()


      


Computes the checksum, and verify that it matches to the one received

  
  examples

  
  Examples


iex> <<5, 235, 104, 86, 249, 249, 27, 246, 234, 99, 13, 18, 209, 116, 50, 248, 35>>
...> |> BitcoinLib.Key.HD.SeedPhrase.Checksum.validate_seed()
true

  


        

      



  

    
BitcoinLib.Key.HD.SeedPhrase.Wordlist 
    



      
A list of all the words that can be contained in a private key seed phrase
Source: https://raw.githubusercontent.com/bitcoin/bips/master/bip-0039/english.txt

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          all()

        


          Get a list of all words in the wordlist



      


      
        
          get_indice(word)

        


          Convert a word into an indice from the wordlist



      


      
        
          get_indices(words)

        


          Convert a list of words into a list of indices from the wordlist



      


      
        
          get_word(index)

        


          Get a single word from the wordlist by index



      


      
        
          get_words(indices)

        


          Convert a list of indices into words from the wordlist



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    all()


      
       
       View Source
     


  


  

      

          @spec all() :: [binary()]


      


Get a list of all words in the wordlist

  
  examples

  
  Examples


iex> BitcoinLib.Key.HD.SeedPhrase.Wordlist.all
...> |> Enum.count()
2048

  



  
    
      
      Link to this function
    
    get_indice(word)


      
       
       View Source
     


  


  

      

          @spec get_indice(binary()) :: {:found, integer(), binary()} | {:not_found, integer()}


      


Convert a word into an indice from the wordlist

  
  examples

  
  Examples


iex> BitcoinLib.Key.HD.SeedPhrase.Wordlist.get_indice("absurd")
{:found, 8, "absurd"}

  



  
    
      
      Link to this function
    
    get_indices(words)


      
       
       View Source
     


  


  

      

          @spec get_indices([binary()]) :: [integer()]


      


Convert a list of words into a list of indices from the wordlist

  
  examples

  
  Examples


iex> ["absurd", "able", "absent"]
...> |> BitcoinLib.Key.HD.SeedPhrase.Wordlist.get_indices()
[8, 2, 5]

  



  
    
      
      Link to this function
    
    get_word(index)


      
       
       View Source
     


  


  

      

          @spec get_word(integer()) :: binary()


      


Get a single word from the wordlist by index

  
  examples

  
  Examples


iex> BitcoinLib.Key.HD.SeedPhrase.Wordlist.get_word(8)
"absurd"

  



  
    
      
      Link to this function
    
    get_words(indices)


      
       
       View Source
     


  


  

      

          @spec get_words([integer()]) :: [binary()]


      


Convert a list of indices into words from the wordlist

  
  examples

  
  Examples


iex> BitcoinLib.Key.HD.SeedPhrase.Wordlist.get_words([8, 2, 5])
["absurd", "able", "absent"]

  


        

      



  

    
BitcoinLib.Key.PrivateKey 
    



      
Bitcoin extended private key management module

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          derive_child!(private_key, index, hardened? \\ false)

        


          Simply calls from_derivation_path and directly returns the private key whatever the outcome.any()
Will crash if the index is negative or greater than 0x7FFFFFFF



      


      
        
          derive_child(private_key, index, hardened? \\ false)

        


          Derives the nth child of a HD private key



      


      
        
          deserialize(serialized_private_key)

        


          Deserialization of a private key from its xpriv version



      


      
        
          from_derivation_path!(private_key, derivation_path)

        


          Simply calls from_derivation_path and directly returns the private key whatever the outcome.any()
Will crash if used with an invalid derivation path



      


      
        
          from_derivation_path(private_key, derivation_path)

        


          Derives a child private key, following a derivation path



      


      
        
          from_seed(seed)

        


          Converts a seed into a master private key hash containing the key itself and the chain code



      


      
        
          from_seed_phrase(seed_phrase, passphrase \\ "")

        


          Converts a seed phrase into an extended private key



      


      
        
          from_wif(wif)

        


          Create a private key from a WIF



      


      
        
          generate()

        


          Creates a Bitcoin private key using efficient randomness



      


      
        
          serialize(private_key)

        


          Serialization of a master private key into its xpriv version



      


      
        
          sign_message(message, private_key)

        


          Signs a message using a private key



      


      
        
          to_wif(private_key)

        


          Converts a private key to the WIF format



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    derive_child!(private_key, index, hardened? \\ false)


      
       
       View Source
     


  


  

      

          @spec derive_child!(
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  },
  integer(),
  boolean()
) :: %BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}


      


Simply calls from_derivation_path and directly returns the private key whatever the outcome.any()
Will crash if the index is negative or greater than 0x7FFFFFFF

  
  examples

  
  Examples


iex> private_key = %BitcoinLib.Key.PrivateKey{
...>   key: <<0xf79bb0d317b310b261a55a8ab393b4c8a1aba6fa4d08aef379caba502d5d67f9::256>>,
...>   chain_code: <<0x463223aac10fb13f291a1bc76bc26003d98da661cb76df61e750c139826dea8b::256>>
...> }
...> index = 0
...> BitcoinLib.Key.PrivateKey.derive_child!(private_key, index)
%BitcoinLib.Key.PrivateKey{
  key: <<0x39f329fedba2a68e2a804fcd9aeea4104ace9080212a52ce8b52c1fb89850c72::256>>,
  chain_code: <<0x05aae71d7c080474efaab01fa79e96f4c6cfe243237780b0df4bc36106228e31::256>>,
  depth: 1,
  index: 0,
  parent_fingerprint: <<0x18C1259::32>>
}

  



    

  
    
      
      Link to this function
    
    derive_child(private_key, index, hardened? \\ false)


      
       
       View Source
     


  


  

      

          @spec derive_child(
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  },
  integer(),
  boolean()
) ::
  {:ok,
   %BitcoinLib.Key.PrivateKey{
     chain_code: term(),
     depth: term(),
     fingerprint: term(),
     index: term(),
     key: term(),
     parent_fingerprint: term()
   }}


      


Derives the nth child of a HD private key
Takes a private key, its chain code and the child's index
Returns the child's private key and it's associated chain code
Inspired by https://learnmeabitcoin.com/technical/extended-keys#child-extended-key-derivation

  
  examples

  
  Examples


iex> private_key = %BitcoinLib.Key.PrivateKey{
...>   key: <<0xf79bb0d317b310b261a55a8ab393b4c8a1aba6fa4d08aef379caba502d5d67f9::256>>,
...>   chain_code: <<0x463223aac10fb13f291a1bc76bc26003d98da661cb76df61e750c139826dea8b::256>>
...> }
...> index = 0
...> BitcoinLib.Key.PrivateKey.derive_child(private_key, index)
{
  :ok,
  %BitcoinLib.Key.PrivateKey{
    key: <<0x39f329fedba2a68e2a804fcd9aeea4104ace9080212a52ce8b52c1fb89850c72::256>>,
    chain_code: <<0x05aae71d7c080474efaab01fa79e96f4c6cfe243237780b0df4bc36106228e31::256>>,
    depth: 1,
    index: 0,
    parent_fingerprint: <<0x18C1259::32>>
  }
}

  



  
    
      
      Link to this function
    
    deserialize(serialized_private_key)


      
       
       View Source
     


  


  

      

          @spec deserialize(binary()) :: %BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}


      


Deserialization of a private key from its xpriv version
values from https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki#test-vector-1

  
  examples

  
  Examples


iex> "xprv9s21ZrQH143K3QTDL4LXw2F7HEK3wJUD2nW2nRk4stbPy6cq3jPPqjiChkVvvNKmPGJxWUtg6LnF5kejMRNNU3TGtRBeJgk33yuGBxrMPHi"
...> |> BitcoinLib.Key.PrivateKey.deserialize()

%BitcoinLib.Key.PrivateKey {
  key: <<0xE8F32E723DECF4051AEFAC8E2C93C9C5B214313817CDB01A1494B917C8436B35::256>>,
  chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>,
  depth: 0,
  index: 0
}

  



  
    
      
      Link to this function
    
    from_derivation_path!(private_key, derivation_path)


      
       
       View Source
     


  


  

      

          @spec from_derivation_path!(
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  },
  %BitcoinLib.Key.HD.DerivationPath{
    account: term(),
    address_index: term(),
    change: term(),
    coin_type: term(),
    purpose: term(),
    type: term()
  }
) :: %BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}


          @spec from_derivation_path!(
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  },
  binary()
) :: %BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}


      


Simply calls from_derivation_path and directly returns the private key whatever the outcome.any()
Will crash if used with an invalid derivation path

  
  examples

  
  Examples


iex> private_key = %BitcoinLib.Key.PrivateKey{
...>   key: <<0xF79BB0D317B310B261A55A8AB393B4C8A1ABA6FA4D08AEF379CABA502D5D67F9::256>>,
...>   chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
...> }
...> {:ok, derivation_path} = BitcoinLib.Key.HD.DerivationPath.parse("m/44'")
...> BitcoinLib.Key.PrivateKey.from_derivation_path!(private_key, derivation_path)
%BitcoinLib.Key.PrivateKey{
  key: <<0x4E59086C1DEC6D081986CB079F536E38B3D2B6DA7A8EDCFFB1942AE8B9FDF156::256>>,
  chain_code: <<0xF42DE823EE78F6227822D79BC6F6101D084D7F0F876B7828BF027D681294E538::256>>,
  depth: 1,
  index: 0x8000002C,
  parent_fingerprint: <<0x18C1259::32>>,
  fingerprint: <<0x68b1f6f8::32>>
}

  



  
    
      
      Link to this function
    
    from_derivation_path(private_key, derivation_path)


      
       
       View Source
     


  


  

      

          @spec from_derivation_path(
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  },
  %BitcoinLib.Key.HD.DerivationPath{
    account: term(),
    address_index: term(),
    change: term(),
    coin_type: term(),
    purpose: term(),
    type: term()
  }
) ::
  {:ok,
   %BitcoinLib.Key.PrivateKey{
     chain_code: term(),
     depth: term(),
     fingerprint: term(),
     index: term(),
     key: term(),
     parent_fingerprint: term()
   }}


          @spec from_derivation_path(
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  },
  binary()
) ::
  {:ok,
   %BitcoinLib.Key.PrivateKey{
     chain_code: term(),
     depth: term(),
     fingerprint: term(),
     index: term(),
     key: term(),
     parent_fingerprint: term()
   }}


      


Derives a child private key, following a derivation path

  
  examples

  
  Examples


iex> private_key = %BitcoinLib.Key.PrivateKey{
...>   key: <<0xF79BB0D317B310B261A55A8AB393B4C8A1ABA6FA4D08AEF379CABA502D5D67F9::256>>,
...>   chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
...> }
...> {:ok, derivation_path} = BitcoinLib.Key.HD.DerivationPath.parse("m/44'")
...> BitcoinLib.Key.PrivateKey.from_derivation_path(private_key, derivation_path)
{
  :ok,
  %BitcoinLib.Key.PrivateKey{
    key: <<0x4E59086C1DEC6D081986CB079F536E38B3D2B6DA7A8EDCFFB1942AE8B9FDF156::256>>,
    chain_code: <<0xF42DE823EE78F6227822D79BC6F6101D084D7F0F876B7828BF027D681294E538::256>>,
    depth: 1,
    index: 0x8000002C,
    parent_fingerprint: <<0x18C1259::32>>,
    fingerprint: <<0x68b1f6f8::32>>
  }
}

  



  
    
      
      Link to this function
    
    from_seed(seed)


      
       
       View Source
     


  


  

      

          @spec from_seed(binary()) :: %BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}


      


Converts a seed into a master private key hash containing the key itself and the chain code

  
  examples

  
  Examples


iex> "7e4803bd0278e223532f5833d81605bedc5e16f39c49bdfff322ca83d444892ddb091969761ea406bee99d6ab613fad6a99a6d4beba66897b252f00c9dd7b364"
...> |> BitcoinLib.Key.PrivateKey.from_seed()
%BitcoinLib.Key.PrivateKey{
  chain_code: <<0x5A7AEBB0FBE37BB89E690A6E350FAFED353B624741269E71001E608732FD8125::256>>,
  key: <<0x41DF6FA7F014A60FD79EC50B201FECF9CEDD8328921DDF670ACFCEF227242688::256>>,
  fingerprint: <<0xB317B417::32>>,
  parent_fingerprint: <<0::32>>
}

  



    

  
    
      
      Link to this function
    
    from_seed_phrase(seed_phrase, passphrase \\ "")


      
       
       View Source
     


  


  

Converts a seed phrase into an extended private key

  
  examples

  
  Examples


iex> "rally celery split order almost twenty ignore record legend learn chaos decade"
...> |> BitcoinLib.Key.PrivateKey.from_seed_phrase()
%BitcoinLib.Key.PrivateKey{
  fingerprint: <<0x2E92A74C::32>>,
  key: <<0xD6EAD233E06C068585976B5C8373861D77E7F030EC452E65EE81C85FA6906970::256>>,
  chain_code: <<0xA17100DD000D9D4A37034F7CEE0D46F5AE97B570BE065E57A00546FAE014A8A2::256>>,
  depth: 0x0,
  index: 0x0
}

  



  
    
      
      Link to this function
    
    from_wif(wif)


      
       
       View Source
     


  


  

Create a private key from a WIF
Based on https://learnmeabitcoin.com/technical/wif

  
  examples

  
  Examples


iex> "KzractrYn5gnDNVwBDy7sYhAkyMvX4WeYQpwyhCAUKDogJTzYsUc"
...> |> BitcoinLib.Key.PrivateKey.from_wif()
%BitcoinLib.Key.PrivateKey{key: <<108, 122, 178, 249, 97, 161, 188, 63, 19, 205, 192, 141,
 196, 28, 63, 67, 154, 222, 189, 84, 154, 142, 241, 192, 137, 232, 26, 89,
 7, 55, 97, 7>>}

  



  
    
      
      Link to this function
    
    generate()


      
       
       View Source
     


  


  

      

          @spec generate() :: %{raw: bitstring(), wif: binary()}


      


Creates a Bitcoin private key using efficient randomness
Inspired by https://learnmeabitcoin.com/technical/private-key

  
  examples

  
  Examples


iex> %{raw: raw1} = BitcoinLib.Key.PrivateKey.generate
...> %{raw: raw2} = BitcoinLib.Key.PrivateKey.generate
...> raw1 == raw2
false

  



  
    
      
      Link to this function
    
    serialize(private_key)


      
       
       View Source
     


  


  

      

          @spec serialize(%BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}) :: binary()


      


Serialization of a master private key into its xpriv version
values from https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki#test-vector-1

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PrivateKey {
...>   key: <<0xE8F32E723DECF4051AEFAC8E2C93C9C5B214313817CDB01A1494B917C8436B35::256>>,
...>   chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>
...> }
...> |> BitcoinLib.Key.PrivateKey.serialize()
"xprv9s21ZrQH143K3QTDL4LXw2F7HEK3wJUD2nW2nRk4stbPy6cq3jPPqjiChkVvvNKmPGJxWUtg6LnF5kejMRNNU3TGtRBeJgk33yuGBxrMPHi"

  



  
    
      
      Link to this function
    
    sign_message(message, private_key)


      
       
       View Source
     


  


  

      

          @spec sign_message(binary(), %BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}) :: binary()


      


Signs a message using a private key
Below is an example of a signature... this doctest doesn't end with a value, because the signature
is different on every call, and even can have different lengths.

  
  examples

  
  Examples


iex> message = "76a914c825a1ecf2a6830c4401620c3a16f1995057c2ab88ac"
...> private_key = %BitcoinLib.Key.PrivateKey{key: <<0xd6ead233e06c068585976b5c8373861d77e7f030ec452e65ee81c85fa6906970::256>>}
...> BitcoinLib.Crypto.Secp256k1.sign(message, private_key)

  



  
    
      
      Link to this function
    
    to_wif(private_key)


      
       
       View Source
     


  


  

Converts a private key to the WIF format
Based on https://learnmeabitcoin.com/technical/wif

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PrivateKey{key: <<108, 122, 178, 249, 97, 161, 188, 63, 19, 205, 192, 141,
...>   196, 28, 63, 67, 154, 222, 189, 84, 154, 142, 241, 192, 137, 232, 26, 89,
...>   7, 55, 97, 7>>}
...> |> BitcoinLib.Key.PrivateKey.to_wif()
"KzractrYn5gnDNVwBDy7sYhAkyMvX4WeYQpwyhCAUKDogJTzYsUc"

  


        

      



  

    
BitcoinLib.Key.PrivateKey.ChildFromDerivationPath 
    



      
Computes a private key from a derivation path

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          get(private_key, derivation_path)

        


          Computes a private key from a derivation path



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    get(private_key, derivation_path)


      
       
       View Source
     


  


  

      

          @spec get(
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  },
  %BitcoinLib.Key.HD.DerivationPath{
    account: term(),
    address_index: term(),
    change: term(),
    coin_type: term(),
    purpose: term(),
    type: term()
  }
) ::
  {:ok,
   %BitcoinLib.Key.PrivateKey{
     chain_code: term(),
     depth: term(),
     fingerprint: term(),
     index: term(),
     key: term(),
     parent_fingerprint: term()
   }}
  | {:error, binary()}


      


Computes a private key from a derivation path

  
  examples

  
  Examples


iex> { :ok, derivation_path } = BitcoinLib.Key.HD.DerivationPath.parse("m/84'/0'/0'/0/0")
...> %BitcoinLib.Key.PrivateKey{
...>  key: <<0xF79BB0D317B310B261A55A8AB393B4C8A1ABA6FA4D08AEF379CABA502D5D67F9::256>>,
...>  chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
...> }
...> |> BitcoinLib.Key.PrivateKey.ChildFromDerivationPath.get(derivation_path)
{
  :ok,
  %BitcoinLib.Key.PrivateKey{
    key: <<0x210DDF6EA57B57C4607B17F9774C3F48AC92DA3AE5FF03D215CCE56AA021DAA6::256>>,
    chain_code: <<0x143B6DAC88591B42BD7D74AA193D4EFC7826873B4BD5F491B7067E705B8A626E::256>>,
    depth: 5,
    index: 0,
    parent_fingerprint: <<0xFFF4D449::32>>
  }
}

  


        

      



  

    
BitcoinLib.Key.PrivateKey.ChildFromIndex 
    



      
Calculates direct childs from a private key based on a given index, and maybe a hardened flag

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          get(private_key, index, hardened? \\ false)

        


          Calculates a direct child from a private key based on a given index, and maybe a hardened flag



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


    

  
    
      
      Link to this function
    
    get(private_key, index, hardened? \\ false)


      
       
       View Source
     


  


  

      

          @spec get(
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  },
  integer(),
  boolean()
) ::
  {:ok,
   %BitcoinLib.Key.PrivateKey{
     chain_code: term(),
     depth: term(),
     fingerprint: term(),
     index: term(),
     key: term(),
     parent_fingerprint: term()
   }}
  | {:error, binary()}


      


Calculates a direct child from a private key based on a given index, and maybe a hardened flag

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PrivateKey{
...>  key: <<0xF79BB0D317B310B261A55A8AB393B4C8A1ABA6FA4D08AEF379CABA502D5D67F9::256>>,
...>  chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
...> }
...> |> BitcoinLib.Key.PrivateKey.ChildFromIndex.get(0)
{
  :ok,
  %BitcoinLib.Key.PrivateKey{
    key: <<0x39F329FEDBA2A68E2A804FCD9AEEA4104ACE9080212A52CE8B52C1FB89850C72::256>>,
    chain_code: <<0x05AAE71D7C080474EFAAB01FA79E96F4C6CFE243237780B0DF4BC36106228E31::256>>,
    depth: 1,
    index: 0,
    parent_fingerprint: <<0x18C1259::32>>
  }
}

  


        

      



  

    
BitcoinLib.Key.PublicKey 
    



      
Bitcoin extended public key management module

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          derive_child!(public_key, index)

        


          Simply calls from_derivation_path and directly returns the public key whatever the outcome.any()
Will crash if the index is negative or greater than 0x7FFFFFFF



      


      
        
          derive_child(public_key, index)

        


          Derives the nth child of a HD public key



      


      
        
          deserialize!(serialized_public_key)

        


          Deserialization of a public key from its xpub version



      


      
        
          deserialize(serialized_public_key)

        


          Deserialization of a public key from its xpub version



      


      
        
          from_derivation_path(public_key, derivation_path)

        


          Derives a child public key, following a derivation path



      


      
        
          from_private_key(private_key)

        


          Derives an extended public key from an extended private key. Happens to be the same process
as for regular keys.



      


      
        
          hash(public_key)

        


          Creates a public key hash



      


      
        
          serialize!(public_key, network \\ :mainnet, format \\ :bip32)

        


          Serialization of a master public key into its xpub version



      


      
        
          serialize(public_key, network \\ :mainnet, format \\ :bip32)

        


          Serialization of a master public key into its xpub version



      


      
        
          to_address(public_key, type \\ :bech32, network \\ :mainnet)

        


          Converts the public key to an address of the type specified as the second parameter



      


      
        
          validate_signature(signature, message, public_key)

        


          Checks a signature against a public key



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    derive_child!(public_key, index)


      
       
       View Source
     


  


  

      

          @spec derive_child!(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  integer()
) :: %BitcoinLib.Key.PublicKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term(),
  uncompressed_key: term()
}


      


Simply calls from_derivation_path and directly returns the public key whatever the outcome.any()
Will crash if the index is negative or greater than 0x7FFFFFFF

  
  examples

  
  Examples


iex> public_key = %BitcoinLib.Key.PublicKey{
...>  key: <<0x252C616D91A2488C1FD1F0F172E98F7D1F6E51F8F389B2F8D632A8B490D5F6DA9::264>>,
...>  chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
...> }
...> index = 0
...> BitcoinLib.Key.PublicKey.derive_child!(public_key, index)
%BitcoinLib.Key.PublicKey{
  key: <<0x30204D3503024160E8303C0042930EA92A9D671DE9AA139C1867353F6B6664E59::264>>,
  chain_code: <<0x05AAE71D7C080474EFAAB01FA79E96F4C6CFE243237780B0DF4BC36106228E31::256>>,
  depth: 1,
  index: 0,
  parent_fingerprint: <<0x18C1259::32>>,
  fingerprint: <<0x9680603F::32>>
}

  



  
    
      
      Link to this function
    
    derive_child(public_key, index)


      
       
       View Source
     


  


  

      

          @spec derive_child(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  integer()
) ::
  {:ok,
   %BitcoinLib.Key.PublicKey{
     chain_code: term(),
     depth: term(),
     fingerprint: term(),
     index: term(),
     key: term(),
     parent_fingerprint: term(),
     uncompressed_key: term()
   }}
  | {:error, binary()}


      


Derives the nth child of a HD public key
Takes a public key, its chain code and the child's index
Returns the child's public key and it's associated chain code
Inspired by https://learnmeabitcoin.com/technical/extended-keys#child-extended-key-derivation

  
  examples

  
  Examples


iex> public_key = %BitcoinLib.Key.PublicKey{
...>  key: <<0x252C616D91A2488C1FD1F0F172E98F7D1F6E51F8F389B2F8D632A8B490D5F6DA9::264>>,
...>  chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
...> }
...> index = 0
...> BitcoinLib.Key.PublicKey.derive_child(public_key, index)
{
  :ok,
  %BitcoinLib.Key.PublicKey{
    key: <<0x30204D3503024160E8303C0042930EA92A9D671DE9AA139C1867353F6B6664E59::264>>,
    chain_code: <<0x05AAE71D7C080474EFAAB01FA79E96F4C6CFE243237780B0DF4BC36106228E31::256>>,
    depth: 1,
    index: 0,
    parent_fingerprint: <<0x18C1259::32>>,
    fingerprint: <<0x9680603F::32>>
  }
}

  



  
    
      
      Link to this function
    
    deserialize!(serialized_public_key)


      
       
       View Source
     


  


  

      

          @spec deserialize!(binary()) :: %BitcoinLib.Key.PublicKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term(),
  uncompressed_key: term()
}


      


Deserialization of a public key from its xpub version
values from https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki#test-vector-1

  
  examples

  
  Examples


iex> "xpub661MyMwAqRbcFtXgS5sYJABqqG9YLmC4Q1Rdap9gSE8NqtwybGhePY2gZ29ESFjqJoCu1Rupje8YtGqsefD265TMg7usUDFdp6W1EGMcet8"
...> |> BitcoinLib.Key.PublicKey.deserialize!()
%BitcoinLib.Key.PublicKey{
  fingerprint: <<0x3442193E::32>>,
  key: <<0x339A36013301597DAEF41FBE593A02CC513D0B55527EC2DF1050E2E8FF49C85C2::264>>,
  chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>,
  depth: 0,
  index: 0,
  parent_fingerprint: <<0::32>>
}

  



  
    
      
      Link to this function
    
    deserialize(serialized_public_key)


      
       
       View Source
     


  


  

      

          @spec deserialize(binary()) ::
  {:ok,
   %BitcoinLib.Key.PublicKey{
     chain_code: term(),
     depth: term(),
     fingerprint: term(),
     index: term(),
     key: term(),
     parent_fingerprint: term(),
     uncompressed_key: term()
   }, :mainnet | :testnet, :bip32 | :bip49 | :bip84}
  | {:error, String.t()}


      


Deserialization of a public key from its xpub version
values from https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki#test-vector-1

  
  examples

  
  Examples


iex> "xpub661MyMwAqRbcFtXgS5sYJABqqG9YLmC4Q1Rdap9gSE8NqtwybGhePY2gZ29ESFjqJoCu1Rupje8YtGqsefD265TMg7usUDFdp6W1EGMcet8"
...> |> BitcoinLib.Key.PublicKey.deserialize()
{
  :ok,
  %BitcoinLib.Key.PublicKey{
    fingerprint: <<0x3442193E::32>>,
    key: <<0x339A36013301597DAEF41FBE593A02CC513D0B55527EC2DF1050E2E8FF49C85C2::264>>,
    chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>,
    depth: 0,
    index: 0,
    parent_fingerprint: <<0::32>>
  },
  :mainnet,
  :bip32
}

  



  
    
      
      Link to this function
    
    from_derivation_path(public_key, derivation_path)


      
       
       View Source
     


  


  

      

          @spec from_derivation_path(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  %BitcoinLib.Key.HD.DerivationPath{
    account: term(),
    address_index: term(),
    change: term(),
    coin_type: term(),
    purpose: term(),
    type: term()
  }
) ::
  {:ok,
   %BitcoinLib.Key.PublicKey{
     chain_code: term(),
     depth: term(),
     fingerprint: term(),
     index: term(),
     key: term(),
     parent_fingerprint: term(),
     uncompressed_key: term()
   }}


      


Derives a child public key, following a derivation path

  
  examples

  
  Examples


iex> public_key = %BitcoinLib.Key.PublicKey{
...>   key: <<0x252C616D91A2488C1FD1F0F172E98F7D1F6E51F8F389B2F8D632A8B490D5F6DA9::264>>,
...>   chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
...> }
...> {:ok, derivation_path} = BitcoinLib.Key.HD.DerivationPath.parse("M/44'/0'/0'/0/0")
...> BitcoinLib.Key.PublicKey.from_derivation_path(public_key, derivation_path)
{
  :ok,
  %BitcoinLib.Key.PublicKey{
    key: <<0x29DCAFD0D7D67B13657CC9EE7C8976E141F20F0684BF3FC83CAF068E74186BCDC::264>>,
    chain_code: <<0x162EEE68F7C3823CAF8BD2615A4A33633673CAAB66FF6F338FB0653FC59D462D::256>>,
    depth: 5,
    index: 0,
    parent_fingerprint: <<0xCA2A5281::32>>,
    fingerprint: <<0xAEAAB1AD::32>>
  }
}

  



  
    
      
      Link to this function
    
    from_private_key(private_key)


      
       
       View Source
     


  


  

      

          @spec from_private_key(%BitcoinLib.Key.PrivateKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term()
}) :: %BitcoinLib.Key.PublicKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term(),
  uncompressed_key: term()
}


      


Derives an extended public key from an extended private key. Happens to be the same process
as for regular keys.
Inspired by https://learnmeabitcoin.com/technical/hd-wallets#master-private-key

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PrivateKey{
...>   key: <<0x081549973BAFBBA825B31BCC402A3C4ED8E3185C2F3A31C75E55F423E9629AA3::264>>,
...>   chain_code: <<0x1D7D2A4C940BE028B945302AD79DD2CE2AFE5ED55E1A2937A5AF57F8401E73DD::256>>
...> }
...> |> BitcoinLib.Key.PublicKey.from_private_key()
%BitcoinLib.Key.PublicKey{
  fingerprint: <<0xED104CB8::32>>,
  key: <<0x0343B337DEC65A47B3362C9620A6E6FF39A1DDFA908ABAB1666C8A30A3F8A7CCCC::264>>,
  uncompressed_key: <<0x0443b337dec65a47b3362c9620a6e6ff39a1ddfa908abab1666c8a30a3f8a7ccccfc24a7914950b6405729a9313cec6ae5bb4a082f92d05ac49df4b6dd8387bfeb::520>>,
  chain_code: <<0x1D7D2A4C940BE028B945302AD79DD2CE2AFE5ED55E1A2937A5AF57F8401E73DD::256>>,
  depth: 0,
  index: 0,
  parent_fingerprint: <<0::32>>
}

  



  
    
      
      Link to this function
    
    hash(public_key)


      
       
       View Source
     


  


  

      

          @spec hash(%BitcoinLib.Key.PublicKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term(),
  uncompressed_key: term()
}) :: <<_::160>>


      


Creates a public key hash

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PublicKey{
...>   key: <<0x02b4632d08485ff1df2db55b9dafd23347d1c47a457072a1e87be26896549a8737::264>>
...> }
...> |> BitcoinLib.Key.PublicKey.hash()
<<0x93ce48570b55c42c2af816aeaba06cfee1224fae::160>>

  



    

    

  
    
      
      Link to this function
    
    serialize!(public_key, network \\ :mainnet, format \\ :bip32)


      
       
       View Source
     


  


  

      

          @spec serialize!(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  :mainnet | :testnet,
  :bip32 | :bip49 | :bip84
) :: binary()


      


Serialization of a master public key into its xpub version
values from https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki#test-vector-1

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PublicKey{
...>   key: <<0x339A36013301597DAEF41FBE593A02CC513D0B55527EC2DF1050E2E8FF49C85C2::264>>,
...>   chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>,
...>   depth: 0,
...>   index: 0,
...>   parent_fingerprint: <<0::32>>
...> }
...> |> BitcoinLib.Key.PublicKey.serialize!()
"xpub661MyMwAqRbcFtXgS5sYJABqqG9YLmC4Q1Rdap9gSE8NqtwybGhePY2gZ29ESFjqJoCu1Rupje8YtGqsefD265TMg7usUDFdp6W1EGMcet8"

  



    

    

  
    
      
      Link to this function
    
    serialize(public_key, network \\ :mainnet, format \\ :bip32)


      
       
       View Source
     


  


  

      

          @spec serialize(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  :mainnet | :testnet,
  :bip32 | :bip49 | :bip84
) :: {:ok, binary()} | {:error, binary()}


      


Serialization of a master public key into its xpub version
values from https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki#test-vector-1

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PublicKey{
...>   key: <<0x339A36013301597DAEF41FBE593A02CC513D0B55527EC2DF1050E2E8FF49C85C2::264>>,
...>   chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>,
...>   depth: 0,
...>   index: 0,
...>   parent_fingerprint: <<0::32>>
...> }
...> |> BitcoinLib.Key.PublicKey.serialize()
{
  :ok,
  "xpub661MyMwAqRbcFtXgS5sYJABqqG9YLmC4Q1Rdap9gSE8NqtwybGhePY2gZ29ESFjqJoCu1Rupje8YtGqsefD265TMg7usUDFdp6W1EGMcet8"
}

  



    

    

  
    
      
      Link to this function
    
    to_address(public_key, type \\ :bech32, network \\ :mainnet)


      
       
       View Source
     


  


  

Converts the public key to an address of the type specified as the second parameter
Defaults to bech32 address type

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PublicKey{
...>   key: <<0x3EB181FB7B5CF63D82307188B20828B83008F2D2511E5C6EDCBE171C63DD2CBC1::264>>,
...>   chain_code: <<0x581F15490635CF8CD0AEEF556562F52C60179E0E87E0EA92977E364D949DC2E4::256>>,
...>   depth: 0x5,
...>   index: 0x0
...> }
...> |> BitcoinLib.Key.PublicKey.to_address(:p2pkh)
"1BRjWnoAVg3EASJHex5YeyDWC1zZ4CA5vc"

  



  
    
      
      Link to this function
    
    validate_signature(signature, message, public_key)


      
       
       View Source
     


  


  

      

          @spec validate_signature(bitstring(), bitstring(), %BitcoinLib.Key.PublicKey{
  chain_code: term(),
  depth: term(),
  fingerprint: term(),
  index: term(),
  key: term(),
  parent_fingerprint: term(),
  uncompressed_key: term()
}) :: boolean()


      


Checks a signature against a public key

  
  examples

  
  Examples


iex> message = <<0xf05750d5bd2c2b4bbbd57cb07082ba5aabb41863e33bf2cd187a9adb1443dbc3::256>>
...> public_key = %BitcoinLib.Key.PublicKey{
...>   key: <<0x03f0e5a53db9f85e5b2eecf677925ffe21dd1409bcfe9a0730404053599b0901e5::264>>
...> }
...> <<0x30440220032a1544f599bf29981851e826e8a6f7c036958ba3543cf9778a0756dfc425f6022067eec131c0d73825633c0fddce1abfb14bb26bc9e0d6e9d644a77361f74cb55c::560>>
...> |> BitcoinLib.Key.PublicKey.validate_signature(message, public_key)
true

  


        

      



  

    
BitcoinLib.Key.PublicKey.ChildFromDerivationPath 
    



      
Computes a public key from a derivation path

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          get(public_key, derivation_path)

        


          Computes a public key from a derivation path



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    get(public_key, derivation_path)


      
       
       View Source
     


  


  

      

          @spec get(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  %BitcoinLib.Key.HD.DerivationPath{
    account: term(),
    address_index: term(),
    change: term(),
    coin_type: term(),
    purpose: term(),
    type: term()
  }
) ::
  {:ok,
   %BitcoinLib.Key.PublicKey{
     chain_code: term(),
     depth: term(),
     fingerprint: term(),
     index: term(),
     key: term(),
     parent_fingerprint: term(),
     uncompressed_key: term()
   }}


      


Computes a public key from a derivation path

  
  examples

  
  Examples


iex> { :ok, derivation_path } = BitcoinLib.Key.HD.DerivationPath.parse("M/84'/0'/0'/0/0")
...> %BitcoinLib.Key.PublicKey{
...>  key: <<0x252C616D91A2488C1FD1F0F172E98F7D1F6E51F8F389B2F8D632A8B490D5F6DA9::264>>,
...>  chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
...> }
...> |> BitcoinLib.Key.PublicKey.ChildFromDerivationPath.get(derivation_path)
{
  :ok,
  %BitcoinLib.Key.PublicKey{
    key: <<0x3D8E202D3D91B13E955D79BA88EADD709B98640D9633868C6274B9ACEED0F70EF::264>>,
    chain_code: <<0x3159D0A560A856F5894C15EB0D657A74218B4979D8C6D76F8E78A42C83D22DA8::256>>,
    depth: 5,
    index: 0,
    parent_fingerprint: <<0x3E4142F6::32>>,
    fingerprint: <<0xD0D8EFE4::32>>
  }
}

  


        

      



  

    
BitcoinLib.Key.PublicKey.ChildFromIndex 
    



      
Calculates direct childs from a public key based on a given index

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          get(parent_public_key, index)

        


          Calculates a direct child from a public key based on a given index



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    get(parent_public_key, index)


      
       
       View Source
     


  


  

      

          @spec get(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  integer()
) ::
  {:ok,
   %BitcoinLib.Key.PublicKey{
     chain_code: term(),
     depth: term(),
     fingerprint: term(),
     index: term(),
     key: term(),
     parent_fingerprint: term(),
     uncompressed_key: term()
   }}
  | {:error, binary()}


      


Calculates a direct child from a public key based on a given index

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PublicKey{
...>   key: <<0x252C616D91A2488C1FD1F0F172E98F7D1F6E51F8F389B2F8D632A8B490D5F6DA9::264>>,
...>   chain_code: <<0x463223AAC10FB13F291A1BC76BC26003D98DA661CB76DF61E750C139826DEA8B::256>>
...> }
...> |> BitcoinLib.Key.PublicKey.ChildFromIndex.get(0)
{
  :ok,
  %BitcoinLib.Key.PublicKey{
    fingerprint: <<0x9680603F::32>>,
    key: <<0x30204D3503024160E8303C0042930EA92A9D671DE9AA139C1867353F6B6664E59::264>>,
    chain_code: <<0x05AAE71D7C080474EFAAB01FA79E96F4C6CFE243237780B0DF4BC36106228E31::256>>,
    depth: 1,
    index: 0,
    parent_fingerprint: <<0x18C1259::32>>
  }
}

  


        

      



  

    
BitcoinLib.Key.PublicKey.Deserialization 
    



      
Extended public key deserialization module
To test the results, use https://www.npmjs.com/package/@swan-bitcoin/xpub-cli
Serialization types: https://github.com/satoshilabs/slips/blob/master/slip-0132.md
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      Functions
    


      
        
          deserialize(serialized)

        


          Deserialization of a public key from its xpub version
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      Link to this function
    
    deserialize(serialized)


      
       
       View Source
     


  


  

      

          @spec deserialize(binary()) ::
  {:ok,
   %BitcoinLib.Key.PublicKey{
     chain_code: term(),
     depth: term(),
     fingerprint: term(),
     index: term(),
     key: term(),
     parent_fingerprint: term(),
     uncompressed_key: term()
   }, :mainnet | :testnet, :bip32 | :bip49 | :bip84}
  | {:error, binary()}


      


Deserialization of a public key from its xpub version
values from https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki#test-vector-1

  
  examples

  
  Examples


iex> "xpub661MyMwAqRbcFtXgS5sYJABqqG9YLmC4Q1Rdap9gSE8NqtwybGhePY2gZ29ESFjqJoCu1Rupje8YtGqsefD265TMg7usUDFdp6W1EGMcet8"
...> |> BitcoinLib.Key.PublicKey.deserialize()
{
  :ok,
  %BitcoinLib.Key.PublicKey{
    key: <<0x339A36013301597DAEF41FBE593A02CC513D0B55527EC2DF1050E2E8FF49C85C2::264>>,
    chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>,
    depth: 0,
    index: 0,
    parent_fingerprint: <<0,0,0,0>>,
    fingerprint: <<0x3442193e::32>>
  },
  :mainnet,
  :bip32
}

  


        

      



  

    
BitcoinLib.Key.PublicKey.Serialization 
    



      
Extended public key serialization module
To test the results, use https://www.npmjs.com/package/@swan-bitcoin/xpub-cli
Serialization types: https://github.com/satoshilabs/slips/blob/master/slip-0132.md
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      Functions
    


      
        
          serialize(pub_key, arg2, arg3)

        


          Serialization of a master public key into an exportable version
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      Link to this function
    
    serialize(pub_key, arg2, arg3)


      
       
       View Source
     


  


  

      

          @spec serialize(
  %BitcoinLib.Key.PublicKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term(),
    uncompressed_key: term()
  },
  :mainnet | :testnet,
  :bip32 | :bip49 | :bip84
) :: {:ok, binary()} | {:error, binary()}


      


Serialization of a master public key into an exportable version
values from https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki#test-vector-1

  
  examples

  
  Examples


iex> %BitcoinLib.Key.PublicKey{
...>   key: <<0x339A36013301597DAEF41FBE593A02CC513D0B55527EC2DF1050E2E8FF49C85C2::264>>,
...>   chain_code: <<0x873DFF81C02F525623FD1FE5167EAC3A55A049DE3D314BB42EE227FFED37D508::256>>,
...>   depth: 0,
...>   index: 0,
...>   parent_fingerprint: <<0::32>>
...> }
...> |> BitcoinLib.Key.PublicKey.Serialization.serialize(:mainnet, :bip32)
{
  :ok,
  "xpub661MyMwAqRbcFtXgS5sYJABqqG9YLmC4Q1Rdap9gSE8NqtwybGhePY2gZ29ESFjqJoCu1Rupje8YtGqsefD265TMg7usUDFdp6W1EGMcet8"
}

  


        

      



  

    
BitcoinLib.Script 
    



      
Script manipulation module
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      Functions
    


      
        
          encode(script)

        


          Transforms a list of opcodes into a compact integer reprensenting the size of the script,
and the script itself



      


      
        
          execute(script, stack)

        


      


      
        
          identify(script)

        


      


      
        
          parse!(script)

        


          Transforms a script in the bitstring form into a list of opcodes



      


      
        
          parse(script)

        


          Transforms a script in the bitstring form into a list of opcodes



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    encode(script)


      
       
       View Source
     


  


  

      

          @spec encode(list()) :: {bitstring(), bitstring()}


      


Transforms a list of opcodes into a compact integer reprensenting the size of the script,
and the script itself

  
  examples

  
  Examples


iex> [
...>   %BitcoinLib.Script.Opcodes.Stack.Dup{},
...>   %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
...>   %BitcoinLib.Script.Opcodes.Data{
...>     value: <<0xfde0a08625e327ba400644ad62d5c571d2eec3de::160>>
...>   },
...>   %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
...>   %BitcoinLib.Script.Opcodes.Crypto.CheckSig{}
...> ] |> BitcoinLib.Script.encode
{<<0x19>>, <<0x76a914fde0a08625e327ba400644ad62d5c571d2eec3de88ac::200>>}

  



  
    
      
      Link to this function
    
    execute(script, stack)


      
       
       View Source
     


  


  

      

          @spec execute(bitstring(), list()) :: {:ok, boolean()} | {:error, binary()}


          @spec execute(list(), list()) :: {:ok, boolean()} | {:error, binary()}


      



  



  
    
      
      Link to this function
    
    identify(script)


      
       
       View Source
     


  


  

      

          @spec identify(bitstring() | list()) ::
  {:unknown | :p2pk | :p2pkh | :p2sh, bitstring()}


      



  



  
    
      
      Link to this function
    
    parse!(script)


      
       
       View Source
     


  


  

      

          @spec parse!(bitstring()) :: list()


      


Transforms a script in the bitstring form into a list of opcodes

  
  examples

  
  Examples


iex> <<0x76a914fde0a08625e327ba400644ad62d5c571d2eec3de88ac::200>>
...> |> BitcoinLib.Script.parse!()
[
  %BitcoinLib.Script.Opcodes.Stack.Dup{},
  %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
  %BitcoinLib.Script.Opcodes.Data{
    value: <<0xfde0a08625e327ba400644ad62d5c571d2eec3de::160>>
  },
  %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
  %BitcoinLib.Script.Opcodes.Crypto.CheckSig{
    script: <<0x76a914fde0a08625e327ba400644ad62d5c571d2eec3de88ac::200>>
  }
]

  



  
    
      
      Link to this function
    
    parse(script)


      
       
       View Source
     


  


  

      

          @spec parse(bitstring()) :: {:ok, list()} | {:error, binary()}


      


Transforms a script in the bitstring form into a list of opcodes

  
  examples

  
  Examples


iex> <<0x76a914fde0a08625e327ba400644ad62d5c571d2eec3de88ac::200>>
...> |> BitcoinLib.Script.parse()
{
  :ok,
  [
    %BitcoinLib.Script.Opcodes.Stack.Dup{},
    %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
    %BitcoinLib.Script.Opcodes.Data{
      value: <<0xfde0a08625e327ba400644ad62d5c571d2eec3de::160>>
    },
    %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
    %BitcoinLib.Script.Opcodes.Crypto.CheckSig{
      script: <<0x76a914fde0a08625e327ba400644ad62d5c571d2eec3de88ac::200>>
    }
  ]
}

  


        

      



  

    
BitcoinLib.Script.Analyzer 
    



      
Based on that table https://i.stack.imgur.com/iXfVX.png
useful links:
	https://learnmeabitcoin.com/technical/scriptPubKey#standard-scripts
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      Functions
    


      
        
          identify(script)

        


          Identify a script in either binary or opcode list forms
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      Link to this function
    
    identify(script)


      
       
       View Source
     


  


  

      

          @spec identify(binary() | list()) ::
  {:p2pk | :p2pkh | :p2wpkh | :p2sh | :p2wsh, bitstring()}


      


Identify a script in either binary or opcode list forms

  
  examples

  
  Examples


iex> <<0x4104678AFDB0FE5548271967F1A67130B7105CD6A828E03909A67962E0EA1F61DEB649F6BC3F4CEF38C4F35504E51EC112DE5C384DF7BA0B8D578A4C702B6BF11D5FAC::536>>
...> |> BitcoinLib.Script.Analyzer.identify()
{:p2pk, <<0x04678afdb0fe5548271967f1a67130b7105cd6a828e03909a67962e0ea1f61deb649f6bc3f4cef38c4f35504e51ec112de5c384df7ba0b8d578a4c702b6bf11d5f::520>>}

  


        

      



  

    
BitcoinLib.Script.Encoder 
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      Functions
    


      
        
          to_bitstring(script)

        


          Encodes a list of opcodes into a bitstring
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      Link to this function
    
    to_bitstring(script)


      
       
       View Source
     


  


  

      

          @spec to_bitstring(list()) :: bitstring()


      


Encodes a list of opcodes into a bitstring

  
  examples

  
  Examples


iex> [
...>   %BitcoinLib.Script.Opcodes.Stack.Dup{},
...>   %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
...>   %BitcoinLib.Script.Opcodes.Data{value: <<0x725EBAC06343111227573D0B5287954EF9B88AAE::160>>},
...>   %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
...>   %BitcoinLib.Script.Opcodes.Crypto.CheckSig{}
...> ] |> BitcoinLib.Script.Encoder.to_bitstring()
<<0x76A914725EBAC06343111227573D0B5287954EF9B88AAE88AC::200>>

  


        

      



  

    
BitcoinLib.Script.Opcode behaviour
    



      
Opcode behaviour, allowing execution and returning the opcode's integer value
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      Callbacks
    


      
        
          execute(any, list)

        


          Attemps to execute the opcode against the stack given as an argument,
returning either the altered stack or an error



      


      
        
          v()

        


          Returns the opcode's value



      


  


  
    
      Functions
    


      
        
          execute(opcode, stack)
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      Link to this callback
    
    execute(any, list)


      
       
       View Source
     


  


  

      

          @callback execute(any(), list()) :: {:ok, list()} | {:error, binary()}


      


Attemps to execute the opcode against the stack given as an argument,
returning either the altered stack or an error

  



  
    
      
      Link to this callback
    
    v()


      
       
       View Source
     


  


  

      

          @callback v() :: byte()


      


Returns the opcode's value

  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    execute(opcode, stack)


      
       
       View Source
     


  


  

      

          @spec execute(%BitcoinLib.Script.Opcodes.Data{value: term()}, list()) :: {:ok, list()}


          @spec execute(module(), list()) :: {:ok, list()}


      



  


        

      



  

    
BitcoinLib.Script.OpcodeManager 
    



      
Converts back and forts from script to opcode list
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      Functions
    


      
        
          encode_opcode(data)

        


          Encode an opcode into a bitstring



      


      
        
          extract_from_script(script, whole_script)

        


          Extract the opcode on the top of the stack given as an argument
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      Link to this function
    
    encode_opcode(data)


      
       
       View Source
     


  


  

      

          @spec encode_opcode(any()) :: bitstring()


      


Encode an opcode into a bitstring

  



  
    
      
      Link to this function
    
    extract_from_script(script, whole_script)


      
       
       View Source
     


  


  

      

          @spec extract_from_script(bitstring(), bitstring()) ::
  {:empty_script}
  | {:opcode, any(), bitstring()}
  | {:data, bitstring(), bitstring()}
  | {:error, binary(), bitstring()}


      


Extract the opcode on the top of the stack given as an argument

  


        

      



  

    
BitcoinLib.Script.Opcodes.BitwiseLogic.Equal 
    



      
Based on https://en.bitcoin.it/wiki/Script#Bitwise_logic
Word OP_EQUAL
Opcode 135
Hex 0x87
Input x1 x2
Output True / false
Description Returns 1 if the inputs are exactly equal, 0 otherwise
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      Functions
    


      
        
          encode()

        


          Returns <<0x87>>



      


      
        
          execute(opcode, list)

        


          Returns 1 if the inputs are exactly equal, 0 otherwise.



      


      
        
          v()

        


          Returns 0x87
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      Link to this function
    
    encode()


      
       
       View Source
     


  


  

      

          @spec encode() :: <<_::8>>


      


Returns <<0x87>>

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.BitwiseLogic.Equal.encode()
<<0x87>>

  



  
    
      
      Link to this function
    
    execute(opcode, list)


      
       
       View Source
     


  


  

      

          @spec execute(%BitcoinLib.Script.Opcodes.BitwiseLogic.Equal{}, list()) ::
  {:ok, [1 | list()]} | {:ok, [0 | list()]} | {:error, binary()}


      


Returns 1 if the inputs are exactly equal, 0 otherwise.

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.BitwiseLogic.Equal.execute(
...>   %BitcoinLib.Script.Opcodes.BitwiseLogic.Equal{},
...>   [3, 3, 4]
...> )
{:ok, [1, 4]}

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 135


      


Returns 0x87

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.BitwiseLogic.Equal.v()
0x87

  


        

      



  

    
BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify 
    



      
Based on https://en.bitcoin.it/wiki/Script#Bitwise_logic
Word OP_EQUALVERIFY
Opcode 136
Hex 0x88
Input x1 x2
Output Nothing / fail
Description Same as OP_EQUAL, but runs OP_VERIFY afterward.
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      Functions
    


      
        
          encode()

        


          Returns <<0x88>>



      


      
        
          execute(opcode, stack)

        


          Returns 1 if the inputs are exactly equal, 0 otherwise, and runs OP_VERIFY afterward.



      


      
        
          v()

        


          Returns 0x88
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      Link to this function
    
    encode()


      
       
       View Source
     


  


  

      

          @spec encode() :: <<_::8>>


      


Returns <<0x88>>

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify.encode()
<<0x88>>

  



  
    
      
      Link to this function
    
    execute(opcode, stack)


      
       
       View Source
     


  


  

      

          @spec execute(%BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{}, list()) ::
  {:ok, list()} | {:error, binary()}


      


Returns 1 if the inputs are exactly equal, 0 otherwise, and runs OP_VERIFY afterward.

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify.execute(0x88, [3, 3, 4])
{:ok, [4]}

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 136


      


Returns 0x88

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify.v()
0x88

  


        

      



  

    
BitcoinLib.Script.Opcodes.Constants.One 
    



      
Based on https://en.bitcoin.it/wiki/Script
Word OP_1, OP_TRUE
Opcode 81
Hex 0x51
Input Nothing.
Output 1
Description The number 1 is pushed onto the stack.
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      Functions
    


      
        
          encode()

        


          Returns <<0x51>>



      


      
        
          execute(one, list)

        


          The number 1 is pushed onto the stack.



      


      
        
          v()

        


          Returns 0x51
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      Link to this function
    
    encode()


      
       
       View Source
     


  


  

      

          @spec encode() :: <<_::8>>


      


Returns <<0x51>>

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Constants.One.encode()
<<0x51>>

  



  
    
      
      Link to this function
    
    execute(one, list)


      
       
       View Source
     


  


  

      

          @spec execute(%BitcoinLib.Script.Opcodes.Constants.One{}, list()) :: {:ok, list()}


      


The number 1 is pushed onto the stack.

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Constants.One.execute(
...>  %BitcoinLib.Script.Opcodes.Constants.One{},
...>  [3]
...> )
{:ok, [1,3]}

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 81


      


Returns 0x51

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Constants.One.v()
0x51

  


        

      



  

    
BitcoinLib.Script.Opcodes.Constants.Two 
    



      
Based on https://en.bitcoin.it/wiki/Script
Word OP_2
Opcode 82
Hex 0x52
Input Nothing.
Output 2
Description The number 2 is pushed onto the stack.
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      Functions
    


      
        
          encode()

        


          Returns <<0x52>>



      


      
        
          execute(two, list)

        


          The number 2 is pushed onto the stack.



      


      
        
          v()

        


          Returns 0x52
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      Link to this function
    
    encode()


      
       
       View Source
     


  


  

      

          @spec encode() :: <<_::8>>


      


Returns <<0x52>>

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Constants.Two.encode()
<<0x52>>

  



  
    
      
      Link to this function
    
    execute(two, list)


      
       
       View Source
     


  


  

      

          @spec execute(%BitcoinLib.Script.Opcodes.Constants.Two{}, list()) :: {:ok, list()}


      


The number 2 is pushed onto the stack.

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Constants.Two.execute(
...>  %BitcoinLib.Script.Opcodes.Constants.Two{},
...>  [3]
...> )
{:ok, [2,3]}

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

Returns 0x52

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Constants.Two.v()
0x52

  


        

      



  

    
BitcoinLib.Script.Opcodes.Constants.Zero 
    



      
Based on https://en.bitcoin.it/wiki/Script
Word OP_0, OP_FALSE
Opcode 0
Hex 0x00
Input Nothing.
Output (empty value)
Description An empty array of bytes is pushed onto the stack. (This is not a no-op: an item is added to the stack.)
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      Functions
    


      
        
          encode()

        


          Returns <<0>>



      


      
        
          execute(zero, list)

        


          An empty array of bytes is pushed onto the stack.



      


      
        
          v()

        


          Returns 0
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      Link to this function
    
    encode()


      
       
       View Source
     


  


  

      

          @spec encode() :: <<_::8>>


      


Returns <<0>>

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Constants.Zero.encode()
<<0>>

  



  
    
      
      Link to this function
    
    execute(zero, list)


      
       
       View Source
     


  


  

An empty array of bytes is pushed onto the stack.

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Constants.Zero.execute(
...>  %BitcoinLib.Script.Opcodes.Constants.Zero{},
...>  [3]
...> )
{:ok, [nil ,3]}

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 0


      


Returns 0

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Constants.Zero.v()
0

  


        

      



  

    
BitcoinLib.Script.Opcodes.Crypto.CheckMultiSig 
    



      
Based on https://en.bitcoin.it/wiki/Script
Word OP_CHECKMULTISIG
Opcode 174
Hex 0xae
Input x sig1 sig2 ... <number of signatures> pub1 pub2 <number of public keys>
Output True / False
Description
  Compares the first signature against each public key until it finds an ECDSA match.
  Starting with the subsequent public key, it compares the second signature against
  each remaining public key until it finds an ECDSA match. The process is repeated until
  all signatures have been checked or not enough public keys remain to produce a successful
  result. All signatures need to match a public key. Because public keys are not checked
  again if they fail any signature comparison, signatures must be placed in the scriptSig
  using the same order as their corresponding public keys were placed in the scriptPubKey
  or redeemScript. If all signatures are valid, 1 is returned, 0 otherwise. Due to a bug,
  one extra unused value is removed from the stack.
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      Functions
    


      
        
          execute(check_multi_sig, list)

        


          NOT IMPLEMENTED YET



      


      
        
          v()

        


          Returns 0xaf
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      Link to this function
    
    execute(check_multi_sig, list)


      
       
       View Source
     


  


  

NOT IMPLEMENTED YET

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 174


      


Returns 0xaf

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Crypto.CheckMultiSig.v()
0xae

  


        

      



  

    
BitcoinLib.Script.Opcodes.Crypto.CheckMultiSigVerify 
    



      
Based on https://en.bitcoin.it/wiki/Script
Word OP_CHECKMULTISIGVERIFY
Opcode 175
Hex 0xaf
Input x sig1 sig2 ... <number of signatures> pub1 pub2 ... <number of public keys>
Output Nothing / fail
Description Same as OP_CHECKMULTISIG, but OP_VERIFY is executed afterward.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          execute(check_multi_sig_verify, list)

        


          NOT IMPLEMENTED YET



      


      
        
          v()

        


          Returns 0xaf



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    execute(check_multi_sig_verify, list)


      
       
       View Source
     


  


  

NOT IMPLEMENTED YET

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 175


      


Returns 0xaf

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Crypto.CheckMultiSigVerify.v()
0xaf

  


        

      



  

    
BitcoinLib.Script.Opcodes.Crypto.CheckSig 
    



      
Based on https://en.bitcoin.it/wiki/Script
Word OP_CHECKSIG
Opcode 172
Hex 0xac
Input sig pubkey
Output True / false
Description
  The entire transaction's outputs, inputs, and script (from the most recently-executed
  OP_CODESEPARATOR to the end) are hashed. The signature used by OP_CHECKSIG must be a
  valid signature for this hash and public key. If it is, 1 is returned, 0 otherwise.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          encode()

        


          Returns <<0xac>>



      


      
        
          execute(check_sig, list)

        


          The entire transaction's outputs, inputs, and script (from the most recently-executed
OP_CODESEPARATOR to the end) are hashed. The signature used by OP_CHECKSIG must be a
valid signature for this hash and public key. If it is, 1 is returned, 0 otherwise.



      


      
        
          v()

        


          Returns 0xac



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    encode()


      
       
       View Source
     


  


  

      

          @spec encode() :: <<_::8>>


      


Returns <<0xac>>

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Crypto.CheckSig.encode()
<<0xac>>

  



  
    
      
      Link to this function
    
    execute(check_sig, list)


      
       
       View Source
     


  


  

      

          @spec execute(%BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: term()}, list()) ::
  {:ok, list()}


      


The entire transaction's outputs, inputs, and script (from the most recently-executed
OP_CODESEPARATOR to the end) are hashed. The signature used by OP_CHECKSIG must be a
valid signature for this hash and public key. If it is, 1 is returned, 0 otherwise.

  
  examples

  
  Examples


iex> sig_pub_key = <<0x0218fb7aff2c6cb9c25b7cd9aa0b9bdd712e5617f07cb0c96bdda0b44c25a5d25f::264>>
...> signature = <<0x304402202911998439e90fc7c3e12c8fd9e5b65d451c3e157fdfdf0991281fb90038eaf20220623615e5e4a768edc19fd480ac67b7f39d46689fdbfb54ffa49145117d17aa71::560>>
...> %BitcoinLib.Script.Opcodes.Crypto.CheckSig{
...>   script: <<0x76a91417cdc02e31846f9e7c25952700f53e9752a0a3c288ac::200>>
...> }
...> |> BitcoinLib.Script.Opcodes.Crypto.CheckSig.execute([sig_pub_key, signature, 3])
{:ok, [1, 3]}

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 172


      


Returns 0xac

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Crypto.CheckSig.v()
0xac

  


        

      



  

    
BitcoinLib.Script.Opcodes.Crypto.CheckSigVerify 
    



      
Based on https://en.bitcoin.it/wiki/Script
Word OP_CHECKSIGVERIFY
Opcode 173
Hex 0xad
Input sig pubkey
Output Nothing / fail
Description Same as OP_CHECKSIG, but OP_VERIFY is executed afterward.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          execute(check_sig_verify, list)

        


          NOT IMPLEMENTED YET



      


      
        
          v()

        


          Returns 0xad



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    execute(check_sig_verify, list)


      
       
       View Source
     


  


  

      

          @spec execute(%BitcoinLib.Script.Opcodes.Crypto.CheckSigVerify{}, list()) ::
  {:ok, [list()]} | {:error, binary()}


      


NOT IMPLEMENTED YET

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 173


      


Returns 0xad

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Crypto.CheckSigVerify.v()
0xad

  


        

      



  

    
BitcoinLib.Script.Opcodes.Crypto.Hash160 
    



      
Based on https://en.bitcoin.it/wiki/Script
Word OP_HASH160
Opcode 169
Hex 0xa9
Input in
Output hash
Description The input is hashed twice: first with SHA-256 and then with RIPEMD-160.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          encode()

        


          Returns <<0xa9>>



      


      
        
          execute(opcode, list)

        


          The input is hashed twice: first with SHA-256 and then with RIPEMD-160.



      


      
        
          v()

        


          Returns 0xa9



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    encode()


      
       
       View Source
     


  


  

      

          @spec encode() :: <<_::8>>


      


Returns <<0xa9>>

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Crypto.Hash160.encode()
<<0xa9>>

  



  
    
      
      Link to this function
    
    execute(opcode, list)


      
       
       View Source
     


  


  

      

          @spec execute(%BitcoinLib.Script.Opcodes.Crypto.Hash160{}, [<<_::264>> | list()]) ::
  {:ok, [<<_::160>> | list()]}


      


The input is hashed twice: first with SHA-256 and then with RIPEMD-160.

  
  examples

  
  Examples


iex> pub_key = <<0x0218fb7aff2c6cb9c25b7cd9aa0b9bdd712e5617f07cb0c96bdda0b44c25a5d25f::264>>
...> %BitcoinLib.Script.Opcodes.Crypto.Hash160{}
...> |> BitcoinLib.Script.Opcodes.Crypto.Hash160.execute([pub_key, 3])
{:ok, [<<0x17cdc02e31846f9e7c25952700f53e9752a0a3c2::160>>, 3]}

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 169


      


Returns 0xa9

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Crypto.Hash160.v()
0xa9

  


        

      



  

    
BitcoinLib.Script.Opcodes.Data 
    



      
Adds between 1 and 75 bytes of data into the stack

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          encode(data)

        


          Adds between 1 and 75 bytes of data into the stack



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    encode(data)


      
       
       View Source
     


  


  

      

          @spec encode(%BitcoinLib.Script.Opcodes.Data{value: term()}) :: bitstring()


      


Adds between 1 and 75 bytes of data into the stack

  
  examples

  
  Examples


iex> %BitcoinLib.Script.Opcodes.Data{value: <<1, 2, 3, 4, 5>>}
...> |> BitcoinLib.Script.Opcodes.Data.encode()
<<5, 1, 2, 3, 4, 5>>

  


        

      



  

    
BitcoinLib.Script.Opcodes.FlowControl.Return 
    



      
Based on https://en.bitcoin.it/wiki/Script
Word OP_RETURN
Opcode 106
Hex 0x6a
Input Nothing
Output fail
Description
  Marks transaction as invalid. Since bitcoin 0.9, a standard way of attaching extra data
  to transactions is to add a zero-value output with a scriptPubKey consisting of OP_RETURN
  followed by data. Such outputs are provably unspendable and specially discarded from
  storage in the UTXO set, reducing their cost to the network. Since 0.12, standard relay
  rules allow a single output with OP_RETURN, that contains any sequence of push statements
  (or OP_RESERVED[1]) after the OP_RETURN provided the total scriptPubKey length is at most
  83 bytes.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          encode()

        


          Returns <<0x6a>>



      


      
        
          execute(return, stack)

        


          Marks transaction as invalid. Since bitcoin 0.9, a standard way of attaching extra data
to transactions is to add a zero-value output with a scriptPubKey consisting of OP_RETURN
followed by data. Such outputs are provably unspendable and specially discarded from
storage in the UTXO set, reducing their cost to the network. Since 0.12, standard relay
rules allow a single output with OP_RETURN, that contains any sequence of push statements
(or OP_RESERVED[1]) after the OP_RETURN provided the total scriptPubKey length is at most
83 bytes.



      


      
        
          v()

        


          Returns 0x6A



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    encode()


      
       
       View Source
     


  


  

      

          @spec encode() :: <<_::8>>


      


Returns <<0x6a>>

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.FlowControl.Return.encode()
<<0x6a>>

  



  
    
      
      Link to this function
    
    execute(return, stack)


      
       
       View Source
     


  


  

      

          @spec execute(%BitcoinLib.Script.Opcodes.FlowControl.Return{}, list()) ::
  {:error, binary()}


      


Marks transaction as invalid. Since bitcoin 0.9, a standard way of attaching extra data
to transactions is to add a zero-value output with a scriptPubKey consisting of OP_RETURN
followed by data. Such outputs are provably unspendable and specially discarded from
storage in the UTXO set, reducing their cost to the network. Since 0.12, standard relay
rules allow a single output with OP_RETURN, that contains any sequence of push statements
(or OP_RESERVED[1]) after the OP_RETURN provided the total scriptPubKey length is at most
83 bytes.

  
  examples

  
  Examples


iex> stack = [3]
...> %BitcoinLib.Script.Opcodes.FlowControl.Return{}
...> |> BitcoinLib.Script.Opcodes.FlowControl.Return.execute(stack)
{:error, "OP_RETURN has been hit"}

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 106


      


Returns 0x6A

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.FlowControl.Return.v()
0x6a

  


        

      



  

    
BitcoinLib.Script.Opcodes.FlowControl.Verify 
    



      
Based on https://en.bitcoin.it/wiki/Script
Word OP_VERIFY
Opcode 105
Hex 0x69
Input True / false
Output Nothing / fail
Description Marks transaction as invalid if top stack value is not true. The top stack value is removed.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          execute(opcode, list)

        


          Marks transaction as invalid if top stack value is not true. The top stack value is removed.



      


      
        
          v()

        


          Returns 0x69



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    execute(opcode, list)


      
       
       View Source
     


  


  

      

          @spec execute(%BitcoinLib.Script.Opcodes.FlowControl.Verify{}, list()) ::
  {:ok, list()} | {:error, binary()}


      


Marks transaction as invalid if top stack value is not true. The top stack value is removed.

  
  examples

  
  Examples


iex> stack = [1, 3]
...> %BitcoinLib.Script.Opcodes.FlowControl.Verify{}
...> |> BitcoinLib.Script.Opcodes.FlowControl.Verify.execute(stack)
{:ok, [3]}

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 105


      


Returns 0x69

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.FlowControl.Verify.v()
0x69

  


        

      



  

    
BitcoinLib.Script.Opcodes.Stack.Dup 
    



      
Based on https://en.bitcoin.it/wiki/Script
Word OP_DUP
Opcode 118
Hex 0x76
Input x
Output x x
Description Duplicates the top stack item.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          encode()

        


          Returns <<0x76>>



      


      
        
          execute(opcode, stack)

        


          Duplicates the top stack item.



      


      
        
          v()

        


          Returns 0x76



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    encode()


      
       
       View Source
     


  


  

Returns <<0x76>>

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Stack.Dup.encode()
<<0x76>>

  



  
    
      
      Link to this function
    
    execute(opcode, stack)


      
       
       View Source
     


  


  

      

          @spec execute(%BitcoinLib.Script.Opcodes.Stack.Dup{}, list()) ::
  {:ok, list()} | {:error, binary()}


      


Duplicates the top stack item.

  
  examples

  
  Examples


iex> stack = [4, 3]
...> %BitcoinLib.Script.Opcodes.Stack.Dup{}
...> |> BitcoinLib.Script.Opcodes.Stack.Dup.execute(stack)
{:ok, [4, 4, 3]}

  



  
    
      
      Link to this function
    
    v()


      
       
       View Source
     


  


  

      

          @spec v() :: 118


      


Returns 0x76

  
  examples

  
  Examples


iex> BitcoinLib.Script.Opcodes.Stack.Dup.v()
0x76

  


        

      



  

    
BitcoinLib.Script.Parser 
    



      
Converts scripts into opcode lists

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          parse(script)

        


          Takes a binary script and converts it into an opcode list



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    parse(script)


      
       
       View Source
     


  


  

      

          @spec parse(bitstring()) :: {:ok, list()} | {:error, binary()}


      


Takes a binary script and converts it into an opcode list

  
  examples

  
  Examples


iex> <<0x76a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac::200>>
...> |> BitcoinLib.Script.Parser.parse
{
  :ok,
  [
    %BitcoinLib.Script.Opcodes.Stack.Dup{},
    %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
    %BitcoinLib.Script.Opcodes.Data{value: <<0xcbc20a7664f2f69e5355aa427045bc15e7c6c772::160>>},
    %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
    %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac::200>>}
  ]
}

  


        

      



  

    
BitcoinLib.Script.Runner 
    



      
Script execution outcomes are based on this
https://learnmeabitcoin.com/technical/script#what-makes-a-script-valid

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          execute(opcodes, stack)

        


          Executes a script and returns the result upon successful execution, or an error message



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    execute(opcodes, stack)


      
       
       View Source
     


  


  

      

          @spec execute(list(), list()) :: {:ok, boolean()} | {:error, binary()}


      


Executes a script and returns the result upon successful execution, or an error message

  
  examples

  
  Examples


iex> opcodes = [%BitcoinLib.Script.Opcodes.Stack.Dup{},
...>   %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
...>   %BitcoinLib.Script.Opcodes.Data{value: <<0x842c9a57d0580a45cb91912b63ced8866c8f7b28::160>>},
...>   %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
...>   %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a914842c9a57d0580a45cb91912b63ced8866c8f7b2888ac::200>>}
...> ]
...> stack = [
...>   <<0x0253df833b37c1690234118d29fcff7c9f2f7ecc044d5b0ca6f1de76952f3f6463::264>>,
...>   <<0x3044022053646a4c2ea586024baa2c640246694e168da673ba96526aa82fc40e9508e993022056872566b2c39fd6a95613558278987acfb084fbdc8d3f2ef8d50ca58d570f05::560>>
...> ]
...> BitcoinLib.Script.Runner.execute(opcodes, stack)
{:ok, true}

  


        

      



  

    
BitcoinLib.Script.Types.P2pkh 
    



      
P2PKH helper that can issue scripts out of simple parameters

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          create(target_public_key_hash)

        


          Returns a full P2PKH script out of a public key hash



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    create(target_public_key_hash)


      
       
       View Source
     


  


  

      

          @spec create(bitstring()) :: list()


      


Returns a full P2PKH script out of a public key hash

  
  examples

  
  Examples


iex> <<0xafc3e518577316386188af748a816cd14ce333f2::160>>
...> |> BitcoinLib.Script.Types.P2pkh.create()
[
  %BitcoinLib.Script.Opcodes.Stack.Dup{},
  %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
  %BitcoinLib.Script.Opcodes.Data{value: <<0xafc3e518577316386188af748a816cd14ce333f2::160>>},
  %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
  %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a914afc3e518577316386188af748a816cd14ce333f288ac::200>>}
]

  


        

      



  

    
BitcoinLib.Script.Types.P2sh 
    



      
P2SH helper that can issue scripts out of simple parameters

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          create(script_hash)

        


          Returns a full P2SH script out of a public key hash



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    create(script_hash)


      
       
       View Source
     


  


  

      

          @spec create(bitstring()) :: list()


      


Returns a full P2SH script out of a public key hash

  
  examples

  
  Examples


  iex> <<0x11c371a2b2d22c7b8b1b51d9fde0e44a9dfdc7bb::160>>
  ...> |> BitcoinLib.Script.Types.P2sh.create()
  [
%BitcoinLib.Script.Opcodes.Crypto.Hash160{},
%BitcoinLib.Script.Opcodes.Data{value: <<0x11c371a2b2d22c7b8b1b51d9fde0e44a9dfdc7bb::160>>},
%BitcoinLib.Script.Opcodes.BitwiseLogic.Equal{}
  ]

  


        

      



  

    
BitcoinLib.Script.Types.P2wpkh 
    



      
P2WPKH helper that can issue scripts out of simple parameters

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          create(public_key_hash)

        


          Returns a full P2WPKH script out of a public key hash



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    create(public_key_hash)


      
       
       View Source
     


  


  

      

          @spec create(bitstring()) :: list()


      


Returns a full P2WPKH script out of a public key hash

  
  examples

  
  Examples


  iex> <<0x11c371a2b2d22c7b8b1b51d9fde0e44a9dfdc7bb::160>>
  ...> |> BitcoinLib.Script.Types.P2wpkh.create()
  [
%BitcoinLib.Script.Opcodes.Constants.Zero{},
%BitcoinLib.Script.Opcodes.Data{value: <<0x11c371a2b2d22c7b8b1b51d9fde0e44a9dfdc7bb::160>>}
  ]

  


        

      



  

    
BitcoinLib.Script.Value 
    



      
Truthness evaluator for script execution outcomes
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          Summary
        


  
    
      Functions
    


      
        
          is_true?(arg1)

        


          Returns true if the value passed to it is considered as such



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    is_true?(arg1)


      
       
       View Source
     


  


  

      

          @spec is_true?(list() | integer() | any()) :: boolean()


      


Returns true if the value passed to it is considered as such

  
  examples

  
  Examples


iex> BitcoinLib.Script.Value.is_true?(1)
true

  


        

      



  

    
BitcoinLib.Signing.Psbt 
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      Functions
    


      
        
          parse(encoded)
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      Link to this function
    
    parse(encoded)


      
       
       View Source
     


  


  

      

          @spec parse(binary()) ::
  {:ok,
   %BitcoinLib.Signing.Psbt{global: term(), inputs: term(), outputs: term()}}
  | {:error, binary()}


      



  


        

      



  

    
BitcoinLib.Signing.Psbt.CompactInteger 
    



      
Extracts a variable length integer from a binary
based on https://en.bitcoin.it/wiki/Protocol_documentation#Variable_length_integer
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          Summary
        


  
    
      Functions
    


      
        
          encode(value, endianness \\ :little_endian)

        


          Encodes an integer according to the spec linked to in the moduledoc



      


      
        
          extract_from(data, endianness \\ :little_endian)

        


          Extracts a variable length integer from a bitstring according to the spec linked in the moduledoc,
returns a tuple containing the integer with the remaining of the bitstring
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      Link to this function
    
    encode(value, endianness \\ :little_endian)


      
       
       View Source
     


  


  

      

          @spec encode(integer(), :big_endian | :little_endian) :: bitstring()


      


Encodes an integer according to the spec linked to in the moduledoc

  



    

  
    
      
      Link to this function
    
    extract_from(data, endianness \\ :little_endian)


      
       
       View Source
     


  


  

      

          @spec extract_from(bitstring(), :big_endian | :little_endian) ::
  %BitcoinLib.Signing.Psbt.CompactInteger{
    remaining: term(),
    size: term(),
    value: term()
  }


      


Extracts a variable length integer from a bitstring according to the spec linked in the moduledoc,
returns a tuple containing the integer with the remaining of the bitstring

  


        

      



  

    
BitcoinLib.Signing.Psbt.GenericProperties.Bip32Derivation 
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          parse(keypair)
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      Link to this function
    
    parse(keypair)


      
       
       View Source
     


  


  


  


        

      



  

    
BitcoinLib.Signing.Psbt.GenericProperties.Proprietary 
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      Functions
    


      
        
          parse(keypair)
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      Link to this function
    
    parse(keypair)


      
       
       View Source
     


  


  

      

          @spec parse(%BitcoinLib.Signing.Psbt.Keypair{key: term(), value: term()}) ::
  %BitcoinLib.Signing.Psbt.GenericProperties.Proprietary{
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  <global-map> := <keypair> 0x00
  <input-map> := <keypair> 0x00
  <output-map> := <keypair>* 0x00
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Extracts the signature, the public key and the remaining data from a script_sig

  
  examples

  
  Examples


iex> script_sig = <<0x49304602210096b0685ed376e4841443b51b183fc1bd9e8df6bce219b192d488faf8f1d58429022100a175822c319aa494f349f725654d54be5a8bf59147b02d80782abda5880f6f0a014104f0e5a53db9f85e5b2eecf677925ffe21dd1409bcfe9a0730404053599b0901e505f9f974e41c436248aa19a74dc2a85fd0f4d4d6ba40d635ccdc95458da645b3::1120>>
...> BitcoinLib.Signing.ScriptSig.decode(script_sig)
%{
  signature: <<0x304602210096b0685ed376e4841443b51b183fc1bd9e8df6bce219b192d488faf8f1d58429022100a175822c319aa494f349f725654d54be5a8bf59147b02d80782abda5880f6f0a::576>>,
  public_key: <<0x04f0e5a53db9f85e5b2eecf677925ffe21dd1409bcfe9a0730404053599b0901e505f9f974e41c436248aa19a74dc2a85fd0f4d4d6ba40d635ccdc95458da645b3::520>>,
  remaining: <<>>
}
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          @spec add_id(%BitcoinLib.Transaction{
  id: term(),
  inputs: term(),
  locktime: term(),
  outputs: term(),
  segwit?: term(),
  version: term(),
  witness: term()
}) :: %BitcoinLib.Transaction{
  id: term(),
  inputs: term(),
  locktime: term(),
  outputs: term(),
  segwit?: term(),
  version: term(),
  witness: term()
}


      


Computes a transaction's ID and adds it to its own structure

  
  examples

  
  Examples


iex> %BitcoinLib.Transaction{
...>   version: 2,
...>   inputs: [
...>     %BitcoinLib.Transaction.Input{
...>       txid: "5a957f4bff6d23140eb7e9b6fcedd41d3febf1e145d37519c593c939789a49af",
...>       vout: 0,
...>       script_sig: [],
...>       sequence: 4294967293
...>     }
...>   ],
...>   outputs: [
...>     %BitcoinLib.Transaction.Output{
...>       value: 1303734,
...>       script_pub_key: [%BitcoinLib.Script.Opcodes.Stack.Dup{},
...>        %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
...>        %BitcoinLib.Script.Opcodes.Data{value: <<0x05e17c02fb238ca0779b3533271ebe916b01bcab::160>>},
...>        %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
...>        %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a91405e17c02fb238ca0779b3533271ebe916b01bcab88ac::200>>}]
...>     }
...>   ],
...>   locktime: 2378041,
...>   witness: []
...> }
...> |> BitcoinLib.Transaction.add_id()
%BitcoinLib.Transaction{
  version: 2,
  id: "b62e9d36389427d39e5d438a05045c23d1938e4242661c5fe2ad87c46337b091",
  inputs: [
    %BitcoinLib.Transaction.Input{
      txid: "5a957f4bff6d23140eb7e9b6fcedd41d3febf1e145d37519c593c939789a49af",
      vout: 0,
      script_sig: [],
      sequence: 4294967293
    }
  ],
  outputs: [
    %BitcoinLib.Transaction.Output{
      value: 1303734,
      script_pub_key: [%BitcoinLib.Script.Opcodes.Stack.Dup{},
      %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
      %BitcoinLib.Script.Opcodes.Data{value: <<0x05e17c02fb238ca0779b3533271ebe916b01bcab::160>>},
      %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
      %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a91405e17c02fb238ca0779b3533271ebe916b01bcab88ac::200>>}]
    }
  ],
  locktime: 2378041,
  witness: []
}
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          @spec check_if_unsigned(%BitcoinLib.Transaction{
  id: term(),
  inputs: term(),
  locktime: term(),
  outputs: term(),
  segwit?: term(),
  version: term(),
  witness: term()
}) :: boolean()


      


Checks if a transaction is NOT signed

  
  examples

  
  Examples


iex> %BitcoinLib.Transaction{
...>   inputs: [
...>     %BitcoinLib.Transaction.Input{
...>       txid: "39bc5c3b33d66ce3d7852a7942331e3ec10f8ba50f225fc41fb5dfa523239a27",
...>       vout: 0,
...>       script_sig: [],
...>       sequence: 4294967295
...>     }
...>   ]
...> }
...> |> BitcoinLib.Transaction.check_if_unsigned
true
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          @spec decode(bitstring()) ::
  {:ok,
   %BitcoinLib.Transaction{
     id: term(),
     inputs: term(),
     locktime: term(),
     outputs: term(),
     segwit?: term(),
     version: term(),
     witness: term()
   }}
  | {:error, binary()}


      


Converts a bitstring into a %Transaction{}

  
  examples

  
  Examples


iex> <<0x01000000017b1eabe0209b1fe794124575ef807057c77ada2138ae4fa8d6c4de0398a14f3f0000000000ffffffff01f0ca052a010000001976a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac00000000::680>>
...> |> BitcoinLib.Transaction.decode()
{
  :ok,
  %BitcoinLib.Transaction{
    version: 1,
    id: "c80b343d2ce2b5d829c2de9854c7c8d423c0e33bda264c40138d834aab4c0638",
    inputs: [
      %BitcoinLib.Transaction.Input{
        txid: "3f4fa19803dec4d6a84fae3821da7ac7577080ef75451294e71f9b20e0ab1e7b",
        vout: 0,
        script_sig: [],
        sequence: 4294967295
      }
    ],
    outputs: [
      %BitcoinLib.Transaction.Output{
        value: 4999990000,
        script_pub_key: [
          %BitcoinLib.Script.Opcodes.Stack.Dup{},
          %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
          %BitcoinLib.Script.Opcodes.Data{value: <<0xcbc20a7664f2f69e5355aa427045bc15e7c6c772::160>>},
          %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
          %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac::200>>}
        ]
      }
    ],
    locktime: 0,
    segwit?: false
  }
}
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          @spec encode(%BitcoinLib.Transaction{
  id: term(),
  inputs: term(),
  locktime: term(),
  outputs: term(),
  segwit?: term(),
  version: term(),
  witness: term()
}) :: binary()


      


Encodes a transaction into binary format
based on https://medium.com/@bitaps.com/exploring-bitcoin-signing-the-p2pkh-input-b8b4d5c4809c#50a6

  
  examples

  
  Examples


iex> transaction = %BitcoinLib.Transaction{
...>   inputs: [
...>     %BitcoinLib.Transaction.Input{
...>       script_sig: nil,
...>       sequence: 0xFFFFFFFF,
...>       txid: "5e2383defe7efcbdc9fdd6dba55da148b206617bbb49e6bb93fce7bfbb459d44",
...>       vout: 1
...>     }
...>   ],
...>   outputs: [
...>     %BitcoinLib.Transaction.Output{
...>       script_pub_key: [
...>         %BitcoinLib.Script.Opcodes.Stack.Dup{},
...>         %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
...>         %BitcoinLib.Script.Opcodes.Data{value: <<0xf86f0bc0a2232970ccdf4569815db500f1268361::160>>},
...>         %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
...>         %BitcoinLib.Script.Opcodes.Crypto.CheckSig{}
...>       ],
...>       value: 129000000
...>     }
...>   ],
...>   locktime: 0,
...>   version: 1
...> }
...> BitcoinLib.Transaction.encode(transaction)
<<0x0100000001449d45bbbfe7fc93bbe649bb7b6106b248a15da5dbd6fdc9bdfc7efede83235e0100000000ffffffff014062b007000000001976a914f86f0bc0a2232970ccdf4569815db500f126836188ac00000000::680>>
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          @spec id_from_encoded_transaction(bitstring()) :: binary()


      


Computes a transaction id from an encoded transaction in bitstring format

  
  examples

  
  Examples


A random transaction

iex> "010000000001016dc77969a38fcd7ade1524658b7cf04430eefcbed5ed18e8907f938932ee6b360100000000f5ffffff02404b4c000000000017a9140403fb8f4a93093430e338f346efe40774b45f95873c75360000000000160014a79e4076fca80a3742536d1d5cd364d5cfe0eeaf02483045022100ff621967f1a0c231dbdaf500a83079d4a5c32e64e2d6b3809ff47ee25c7750ca0220326d95db84811e391af38aded348c8f26cdf793be3ed19ae1185cc03aef42fa8012102b57b7b110b4c00ae0f2ed1594174ebcc2f4077667867ba2cb514bbf59ae8868500000000"
...> |> Binary.from_hex()
...> |> BitcoinLib.Transaction.id_from_encoded_transaction()
{:ok, "651560f701575fb0b15780b6ba771bf6096b1d6b6c6202b3d79915ebbac5ebff"}

The transaction in the genesis block

iex> "01000000010000000000000000000000000000000000000000000000000000000000000000FFFFFFFF4D04FFFF001D0104455468652054696D65732030332F4A616E2F32303039204368616E63656C6C6F72206F6E206272696E6B206F66207365636F6E64206261696C6F757420666F722062616E6B73FFFFFFFF0100F2052A01000000434104678AFDB0FE5548271967F1A67130B7105CD6A828E03909A67962E0EA1F61DEB649F6BC3F4CEF38C4F35504E51EC112DE5C384DF7BA0B8D578A4C702B6BF11D5FAC00000000"
...> |> Binary.from_hex()
...> |> BitcoinLib.Transaction.id_from_encoded_transaction()
{:ok, "4a5e1e4baab89f3a32518a88c31bc87f618f76673e2cc77ab2127b7afdeda33b"}

From real world ElectrumClient example

iex> ""
...> |> Binary.from_hex()
...> |> BitcoinLib.Transaction.id_from_encoded_transaction()
{:ok, "f318dd60cc36fb1238e39abf697b471881ed811f2f66b0bdeed15e29d3032c76"}

From https://learnmeabitcoin.com/technical/txid

iex> "01000000000101c6548bbe4e6a1bc65c2b6546b15c5bcb17682d0418d866632ec5328f0e6c46420000000000ffffffff02dcc5630000000000160014349a727852238d54d2d98662b72ba19d48dafea1c01d13000000000017a9140efd4916baef33b979989542f21a4e182a992bf6870247304402207b6a1d52a7bcfc87b776f3946a5c57fc686828131f87603f0e87b9c5cddfe4d90220405070bac780bf313df38c174313a48437e67eedf3234ef0770760d005f9182e012102b173048a5b94939f9486826d41b87add8a20910f7ff8acadabb5f89edbd0da9b00000000"
...> |> Binary.from_hex()
...> |> BitcoinLib.Transaction.id_from_encoded_transaction()
{:ok, "c7fbe3f35f6060555279ba455c1c4d419ceaaa1a5fe68940913a431296d37f5b"}

iex> <<::2200>>
...> |> BitcoinLib.Transaction.id_from_encoded_transaction()
{:ok, "f4184fc596403b9d638783cf57adfe4c75c605f6356fbc91338530e9831e9e16"}

iex> "02000000000101fabb6b29687f2047622f546cc97aedce4407da5d96b7f7d72e53c7fdbae9b5930100000000fdffffff02e63be7390000000017a9140e825b4005779df0808738f3beabcee7abe5b46687436b1200000000001976a9146b426bed96ace2804e99f29304a9eb1b1260ea6688ac0247304402207e39cfe660bc35ab24229a820d847aa97b3dfd96623cc5b6cc679d11215d2b3402201a7a2ddda43b8698968e38fc44a967a86d0e088103b24695e79c091c6139754b012103ee237db683c637ddf2bd51bc39555084dcc402599625bb1a2ec02fd2a1a79ddeaba40b00"
...> |> Binary.from_hex()
...> |> BitcoinLib.Transaction.id_from_encoded_transaction()
{:ok, "6991e107b306fa1629f3b41054ec856dbcc379aac28cc8c84102163d03239f88"}

Another one based on https://bitcoin.stackexchange.com/a/2233/101041

iex> <<0x01000000010000000000000000000000000000000000000000000000000000000000000000FFFFFFFF4D04FFFF001D0104455468652054696D65732030332F4A616E2F32303039204368616E63656C6C6F72206F6E206272696E6B206F66207365636F6E64206261696C6F757420666F722062616E6B73FFFFFFFF0100F2052A01000000434104678AFDB0FE5548271967F1A67130B7105CD6A828E03909A67962E0EA1F61DEB649F6BC3F4CEF38C4F35504E51EC112DE5C384DF7BA0B8D578A4C702B6BF11D5FAC00000000::1632>>
...> |> BitcoinLib.Transaction.id_from_encoded_transaction()
{:ok, "4a5e1e4baab89f3a32518a88c31bc87f618f76673e2cc77ab2127b7afdeda33b"}

  



  
    
      
      Link to this function
    
    parse(hex_transaction)


      
       
       View Source
     


  


  

      

          @spec parse(binary()) ::
  {:ok,
   %BitcoinLib.Transaction{
     id: term(),
     inputs: term(),
     locktime: term(),
     outputs: term(),
     segwit?: term(),
     version: term(),
     witness: term()
   }}
  | {:error, binary()}


      


Converts a hex binary into a %Transaction{}

  
  examples

  
  Examples


iex> "01000000017b1eabe0209b1fe794124575ef807057c77ada2138ae4fa8d6c4de0398a14f3f0000000000ffffffff01f0ca052a010000001976a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac00000000"
...> |> BitcoinLib.Transaction.parse()
{
  :ok,
  %BitcoinLib.Transaction{
    version: 1,
    id: "c80b343d2ce2b5d829c2de9854c7c8d423c0e33bda264c40138d834aab4c0638",
    inputs: [
      %BitcoinLib.Transaction.Input{
        txid: "3f4fa19803dec4d6a84fae3821da7ac7577080ef75451294e71f9b20e0ab1e7b",
        vout: 0,
        script_sig: [],
        sequence: 4294967295
      }
    ],
    outputs: [
      %BitcoinLib.Transaction.Output{
        value: 4999990000,
        script_pub_key: [
          %BitcoinLib.Script.Opcodes.Stack.Dup{},
          %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
          %BitcoinLib.Script.Opcodes.Data{value: <<0xcbc20a7664f2f69e5355aa427045bc15e7c6c772::160>>},
          %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
          %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac::200>>}
        ]
      }
    ],
    locktime: 0,
    segwit?: false
  }
}

  



  
    
      
      Link to this function
    
    sign_and_encode(transaction, private_key)


      
       
       View Source
     


  


  

      

          @spec sign_and_encode(
  %BitcoinLib.Transaction{
    id: term(),
    inputs: term(),
    locktime: term(),
    outputs: term(),
    segwit?: term(),
    version: term(),
    witness: term()
  },
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  }
) :: binary()


      


Signs a transaction and transforms it into a binary that can be sent to the network

  
  examples

  
  Examples


iex>  private_key = BitcoinLib.Key.PrivateKey.from_seed_phrase(
...>    "rally celery split order almost twenty ignore record legend learn chaos decade"
...>  )
...>  %BitcoinLib.Transaction{
...>    version: 1,
...>    inputs: [
...>      %BitcoinLib.Transaction.Input{
...>        txid: "e4c226432a9319d603b2ed1fa609bffe4cd91f89b3176a9e73b19f7891a92bb6",
...>        vout: 0,
...>        sequence: 0xFFFFFFFF,
...>        script_sig: <<0x76A914AFC3E518577316386188AF748A816CD14CE333F288AC::200>> |> BitcoinLib.Script.parse!()
...>      }
...>    ],
...>    outputs: [%BitcoinLib.Transaction.Output{
...>       script_pub_key: <<0x76a9283265393261373463333431393661303236653839653061643561633431386366393430613361663288ac::360>> |> BitcoinLib.Script.parse!(),
...>       value: 10_000}
...>    ],
...>    locktime: 0
...>  }
...>  |> BitcoinLib.Transaction.sign_and_encode(private_key)
"0100000001b62ba991789fb1739e6a17b3891fd94cfebf09a61fedb203d619932a4326c2e4000000006a47304402207d2ff650acf4bd2f413dc04ded50fbbfc315bcb0aa97636b3c4caf55333d1c6a02207590f62363b2263b3d9b65dad3cd56e840e0d61dc0feab8f7e7956831c7e5103012102702ded1cca9816fa1a94787ffc6f3ace62cd3b63164f76d227d0935a33ee48c3ffffffff0110270000000000002d76a9283265393261373463333431393661303236653839653061643561633431386366393430613361663288ac00000000"

  



  
    
      
      Link to this function
    
    to_id(transaction)


      
       
       View Source
     


  


  

      

          @spec to_id(%BitcoinLib.Transaction{
  id: term(),
  inputs: term(),
  locktime: term(),
  outputs: term(),
  segwit?: term(),
  version: term(),
  witness: term()
}) :: binary()


      


Hashes the transaction's id

  
  examples

  
  Examples


iex> %BitcoinLib.Transaction{
...>   version: 2,
...>   inputs: [
...>     %BitcoinLib.Transaction.Input{
...>       txid: "5a957f4bff6d23140eb7e9b6fcedd41d3febf1e145d37519c593c939789a49af",
...>       vout: 0,
...>       script_sig: [],
...>       sequence: 4294967293
...>     }
...>   ],
...>   outputs: [
...>     %BitcoinLib.Transaction.Output{
...>       value: 1303734,
...>       script_pub_key: [%BitcoinLib.Script.Opcodes.Stack.Dup{},
...>        %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
...>        %BitcoinLib.Script.Opcodes.Data{value: <<0x05e17c02fb238ca0779b3533271ebe916b01bcab::160>>},
...>        %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
...>        %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a91405e17c02fb238ca0779b3533271ebe916b01bcab88ac::200>>}]
...>     }
...>   ],
...>   locktime: 2378041,
...>   witness: []
...> }
...> |> BitcoinLib.Transaction.to_id()
"b62e9d36389427d39e5d438a05045c23d1938e4242661c5fe2ad87c46337b091"

  


        

      



  

  
    
    BitcoinLib.Transaction.Decoder - BitcoinLib v0.3.3
    
    

    



  
  

    
BitcoinLib.Transaction.Decoder 
    



      
Transform binaries into Transactions

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          to_struct(encoded_transaction)

        


          Converts a bitstring into a %Transaction{}



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    to_struct(encoded_transaction)


      
       
       View Source
     


  


  

      

          @spec to_struct(bitstring()) ::
  {:ok,
   %BitcoinLib.Transaction{
     id: term(),
     inputs: term(),
     locktime: term(),
     outputs: term(),
     segwit?: term(),
     version: term(),
     witness: term()
   }}
  | {:error, binary()}


      


Converts a bitstring into a %Transaction{}

  
  examples

  
  Examples


iex> <<0x01000000017b1eabe0209b1fe794124575ef807057c77ada2138ae4fa8d6c4de0398a14f3f0000000000ffffffff01f0ca052a010000001976a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac92040000::680>>
...> |> BitcoinLib.Transaction.Decoder.to_struct()
{
  :ok,
  %BitcoinLib.Transaction{
    version: 1,
    inputs: [
      %BitcoinLib.Transaction.Input{
        txid: "3f4fa19803dec4d6a84fae3821da7ac7577080ef75451294e71f9b20e0ab1e7b",
        vout: 0,
        script_sig: [],
        sequence: 4294967295
      }
    ],
    outputs: [
      %BitcoinLib.Transaction.Output{
        value: 4999990000,
        script_pub_key: [
          %BitcoinLib.Script.Opcodes.Stack.Dup{},
          %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
          %BitcoinLib.Script.Opcodes.Data{value: <<0xcbc20a7664f2f69e5355aa427045bc15e7c6c772::160>>},
          %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
          %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac::200>>}
        ]
      }
    ],
    locktime: 1170,
    segwit?: false
  }
}
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BitcoinLib.Transaction.Encoder 
    



      
Can convert a Transaction into binary formats

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          for_txid(transaction)

        


          Specific encoding meant to generate Transaction ID's



      


      
        
          from_struct(transaction)

        


          Encodes a transaction in binary format from a structure



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    for_txid(transaction)


      
       
       View Source
     


  


  

Specific encoding meant to generate Transaction ID's

  
  examples

  
  Examples


iex> %BitcoinLib.Transaction{
...>   inputs: [
...>     %BitcoinLib.Transaction.Input{
...>       script_sig: nil,
...>       sequence: 0xFFFFFFFF,
...>       txid: "5e2383defe7efcbdc9fdd6dba55da148b206617bbb49e6bb93fce7bfbb459d44",
...>       vout: 1
...>     }
...>   ],
...>   outputs: [
...>     %BitcoinLib.Transaction.Output{
...>       script_pub_key: [
...>         %BitcoinLib.Script.Opcodes.Stack.Dup{},
...>         %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
...>         %BitcoinLib.Script.Opcodes.Data{value: <<0xf86f0bc0a2232970ccdf4569815db500f1268361::160>>},
...>         %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
...>         %BitcoinLib.Script.Opcodes.Crypto.CheckSig{}
...>       ],
...>       value: 129000000
...>     }
...>   ],
...>   locktime: 0,
...>   version: 1
...> }
...> |> BitcoinLib.Transaction.Encoder.for_txid()
<<0x0100000001449d45bbbfe7fc93bbe649bb7b6106b248a15da5dbd6fdc9bdfc7efede83235e0100000000ffffffff014062b007000000001976a914f86f0bc0a2232970ccdf4569815db500f126836188ac00000000::680>>

  



  
    
      
      Link to this function
    
    from_struct(transaction)


      
       
       View Source
     


  


  

      

          @spec from_struct(%BitcoinLib.Transaction{
  id: term(),
  inputs: term(),
  locktime: term(),
  outputs: term(),
  segwit?: term(),
  version: term(),
  witness: term()
}) :: bitstring()


      


Encodes a transaction in binary format from a structure

  
  examples

  
  Examples


iex> %BitcoinLib.Transaction{
...>   inputs: [
...>     %BitcoinLib.Transaction.Input{
...>       script_sig: nil,
...>       sequence: 0xFFFFFFFF,
...>       txid: "5e2383defe7efcbdc9fdd6dba55da148b206617bbb49e6bb93fce7bfbb459d44",
...>       vout: 1
...>     }
...>   ],
...>   outputs: [
...>     %BitcoinLib.Transaction.Output{
...>       script_pub_key: [
...>         %BitcoinLib.Script.Opcodes.Stack.Dup{},
...>         %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
...>         %BitcoinLib.Script.Opcodes.Data{value: <<0xf86f0bc0a2232970ccdf4569815db500f1268361::160>>},
...>         %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
...>         %BitcoinLib.Script.Opcodes.Crypto.CheckSig{}
...>       ],
...>       value: 129000000
...>     }
...>   ],
...>   locktime: 0,
...>   version: 1
...> }
...> |> BitcoinLib.Transaction.Encoder.from_struct()
<<1, 0, 0, 0>> <> # version
<<1>> <>          # input_count
<<0x449d45bbbfe7fc93bbe649bb7b6106b248a15da5dbd6fdc9bdfc7efede83235e0100000000ffffffff::328>> <> # inputs
<<1>> <>          # output_count
<<0x4062b007000000001976a914f86f0bc0a2232970ccdf4569815db500f126836188ac::272>> <> # outputs
<<0, 0, 0, 0>>    # locktime
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BitcoinLib.Transaction.Input 
    



      
Based on https://learnmeabitcoin.com/technical/input
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          Summary
        


  
    
      Functions
    


      
        
          encode(input)

        


          Encodes an input into a bitstring



      


      
        
          extract_from(arg)

        


          Extracts a transaction input from a bitstring



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    encode(input)


      
       
       View Source
     


  


  

      

          @spec encode(%BitcoinLib.Transaction.Input{
  script_sig: term(),
  sequence: term(),
  txid: term(),
  vout: term()
}) :: bitstring()


      


Encodes an input into a bitstring

  
  examples

  
  Examples


iex> %BitcoinLib.Transaction.Input{
...>   sequence: 0xFFFFFFFF,
...>   txid: "5e2383defe7efcbdc9fdd6dba55da148b206617bbb49e6bb93fce7bfbb459d44",
...>   vout: 1
...> } |> BitcoinLib.Transaction.Input.encode()
<<0x449d45bbbfe7fc93bbe649bb7b6106b248a15da5dbd6fdc9bdfc7efede83235e0100000000ffffffff::328>>

  



  
    
      
      Link to this function
    
    extract_from(arg)


      
       
       View Source
     


  


  

      

          @spec extract_from(binary()) ::
  {:ok,
   %BitcoinLib.Transaction.Input{
     script_sig: term(),
     sequence: term(),
     txid: term(),
     vout: term()
   }, bitstring()}
  | {:error, binary()}


      


Extracts a transaction input from a bitstring

  
  examples

  
  Examples


iex> <<0x7b1eabe0209b1fe794124575ef807057c77ada2138ae4fa8d6c4de0398a14f3f0000000000ffffffff01f0ca052a010000001976a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac00000000::640>>
...> |> BitcoinLib.Transaction.Input.extract_from()
{
  :ok,
  %BitcoinLib.Transaction.Input{
    txid: "3f4fa19803dec4d6a84fae3821da7ac7577080ef75451294e71f9b20e0ab1e7b",
    vout: 0,
    script_sig: [],
    sequence: 4294967295
  },
  <<0x01f0ca052a010000001976a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac00000000::312>>
}
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BitcoinLib.Transaction.InputList 
    



      
Tasks applied to a list of inputs
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          Summary
        


  
    
      Functions
    


      
        
          extract(remaining, count)

        


          Extracts a given number of inputs from a bitstring



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    extract(remaining, count)


      
       
       View Source
     


  


  

      

          @spec extract(bitstring(), integer()) ::
  {:ok,
   [
     %BitcoinLib.Transaction.Input{
       script_sig: term(),
       sequence: term(),
       txid: term(),
       vout: term()
     }
   ], bitstring()}
  | {:error, binary()}


      


Extracts a given number of inputs from a bitstring

  
  examples

  
  Examples


iex> input_count = 1
...> <<0x7b1eabe0209b1fe794124575ef807057c77ada2138ae4fa8d6c4de0398a14f3f0000000000ffffffff01f0ca052a010000001976a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac00000000::640>>
...> |> BitcoinLib.Transaction.InputList.extract(input_count)
{
  :ok,
  [
    %BitcoinLib.Transaction.Input{
      txid: "3f4fa19803dec4d6a84fae3821da7ac7577080ef75451294e71f9b20e0ab1e7b",
      vout: 0,
      script_sig: [],
      sequence: 4294967295}
  ],
  <<0x01f0ca052a010000001976a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac00000000::312>>
}
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BitcoinLib.Transaction.Output 
    



      
Based on https://learnmeabitcoin.com/technical/output

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          encode(output)

        


          Encodes an output into a bitstring



      


      
        
          extract_from(arg)

        


          Extracts a transaction output from a bitstring



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    encode(output)


      
       
       View Source
     


  


  

      

          @spec encode(%BitcoinLib.Transaction.Output{script_pub_key: term(), value: term()}) ::
  bitstring()


      


Encodes an output into a bitstring

  
  examples

  
  Examples


iex> %BitcoinLib.Transaction.Output{
...>   script_pub_key: [
...>     %BitcoinLib.Script.Opcodes.Stack.Dup{},
...>     %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
...>     %BitcoinLib.Script.Opcodes.Data{value: <<0xf86f0bc0a2232970ccdf4569815db500f1268361::160>>},
...>     %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
...>     %BitcoinLib.Script.Opcodes.Crypto.CheckSig{}
...>   ],
...>   value: 129000000
...> } |> BitcoinLib.Transaction.Output.encode
<<0x4062b00700000000::64>> <> # value
<<0x19::8>>                       <> # script_pub_key size
<<0x76a914f86f0bc0a2232970ccdf4569815db500f126836188ac::200>> # script_pub_key

  



  
    
      
      Link to this function
    
    extract_from(arg)


      
       
       View Source
     


  


  

      

          @spec extract_from(binary()) ::
  {:ok, %BitcoinLib.Transaction.Output{script_pub_key: term(), value: term()},
   bitstring()}
  | {:error, binary()}


      


Extracts a transaction output from a bitstring

  
  examples

  
  Examples


iex> <<0xf0ca052a010000001976a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac00000000::304>>
...> |> BitcoinLib.Transaction.Output.extract_from
{
  :ok,
  %BitcoinLib.Transaction.Output{
    value: 4999990000,
    script_pub_key: [
      %BitcoinLib.Script.Opcodes.Stack.Dup{},
      %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
      %BitcoinLib.Script.Opcodes.Data{value: <<0xcbc20a7664f2f69e5355aa427045bc15e7c6c772::160>>},
      %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
      %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac::200>>}
    ]
  },
  <<0, 0, 0, 0>>
}
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BitcoinLib.Transaction.OutputList 
    



      
Tasks applied to a list of outputs
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      Functions
    


      
        
          extract(remaining, count)

        


          Extracts a given number of outputs from a bitstring



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    extract(remaining, count)


      
       
       View Source
     


  


  

      

          @spec extract(bitstring(), integer()) ::
  {:ok, [%BitcoinLib.Transaction.Output{script_pub_key: term(), value: term()}],
   bitstring()}
  | {:error, binary()}


      


Extracts a given number of outputs from a bitstring

  
  examples

  
  Examples


iex> output_count = 1
...> <<0xf0ca052a010000001976a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac00000000::304>>
...> |> BitcoinLib.Transaction.OutputList.extract(output_count)
{
  :ok,
  [
    %BitcoinLib.Transaction.Output{
      value: 4999990000,
      script_pub_key: [
        %BitcoinLib.Script.Opcodes.Stack.Dup{},
        %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
        %BitcoinLib.Script.Opcodes.Data{value: <<0xcbc20a7664f2f69e5355aa427045bc15e7c6c772::160>>},
        %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
        %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a914cbc20a7664f2f69e5355aa427045bc15e7c6c77288ac::200>>}
      ]
    }
  ],
  <<0, 0, 0, 0>>
}
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BitcoinLib.Transaction.Signer 
    



      
Signs transactions

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          sign_and_encode(transaction, private_key)

        


          Takes a transaction and signs it with the private key that's in the second parameter



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    sign_and_encode(transaction, private_key)


      
       
       View Source
     


  


  

      

          @spec sign_and_encode(
  %BitcoinLib.Transaction{
    id: term(),
    inputs: term(),
    locktime: term(),
    outputs: term(),
    segwit?: term(),
    version: term(),
    witness: term()
  },
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  }
) :: binary()


      


Takes a transaction and signs it with the private key that's in the second parameter

  
  examples

  
  Examples


iex>  private_key = BitcoinLib.Key.PrivateKey.from_seed_phrase(
...>    "rally celery split order almost twenty ignore record legend learn chaos decade"
...>  )
...>  %BitcoinLib.Transaction{
...>    version: 1,
...>    inputs: [
...>      %BitcoinLib.Transaction.Input{
...>        txid: "e4c226432a9319d603b2ed1fa609bffe4cd91f89b3176a9e73b19f7891a92bb6",
...>        vout: 0,
...>        sequence: 0xFFFFFFFF,
...>        script_sig: <<0x76A914AFC3E518577316386188AF748A816CD14CE333F288AC::200>> |> BitcoinLib.Script.parse!()
...>      }
...>    ],
...>    outputs: [%BitcoinLib.Transaction.Output{
...>       script_pub_key: <<0x76a9283265393261373463333431393661303236653839653061643561633431386366393430613361663288ac::360>> |> BitcoinLib.Script.parse!(),
...>       value: 10_000}
...>    ],
...>    locktime: 0
...>  }
...>  |> BitcoinLib.Transaction.Signer.sign_and_encode(private_key)
"0100000001b62ba991789fb1739e6a17b3891fd94cfebf09a61fedb203d619932a4326c2e4000000006a47304402207d2ff650acf4bd2f413dc04ded50fbbfc315bcb0aa97636b3c4caf55333d1c6a02207590f62363b2263b3d9b65dad3cd56e840e0d61dc0feab8f7e7956831c7e5103012102702ded1cca9816fa1a94787ffc6f3ace62cd3b63164f76d227d0935a33ee48c3ffffffff0110270000000000002d76a9283265393261373463333431393661303236653839653061643561633431386366393430613361663288ac00000000"
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BitcoinLib.Transaction.Spec 
    



      
A simplified version of a %BitcoinLib.Transaction that can be filled with human readable formats

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          add_input!(spec, list)

        


          Adds a human readable input into a transaction spec



      


      
        
          add_output(spec, script_pub_key, value)

        


          Adds a human readable output into a transaction spec



      


      
        
          sign_and_encode(spec, private_key)

        


          With the help of a privat key, transforms a transaction into a signed binary that can be sent
on the network so funds can be spent



      


      
        
          to_transaction(spec)

        


          Create a transaction from a spec



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    add_input!(spec, list)


      
       
       View Source
     


  


  

      

          @spec add_input!(
  %BitcoinLib.Transaction.Spec{
    inputs: term(),
    locktime: term(),
    outputs: term(),
    version: term()
  },
  binary() | list()
) :: %BitcoinLib.Transaction.Spec{
  inputs: term(),
  locktime: term(),
  outputs: term(),
  version: term()
}


      


Adds a human readable input into a transaction spec

  
  examples

  
  Examples


iex> %BitcoinLib.Transaction.Spec{}
...> |> BitcoinLib.Transaction.Spec.add_input!(
...>   txid: "6925062befcf8aafae78de879fec2535ec016e251c19b1c0792993258a6fda26",
...>   vout: 1,
...>   redeem_script: "76a914c39658833d83f2299416e697af2fb95a998853d388ac"
...> )
%BitcoinLib.Transaction.Spec{
  inputs: [
    %BitcoinLib.Transaction.Spec.Input{
      txid: "6925062befcf8aafae78de879fec2535ec016e251c19b1c0792993258a6fda26",
      vout: 1,
      redeem_script: [
        %BitcoinLib.Script.Opcodes.Stack.Dup{},
        %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
        %BitcoinLib.Script.Opcodes.Data{value: <<0xc39658833d83f2299416e697af2fb95a998853d3::160>>},
        %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
        %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a914c39658833d83f2299416e697af2fb95a998853d388ac::200>>}
      ]
    }
  ],
  outputs: []
}

  



  
    
      
      Link to this function
    
    add_output(spec, script_pub_key, value)


      
       
       View Source
     


  


  

      

          @spec add_output(
  %BitcoinLib.Transaction.Spec{
    inputs: term(),
    locktime: term(),
    outputs: term(),
    version: term()
  },
  binary() | list(),
  integer()
) :: %BitcoinLib.Transaction.Spec{
  inputs: term(),
  locktime: term(),
  outputs: term(),
  version: term()
}


      


Adds a human readable output into a transaction spec

  
  examples

  
  Examples


iex> p2pkh_script = BitcoinLib.Script.Types.P2pkh.create(<<0xad6a62e2d23d1c060897cd0cc79c42dad715e4c7::160>>)
...> amount = 1000
...> transaction_spec = %BitcoinLib.Transaction.Spec{}
...> transaction_spec
...> |> BitcoinLib.Transaction.Spec.add_output(p2pkh_script, amount)
%BitcoinLib.Transaction.Spec{
  inputs: [],
  outputs: [%BitcoinLib.Transaction.Spec.Output{
    script_pub_key: [
      %BitcoinLib.Script.Opcodes.Stack.Dup{},
      %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
      %BitcoinLib.Script.Opcodes.Data{value: <<0xad6a62e2d23d1c060897cd0cc79c42dad715e4c7::160>>},
      %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
      %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a914ad6a62e2d23d1c060897cd0cc79c42dad715e4c788ac::200>>}
    ],
    value: 1000
    }
  ]
}

  



  
    
      
      Link to this function
    
    sign_and_encode(spec, private_key)


      
       
       View Source
     


  


  

      

          @spec sign_and_encode(
  %BitcoinLib.Transaction.Spec{
    inputs: term(),
    locktime: term(),
    outputs: term(),
    version: term()
  },
  %BitcoinLib.Key.PrivateKey{
    chain_code: term(),
    depth: term(),
    fingerprint: term(),
    index: term(),
    key: term(),
    parent_fingerprint: term()
  }
) :: binary()


      


With the help of a privat key, transforms a transaction into a signed binary that can be sent
on the network so funds can be spent

  
  examples

  
  Examples


iex>  private_key = BitcoinLib.Key.PrivateKey.from_seed_phrase(
...>    "rally celery split order almost twenty ignore record legend learn chaos decade"
...>  )
...>%BitcoinLib.Transaction.Spec{
...>  inputs: [
...>    %BitcoinLib.Transaction.Spec.Input{
...>      txid: "6925062befcf8aafae78de879fec2535ec016e251c19b1c0792993258a6fda26",
...>      vout: 1,
...>      redeem_script: "76a914c39658833d83f2299416e697af2fb95a998853d388ac"
...>    }
...>  ],
...>  outputs: [%BitcoinLib.Transaction.Spec.Output{
...>    script_pub_key: [
...>      %BitcoinLib.Script.Opcodes.Stack.Dup{},
...>      %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
...>      %BitcoinLib.Script.Opcodes.Data{value: <<0xad6a62e2d23d1c060897cd0cc79c42dad715e4c7::160>>},
...>      %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
...>      %BitcoinLib.Script.Opcodes.Crypto.CheckSig{}
...>    ],
...>    value: 1000
...>    }
...>  ]
...>}
...>  |> BitcoinLib.Transaction.Spec.sign_and_encode(private_key)
"020000000126da6f8a25932979c0b1191c256e01ec3525ec9f87de78aeaf8acfef2b062569010000006b483045022100fdb5f58ab2dd24aeea72c0f832abde538e176f4474b3fe62a9c6e7e8a1a79e92022049565926bb564b996a19c6c3abd1dfbf35f9432ea7aadb10976dacee97d2e10c012102702ded1cca9816fa1a94787ffc6f3ace62cd3b63164f76d227d0935a33ee48c3fdffffff01e8030000000000001976a914ad6a62e2d23d1c060897cd0cc79c42dad715e4c788ac2caf2400"

  



  
    
      
      Link to this function
    
    to_transaction(spec)


      
       
       View Source
     


  


  

      

          @spec to_transaction(%BitcoinLib.Transaction.Spec{
  inputs: term(),
  locktime: term(),
  outputs: term(),
  version: term()
}) :: %BitcoinLib.Transaction{
  id: term(),
  inputs: term(),
  locktime: term(),
  outputs: term(),
  segwit?: term(),
  version: term(),
  witness: term()
}


      


Create a transaction from a spec

  
  examples

  
  Examples


iex>  %BitcoinLib.Transaction.Spec{
...>    inputs: [
...>      %BitcoinLib.Transaction.Spec.Input{
...>        txid: "6925062befcf8aafae78de879fec2535ec016e251c19b1c0792993258a6fda26",
...>        vout: 1,
...>        redeem_script: "76a914c39658833d83f2299416e697af2fb95a998853d388ac"
...>      }
...>    ],
...>    outputs: [%BitcoinLib.Transaction.Spec.Output{
...>      script_pub_key: [
...>        %BitcoinLib.Script.Opcodes.Stack.Dup{},
...>        %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
...>        %BitcoinLib.Script.Opcodes.Data{value: <<0xad6a62e2d23d1c060897cd0cc79c42dad715e4c7::160>>},
...>        %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
...>        %BitcoinLib.Script.Opcodes.Crypto.CheckSig{}
...>      ],
...>      value: 1000
...>      }
...>    ]
...>  }
...>  |> BitcoinLib.Transaction.Spec.to_transaction()
%BitcoinLib.Transaction{
  version: 2,
  id: "346330ef042212b04fabfdf91ce17f0c615a7458f159d4892d5e8385dbb742ce",
  inputs: [
    %BitcoinLib.Transaction.Input{
      txid: "6925062befcf8aafae78de879fec2535ec016e251c19b1c0792993258a6fda26",
      vout: 1,
      script_sig: "76a914c39658833d83f2299416e697af2fb95a998853d388ac",
      sequence: 4294967293
    }
  ],
  outputs: [
    %BitcoinLib.Transaction.Output{
      value: 1000,
      script_pub_key: [
        %BitcoinLib.Script.Opcodes.Stack.Dup{},
        %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
        %BitcoinLib.Script.Opcodes.Data{value: <<0xad6a62e2d23d1c060897cd0cc79c42dad715e4c7::160>>},
        %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
        %BitcoinLib.Script.Opcodes.Crypto.CheckSig{}
      ]
    }
  ],
  locktime: 2404140,
  witness: []
}
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BitcoinLib.Transaction.Spec.Input 
    



      
A simplified version of a %BitcoinLib.Transaction.Input that can be filled with human readable formats

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          to_transaction_input(input)

        


          Converts a human readable input into a %Transaction.Input{}



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    to_transaction_input(input)


      
       
       View Source
     


  


  

      

          @spec to_transaction_input(%BitcoinLib.Transaction.Spec.Input{
  redeem_script: term(),
  sequence: term(),
  txid: term(),
  vout: term()
}) :: %BitcoinLib.Transaction.Input{
  script_sig: term(),
  sequence: term(),
  txid: term(),
  vout: term()
}


      


Converts a human readable input into a %Transaction.Input{}

  
  examples

  
  Examples


iex> %BitcoinLib.Transaction.Spec.Input{
...>   txid: "6925062befcf8aafae78de879fec2535ec016e251c19b1c0792993258a6fda26",
...>   vout: 1,
...>   redeem_script: "76a914c39658833d83f2299416e697af2fb95a998853d388ac"
...> }
...> |> BitcoinLib.Transaction.Spec.Input.to_transaction_input()
%BitcoinLib.Transaction.Input{
  txid: "6925062befcf8aafae78de879fec2535ec016e251c19b1c0792993258a6fda26",
  vout: 1,
  sequence: 4294967293,
  script_sig: "76a914c39658833d83f2299416e697af2fb95a998853d388ac"
}
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BitcoinLib.Transaction.Spec.Output 
    



      
A simplified version of a %BitcoinLib.Transaction.Output that can be filled with human readable formats

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          to_transaction_output(output)

        


          Converts a human readable output into a %Transaction.Output{}



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    to_transaction_output(output)


      
       
       View Source
     


  


  

      

          @spec to_transaction_output(%BitcoinLib.Transaction.Spec.Output{
  script_pub_key: term(),
  value: term()
}) ::
  %BitcoinLib.Transaction.Output{script_pub_key: term(), value: term()}


      


Converts a human readable output into a %Transaction.Output{}

  
  examples

  
  Examples


iex> %BitcoinLib.Transaction.Spec.Output{
...>   script_pub_key: BitcoinLib.Script.Types.P2pkh.create(<<0xfc8ca28ea75e45f538242c257e1f07fe19baa0f3::160>>),
...>   value: 1000
...> }
...> |> BitcoinLib.Transaction.Spec.Output.to_transaction_output()
%BitcoinLib.Transaction.Output{
  script_pub_key: [
    %BitcoinLib.Script.Opcodes.Stack.Dup{},
    %BitcoinLib.Script.Opcodes.Crypto.Hash160{},
    %BitcoinLib.Script.Opcodes.Data{value: <<0xfc8ca28ea75e45f538242c257e1f07fe19baa0f3::160>>},
    %BitcoinLib.Script.Opcodes.BitwiseLogic.EqualVerify{},
    %BitcoinLib.Script.Opcodes.Crypto.CheckSig{script: <<0x76a914fc8ca28ea75e45f538242c257e1f07fe19baa0f388ac::200>>}
  ],
  value: 1000
}
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BitcoinLib.Transaction.Witnesses.P2wpkhWitness 
    



      
Witness section of a P2SH-P2WPKH transaction

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    
      Functions
    


      
        
          encode(signature, public_key)

        


          Encodes an witness into a bitstring



      


  


      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    encode(signature, public_key)


      
       
       View Source
     


  


  

      

          @spec encode(bitstring(), bitstring()) :: bitstring()


      


Encodes an witness into a bitstring
Based on https://github.com/bitcoin/bips/blob/master/bip-0143.mediawiki#p2sh-p2wpkh

  
  examples

  
  Examples


iex> signature = <<0x3044022047ac8e878352d3ebbde1c94ce3a10d057c24175747116f8288e5d794d12d482f0220217f36a485cae903c713331d877c1f64677e3622ad4010726870540656fe9dcb01::568>>
...> public_key = <<0x03ad1d8e89212f0b92c74d23bb710c00662ad1470198ac48c43f7d6f93a2a26873::264>>
...> BitcoinLib.Transaction.Witnesses.P2wpkhWitness.encode(signature, public_key)
<<0x02473044022047ac8e878352d3ebbde1c94ce3a10d057c24175747116f8288e5d794d12d482f0220217f36a485cae903c713331d877c1f64677e3622ad4010726870540656fe9dcb012103ad1d8e89212f0b92c74d23bb710c00662ad1470198ac48c43f7d6f93a2a26873::856>>
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